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Citrix® StoreFront Cloud Overview

Citrix® StoreFront Cloud is a service that provides secure access to your virtual apps, desktops,
web and SaaS apps from a web browser or Citrix Workspace app. For an overview of the services
available through Citrix® StoreFront Cloud, see Cloud-hosted services through Citrix® StoreFront
Cloud.

Citrix® StoreFront Cloud is a cloud service managed by Citrix. If you wish to deploy this

functionality in your own environment on-premise then see StoreFront.

Within Citrix® StoreFront Cloud, you can configure one or more stores. End users authenticate to
their stores using the selected identity provider. When users launch resources through their store
they single sign-on to avoid having to re-enter credentials. For more information on configuring

store authentication, visit Configure authentication.

Get started

See Get started with Citrix® StoreFront Cloud.

End user access

End-users connect to Citrix® StoreFront Cloud from their devices using either Citrix Workspace

app or their web browser. For more information, see User access

Cloud-hosted services through Citrix® StoreFront Cloud

End users use Citrix® StoreFront Cloud to access the resources provided by cloud-hosted

services.

This section describes the main cloud-hosted services that can be enabled for Citrix® StoreFront

Cloud, depending on your entitlements.

Citrix DaaS™

Citrix DaaS is a service that provides app and desktop virtualization, giving IT control of on-prem or

cloud-hosted virtual machines, applications, and security while providing anywhere access for any

© 1997-2026 Citrix Systems, Inc. All rights reserved. 24
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Citrix® StoreFront Cloud

device. End users can use applications and desktops independently of the device’s operating

system and interface.

If you're an on-premises Virtual Apps and Desktops customer, it is recommended that you first

migrate to Citrix DaaS before adopting Citrix® StoreFront Cloud.

SaaS and Web apps, secured with the Citrix Secure Private Access™ service

Citrix Secure Private Access provides single sign-on (SSO) to Web and SaaS apps and allows
internal web apps to be accessed remotely. The service also allows you to manage access

permissions and control policies.

Citrix Remote Browser Isolation™ service

Integrate Citrix Remote Browser Isolation service into your stores to isolate web browsing and
protect the corporate network from browser-based attacks. When subscribers navigate to the store
URL, their published browsers are shown, along with other apps and desktops that are configured

in other Citrix Cloud services.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 25
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What's new

Product updates are automatically rolled out to all customers when they are available. Depending

on the feature, it may be enabled by default for end users or may need to be configured by an

administrator, see individual features for more details. Updates are rolled out over a period of a few

days so may not be visible immediately.

August 2026

Detailed desktop tile

With the modern experience, you can enable the detailed desktop tile feature.

L=

i

LIGEELTE Windows 11

Power VDA-II ses
WSUISTGVDA-PM2

Opened 41 minutes ago

The tile contains the following information:

¢ Athumbnail image, making it easier to identify and distinguish between multiple desktops at a

glance.

» The operating system running on the desktop.

» The power status, which might include the new Under maintenance, Unavailable, and Active

states.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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» The time you last connected to the desktop. This provides a quick security reference: if users

notice an unrecognized connection, they can report it to their IT team.

» The duration of an active session, if one is currently running on the desktop.

This feature is disabled by default. To enable it, see detailed desktop tile.

July 2026

Citrix® StoreFront Cloud is the new name for Citrix Workspace™. You will see these changes

reflected in Citrix Cloud menus, documentation, and the product Ul over the coming months.

June 2026

Capability to create multiple custom URLSs

You can now add a custom URL for each of your stores. For more information, see Configure a

custom domain.

May 2026

Resource connectivity options

When Adaptive access is enabled, you can configure different Gateway connectivity depending on
whether the user's network location is internal, external or undefined. For more information, see

Connectivity options when Adaptive access is enabled.

March 2026

Option to prevent ICA downloads

To improve security, you can configure Workspace to prevent users from downloading ICA files.

Users must use either Citrix Workspace launcher or Citrix web extensions to launch resources.

For more information, see Prevent ICA downloads.
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Citrix Workspace launcher on iOS and Android

Citrix Workspace launcher is a component of Citrix Workspace app that allows the web browser to
detect Citrix Workspace app and launch ICA files in-memory. This improves security by preventing

ICA files from being saved to disk. This is now available on iOS and Android.

The first time a user on iOS or Android opens a store website in their browser, or after clearing site
data, the website attempts to detect Citrix Workspace app. This requires Citrix Workspace app for
iOS or Android 2503 or higher.

If detection completes successfully, subsequently when the user launches apps and desktops, the
website invokes Citrix Workspace Launcher rather than downloading ICA files. If the user selects

Skip detection then the website continues to download an ICA file as it before.

February 2026

Enhanced App Protection resource management

Previously when end users accessed their store from a web browser, it only displayed resources
requiring App Protection if they installed Citrix Web Extension. You can now choose to always
show, or always hide resources requiring App Protection. For more information, see Show or hide

resources requiring App Protection.

Version 26.02 removes the dependency on Web extension to launch App Protected resources.
Admins can configure App Protected resources to launch on stores that users open in browsers
without the web extension installed. For more configuration details, see App Protection support for

hybrid launch through Workspace.

Support for Client app management in hybrid launch scenarios using Citrix
Web Extension

Workspace Ul (WSUI) release 26.02 provides Client app management support for hybrid app

launches via Citrix Web Extension in cloud deployments.

Hybrid launch refers to signing into Citrix stores from a browser and launching virtual apps and

desktops through the locally installed Citrix Workspace app for Windows and Mac.

Users only need to install a supported version of Citrix Workspace app and, where applicable, the

Citrix Web Extension.

Minimum supported versions for using this capability:
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Citrix Workspace app:

Windows: Version 2511.1 or later

macOS: Version 2511.1 or later

For more details on Client app management configurations, see Manage settings for hybrid launch.

For more details on Browser Extension, see Citrix web extension.

December 2025

It is now possible to configure more than 10 Workspace URLSs. The default limit remains at 10. If

you need more URLS, please contact your Citrix representative.

November 2025

Single Sign-on to VDAs using Entra ID

When authenticating using Entra ID, it is now possible to single sign-on to VDAs without needing
FAS. For more information, see Entra ID SSO to VDASs.

October 2025

Citrix Workspace launcher on Linux

Citrix Workspace launcher is a component of Citrix Workspace app that allows the web browser to
detect Citrix Workspace app and launch ICA files in-memory. This improves security by preventing

ICA files from being saved to disk. This is now enabled on Linux.

The first time a user on Linux opens a store website in their browser, or after clearing site data, the

website attempts to detect Citrix Workspace app.

If detection completes successfully, subsequently when the user launches apps and desktops, the
website invokes Citrix Workspace Launcher rather than downloading ICA files. If the user selects

Skip detection then the website continues to download an ICA file as before.

As an alternative, consider installing Citrix web extension, which enables in-memory ICA launch

without any additional user interface prompts.
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Admin consent to stay signed in

Administrators can now provide consent on behalf of end users to Stay signed in. This removes the
prompt users otherwise see when they log in to Citrix Workspace app. For more information, see

Stay logged in to Citrix Workspace app.

Configure Always prompt end users for their credentials per network
connectivity type

Administrators can now configure different values of Always prompt end users for their
credentials depending on the device's network connectivity type. For more information, see

Configure sessions per network connectivity type.

May 2025

Inactivity timeouts per connectivity type

Administrators can now configure different inactivity timeouts depending on the device's network

connectivity type. For more information, see Configure sessions per network connectivity type.

Displays power state of Dedicated desktops

The Workspace User Interface (Ul) now provides visibility into the power state of your dedicated
desktops. The power state indicates whether a dedicated desktop is Powered On, Powered Off, or
in a suspended state (in Hibernation). This enhancement allows users to quickly identify the status
of their desktops, enabling them to make informed decisions and manage their resources more

effectively.

NOTES:

 This feature is enabled by default.

 This feature is backward compatible with previous versions of Citrix Workspace app.

\ J

For more information, see Displays power state of dedicated desktops.

Configure a custom dialog to be displayed after log in

You can configure a custom dialog that is displayed after users log in. It is displayed on all clients

including web, desktop, and mobile devices. You can use it to display information such as company
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usage policy, or an upcoming maintenance window. Users must accept the dialog before

proceeding to their resources.

The admin can decide how often the dialog is shown on a per-device basis that is, only once, every

day, every 7 days, or every 30 days.

For more information, see Configure a custom dialog to be displayed after log in.

April 2025

Enhanced Activity Manager experience and introducing power management
control

The Activity Manager feature is now enabled by default, allowing users to disconnect, log out, and
restart their virtual sessions. Additionally, administrators can manage the power management

controls such as shut down, force shut down, and hibernate virtual sessions using Citrix Cloud.
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Activity Manager O

RUNNING REMOTELY

More options

Desktops
B Suspend Desktop i) '{]:‘].
Reconnect
Log out
Restart
Shut down

Force shutdown

Hibernate

For more information, see Power management controls.

March 2025

Color customization applies to Workspace Ul elements

This feature introduces enhancements in the following areas:

* Full Ul Color Customization: Consistent color scheme now applies to Workspace Ul

elements.
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 Unified Blue Theme: A new default blue theme has been implemented to align with common
end-user themes across all Citrix apps. Admins can still customize the colors to their

preference using Citrix Cloud.

Old default color:

Colors

These colors appear in sign-in screens and within the workspace experience.

Banner color: Banner text and icon color: Accent color:

New default color:

Colors

These colors appear in sign-in screens and within the workspace experience,

Banner color: Banner text and icon color: Accent color:

The color change impacts various elements of the Ul, including:

e The banner text and icon color

e The accent, which is a line below certain elements

The spinner (both the dark and light colors within the spinner)
» Buttons

e Links
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@ Citrix Workspace g P

# Link After Caching  [53 Link Added at 5:35 PM 53 Linked Added at 605 PM 53 Link After Caching Fix (3 Citrix DaaS (33 ICA channel 5! Slack test

Guodafternoon.puwar' - wsuistgvda b4

Thi March 06,
ursday, Merch 05, 2025 T

Restart Quen Dasks
Home  Apps  Deshktops l : - - I

wSuistEada
Quick access

w ram 4 | F T
L A ! Open Desktop
.
AddSuggestedFolder Appie s, wasisigvda
sTolibraryDialog '-,h. Restart
Dwaiiop App (2 | ul

s Add to favorites

L View Details

Powsred by Glhit

For more information, see Customize the appearance of workspaces.

Pinned links

Pinned links refer to customer-defined hyperlinks that provide quick access to specific websites.
This feature functions as a shortcut that helps users to efficiently navigate to websites directly from
the Workspace Ul. Important links, such as support websites or company portals, can be made
available to the users without needing them to search for these links. It makes the navigation

effortless and faster.

@Citrix Workspace Q) search Werkspace 88 MB

5 imranat 53 Training @ Help & Support [ Trouble shooting & Assistance 53 Braed store

"K_\\
.l:u,‘,lom URLs with icons
\-\
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Desktop 2022 2021
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This feature is supported on both Citrix Workspace web clients and native Citrix Workspace app.

For more information, see Pinned links.

November 2024

Mandate users to authenticate and open apps and desktops only through the
native Citrix Workspace app

Administrators can enforce the use of the native Citrix Workspace app, eliminating the option for
users to access the Citrix Workspace web client on browsers. This feature is designed for
customers who want to leverage the full benefits of the native app. The native app offers
advantages such as built-in App Protection service, no browser version compatibility issues,

enhanced security and telemetry for monitoring and troubleshooting.

When the administrators enable this feature, end users see the following webpage when they

attempt to access the web client by entering the store URL in a browser.

@ Citrix.

Citrix Workspace app required

‘Your administrator requires you to use the locally installed Citrix

Workspace app for authentication and store access

Select Open on the dialog shown by your browser. If the dialog does

not appear, select Open Citrix Workspace.

Open Citrix Workspace

Once users click Open Citrix Workspace, the store is automatically added to the native app for an
easier transition from the web client to the native app. This feature is available for Citrix Workspace
app for Windows, Mac, Android, and iOS. For more information on compatible native app versions

for automatic store addition, see Compatible versions of Citrix Workspace app.
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The feature is applicable to cloud stores for all supported browsers.

For more information, see Customize store access.

Reconnect and transfer apps and desktops through Activity Manager

Activity Manager introduces reconnect and transfer resource features. The reconnect feature lets
end users easily reconnect to disconnected apps and desktops in Citrix Workspace app. The
transfer feature allows end users to transfer active sessions from other devices to the current

device.

For more information, see Reconnect to disconnected apps and desktops and Transfer your apps

and desktops.

Custom announcements per Workspace URL

Administrators can now configure different custom announcements depending on the Workspace

URL. For more information, see send custom announcement.

October 2024

Enhanced Ul centralized layout

The Workspace Ul has a better resource alignment, unlike the previous layout where resources
stretched across the entire width of the screen, the enhanced Ul offers a more visually appealing
design by centrally aligning the resources and limiting the display to a maximum of six resources

per row. This enhanced Ul provides a better user experience, leading to improved productivity.
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@ Citrix WOI’kSpace Q_ Search Workspace

og
80
-

Home Apps Desktops

Quick access

% 7 % 7% % , %
15Five ﬂ) —
-~
15five Calculator FileExplorer Notepad Registry Editor Win2022

Web Desktop App Desktop App Desktop App Desktop App Desktop

Resources are central-aligned.

The display is limited to a maximum of six resources per row.

August 2024

Manage installation prompt for Citrix Web extension

You can now manage the display of the installation prompt for the Citrix Web extension. Enabling
the prompt allows Workspace to detect whether the extension is installed on the user’s device
when they open Citrix Workspace from a browser. If the extension isn't installed, users are
prompted to download and install it. Once users install the extension, it helps to open the apps and
desktops in the native Citrix Workspace app automatically without the intervention of Workspace
detection screen. As per your preference, you can set the prompt as either mandatory or optional.

This prompt feature is compatible with Google Chrome and Microsoft Edge browsers.
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@ Citrix Workspace

Good morning, Mary
Monday, August 22, 2022

Apps Desktop

Q Search Workspace

FL

All Admin Tools Business ap Utilities & more More
€ Browser extension required .
A ® @
Your admin has mandated launch via native Citrix Workspace app with
Concur Ariba Citrix Browser extension. These tools are essential for optimal performance QOutlook Microsoft Edge
Web Desktop app and enhanced security. If you experience installation issues, please reach Web Desktop app
out to your administrator for assistance.
Q e ﬂ e ﬂ
Cancel
@ & ek
Microsoft Word Microsoft Powerpoint Microsoft access lira Google Calendar Salesforce Microsoft Outlook
Web Web 2021 Web Web Web Desktop app
Desktop app
g 7 % e Iy e 7
AN L
C /) X
Concur Ariba Google Suite Microsoft Excel Microsoft Teams Outlook Microsoft Edge

Web Desktop app Web Desktop app Desktop app Web Desktop app

When users click the Install button, it redirects the users to the respective browser’s web
extension store, where they can download the Workspace Web extension. The prompt won't
appear next time once the user downloads and installs the extension. For more information about

managing the prompt, see Launching apps and desktops.

July 2024

Configure store names for your store URL

Administrators can now add custom store names while adding stores to Citrix Workspace app.
Store names make identifying and distinguishing the stores easier for end users. Previously, in a
multiple Workspace URL setup (subdomains of cloud.com), all the stores would be called "Store",
with an automatically generated numeric suffix. For example, Store 1, Store 2, Store 3, and so on.
This arrangement made it difficult for the administrators and end users to associate the store name
with the store URLSs.

With this feature, admins can give the stores a short name that end users can recognize. In
addition, admins have the capability to enable or disable the ability for end users to modify the

store name on their Citrix Workspace app.

For more information, see Configure store names for your store URL.
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Manage installation prompt for Workspace Web extension

You can now manage the display of the installation prompt for the Workspace Web extension.
Enabling the prompt allows Workspace to detect whether the extension is installed on the user’s
device when they open Citrix Workspace from a browser. If the extension isn’t installed, users are
prompted to download and install it. Once users install the extension, it helps to open the apps and
desktops in the native Citrix Workspace app automatically without the intervention of Workspace
detection screen. As per your preference, you can set the prompt as either mandatory or optional.

This prompt feature is compatible with Google Chrome and Microsoft Edge browsers.

@ Citrix Workspace Q) search Workspace FL
Good morning, Mary
Monday, August 22, 2022
Apps Desktop
All Admin Tools Business ap Utilities & more More
0 Browser extension required P

R -

Concur
Web

Ariba
Deskiop app

Your admin has mandated launch via native Citrix Workspace app with
Citrix Browser extension. These tools are essential for optimal performance
and enhanced security. If you experience installation issues, please reach

Outlook
Web

C

Microsoft Edge
Desktop app

out to your administrator for assistance.

‘m aih
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Microsoft Powerpoint Microsoft access lira

Microsoft Word Google Calendar Salesforce Microsoft Outlook
Web Web 2021 Web Web Web Desktop app
Desktop app
% Ty % % Py % Ty
L]
AN G i e ¢

Concur Ariba Google Suite
Web Desktop app Web

Microsoft Excel Microsoft Teams Outlook Microsoft Edge

Desktop app Desktop app Web Desktop app

When users click the Install button, it redirects the users to the respective browser’s web
extension store, where they can download the Workspace Web extension. The prompt won't
appear next time once the user downloads and installs the extension. For more information about

managing the prompt, see Launching apps and desktops.

Deprecation of old Workspace Ul

The old Workspace Ul experience is now deprecated. Administrators no longer have the option to
enable the old Ul for end users. The new Workspace Ul offers a better user experience and

increases productivity, and it is enabled by default.
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May 2024

Enhanced search experience

The Citrix Workspace app introduces an enhanced search engine feature, allowing end users to
view the app path alongside search results. This functionality assists end users in quickly
identifying an app's location. Long app paths are truncated to maintain a clean and uncluttered
search results list. You can see the complete path when hovering the mouse pointer over the path's
breadcrumb. Additionally, the category name will be highlighted in bold for easy recognition if it

matches the search input.

m
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. -— s - Command Prompt

Desktop App-\command prompt category\
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Wednesday, May 15, 2024 &% = WordPad
== Desktop App
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Ay h‘ Defragment and Optimize Drives with lengthy...
All " Desktop App
&% ces cos & cen & cos &%
1 o "
15Five Calculator Character Map Citrix Health Command Prompt Defragn
Assistant Optimize [
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Performance improvement

Citrix Workspace Ul now loads faster than before after the enhancements in the following areas:

1. Parallelizing user authentication and Workspace Ul loading

Citrix Workspace Ul loads quickly while the user authentication check runs in the background.
Unlike previous Citrix Workspace Ul, the new version stores cache data locally of previous
sessions and reuses it for quicker app opening. Consequently, the app no longer requires users to

wait for authentication checks to complete.

Previously, users could access the app only after the authentication checks were complete. This
delay of around 1-2 seconds has now been rectified, allowing returning users to enter the store url
and start accessing the Workspace Ul while the user authentication check runs in the background.

If the user session is found to be not logged in during the background check, the app prompts the
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user for authentication to continue the session. Additionally, the app continues to refresh app data

in the background so that this data can be used in subsequent sessions.

2. Caching Workspace Ul

The Workspace Ul now loads from cache, resulting in quicker opening of the app than before.
Additionally, Workspace Ul refreshes itself in the background to fetch the latest version of Ul
whenever the user minimizes the Workspace app, switches to another browser tab from

Workspace web app tab or reloads the app.

The performance improvement is applicable when using both a web browser and Citrix

Workspace Web app.

Hibernate and Resume virtual desktop sessions

Users can now hibernate their virtual desktop sessions on Citrix Workspace app when not in use
and resume them from where they left off. The hibernate action preserves the entire state of the

desktop session, including the running apps. The feature allows the users to seamlessly resume
their sessions upon signing back again. When resumed, the desktop session launches faster

compared to stopped or deallocated virtual desktops.

Citrix Activity Manager's Hibernate and Resume feature represents a significant advancement in
VDI management, offering organizations a powerful tool to optimize resource utilization and
enhance user experience. This feature efficiently manages resources, improves user experience,

and reduces energy consumption during hibernation, resulting in significant cost savings.

For more information on configuring this feature on user devices and performing hibernation and

resume operations, see Hibernate and Resume virtual desktop sessions.

March 2024

Activity Manager has manual refresh option

With this release, end users can now manually refresh the list of items within the Activity Manager
for the cloud store, accessible on both desktops and mobile devices. They are no longer required
to restart the Activity Manager to see the updated list. Two options are available to refresh the list:
a refresh button and a refresh icon. End users can use the Refresh button when the Activity

Manager screen is empty, and they can use the refresh icon
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&

to update the existing list. This new feature enhances the end user experience by allowing them to

manage the sessions within the Activity Manager more efficiently and conveniently.

Activity Manager on desktop version:

@ Citrix Workspace

Good morning, Mary
Monday, August 22, 2022

Activity Manager on mobile version:

Activity Manager ¥

(1, Search Workspace

o

You don't hawve any desktops or apps FUnning.

Q Search Workspace

EL

© 1997-2026 Citrix Systems, Inc. All rights reserved.

43



Citrix® StoreFront Cloud

Disable Simple View of Workspace Ul

Currently, when users launch Citrix Workspace app with fewer than 20 resources, they see the
screen with Simple View where users don't see navigation tabs, like Home, Apps, and Desktops.
All the apps and desktops are consolidated on one page and administrators don't have the control
to disable this view. With this release, you can disable the Simple View and customize the new

Workspace Ul as per your preference.

FL

oo
&0

cifrix Q

Good morning, Mary

Monday, August 22, 2022

[Huml: Apps Deskiop ]

@ Business apps Enginesnng Sales & Service Tools
App Title App Titla App Titls
s
¥

App Title App Tithe App Title

Even if the number of resources are less than 20, you can still use the navigation tabs if you prefer
a consistent view for your users. For more information on how to manage the Simple View, see

Simple view.

Feb 2024

Create multiple Workspace URLSs - General Availability (GA)

The multiple Workspace URL feature is now generally available for all users. You can now create
multiple Workspace URLs (subdomains of cloud.com) and use these URLs as policy inputs. For
example, you can configure different URLSs for different subsidiaries or divisions within your
organization. Each of these URLs can have different branding, authentication methods, or

desktops and apps.
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You can create a maximum of 10 URLSs for your Workspace.

Each store is accessible by a unique URL can differ in the following aspects:

¢ Branding of the Ul (post login)
« Apps and desktops

¢ Authentication configuration (such as different identity providers)

For more information, see Configure multiple Workspace URLS.

Support for Finnish language

Citrix Workspace Ul is now available in the Finnish language.

Dec 2023

Create multiple Workspace URLs (Technical Preview)

You can now create multiple Workspace URLs (subdomains of cloud.com) and use these URLs as
policy inputs. For example, you can configure different URLSs for different subsidiaries or divisions
within your organization. Each of these URLs can have different branding, authentication methods,

or desktops and apps.

You can create a maximum of 10 URLs for your Workspace.

Each store is accessible by a uniqgue URL can differ in the following aspects:

» Branding of the Ul (post login)
» Apps and desktops

 Authentication configuration (such as different identity providers)

For more information, see Configure Workspace URLS.
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View user’s display name and profile picture on Workspace Ul

With this release, users can now view their display hame and profile picture on the Workspace UI.
The user’s display name is shown along with the greetings. The profile picture, initials, or a generic
image appears on the user menu at the upper-right corner. Admins must note that Workspace Ul

displays this information only if the Active Directory fetches valid data.

@ Citrix Workspace Search Workspace g8 sv

[Good afternoon, Sumit Verma]

Tuesday, November 28, 2023

Home Apps Desktops

Quick access

Calc Calculator CLDBLR2019VDA Calculator_2019 CLDBL DA Edge Notepad_2019

For more information, see Manage user’s display name and profile picture

Nov 2023

Configure a custom domain - General Availability

The Custom Domain feature is now generally available. You can configure a custom domain for
your workspace, which allows you to use a domain of your choice to access your Citrix Workspace
store. You can then use this domain in place of your assigned cloud.com domain for access from
both a web browser and Citrix Workspace applications. For more information, see Configure a

custom domain.

Removal from Google indexing

Google Search indexing has been removed from Citrix Workspace to prevent Workspace URLs
from appearing in Google's search results. However, if your URLs have already been indexed by
Google, you must take steps to remove them. For more information, see Remove a page hosted

on your site from Google.
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October 2023

Streamlined discovery of new apps

End users can now easily spot newly added apps, making it easier to explore and utilize the latest

apps. When an admin delivers a new app to an end user, it is highlighted on the end user’s

workspace and a green dot is displayed on the app tile for the first time.
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September 2023

The new Workspace user interface is now generally available. It introduces new Ul capabilities with

a modern look and feel for a cleaner view. The Ul enhancements are applicable for web, desktops,

and mobile. Admins can enable it for their end users from Workspace Configuration > Customize

> Features. For more information, see User experience.
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NOTE:

By default, the new Ul toggle will be in a disabled state for the next 6 months unless enabled

by admins. After 6 months, the new Ul will be enabled for all users by default and the current
Ul experience will be deprecated. Admins need to transition their users to the new Ul within

the next 6 months.

Activity Manager

The Activity Manager feature is now generally available on the new Ul for cloud. Activity Manager
is a simple yet powerful feature that empowers users to effectively manage their resources.lt
enhances productivity by facilitating quick actions on active and disconnected apps and desktops
from any device. Admins can enable this feature for their end users from Workspace

Configuration>Customize>Features>Activity Manager.

Once enabled, apps and desktops that are either active or in a disconnected state are displayed on
the Activity Manager panel. Apps are grouped under their respective sessions. End users can click

the ellipses (...) icon to take quick actions:
» Disconnect: Disconnects the remote session but the apps and desktops are active in the
background.

» Log out: Logs out from the current session. All the apps in the sessions are closed, and any

unsaved files are lost.
e Shut Down: Closes your disconnected desktops.
» Force Quit: Forcefully powers off your desktop in case of a technical issue.

» Restart: Shuts down your desktop and start it again.

For more information, see Activity Manager.

App categorization

End users can view their applications organized into categories and sub-categories on the
Workspace user interface. If the categorization involves more than two levels, end users will see
their applications arranged within a folder structure. The navigation breadcrumbs are visible to the
users. When the number of primary categories created by the admins exceeds the available space
on the user's screen, the user interface adjusts based on the screen size, and dynamically moves

categories under the More dropdown.
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From the second level of categorization, end users will see a folder structure. The organized multi-
level structure makes for a clutter-free, optimized experience that helps enhance the overall user

satisfaction. For more information on creating folders and sub-folders, see Create delivery groups.
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{ Command Line Q

PowerShell ISE
Folder

g Windows PowerShell

Desktop App
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E Windows PowerShell x86

Deskiop App

A - - de

For more information, see Add folder path

View description of apps and desktops

End users can now view the description provided by admins for apps and desktops. These
descriptions aid in comprehending the intended functionality of an app or desktop. They are
especially useful in case multiple apps exist with the same name but differ in their configuration,
location, environment, etc. To view the description of an app or desktop, click ellipses on the

respective tile and then click View Details.
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Enhanced first-time user experience

When you launch the downloaded Citrix Workspace app or Citrix from a browser for the first time,
you're prompted with a screen that lists the relevant apps. These apps are decided by the admin,

and you can add these apps as favorites with a single click.

Enhanced search experience

The enhanced Search feature gives you faster results from the search engines. The Search option

allows you to do a quick and intuitive search from within the Workspace app.

Deprecation announcement for Internet Explorer

Support for Internet Explorer is deprecated and will be removed in the last week of 2023. Until
then, Internet Explorer will display the legacy user interface without any new features, bug fixes, or

security patches.

August 2023

Add your own TLS certificate for custom domain (Preview)

You can now upload your own TLS certificate for authentication while configuring a custom
Workspace URL. Before uploading a certificate, ensure that the certificate fulfills the following

conditions.
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e |t should be PEM encoded.
¢ |t should remain valid for at least next 30 days.

« |t should be used exclusively for custom Workspace URL, wildcard certificates are not

acceptable.
» The common name of the certificate should match the custom domain.
¢ SANSs on the certificate should be for the custom domain, any additional SANs are not allowed.
e The duration for which the certificate is valid should not exceed 10 years.

To add your certificate, navigate to the Provide a URL page, and select the Add your own

certificate option under Select TLS certificate management preference.

Add your own domain X

° Overview Provide a valid URL:
Enter the URL you wish to use as your custom domain.

@ Providea URL hitpsd/ ‘ ‘ ‘ ‘

URL preview: None entered yet

(@ configure your DNS
(O Confirm that you or your company own the URL provided.

(@ Provision your domain

Select TLS certificate management preference
© Citrix-managed
Citrix will provision and renew TLS certificates for your domain automatically
Q Addyour own certificate
You will be responsible for managing and updating the certificate before it expires

@  Verify your custom domain URL and certificate management preferences are correct before proceeding.
Changing this information requires deleting and starting over.

@ Domain starts provisioning when you click Next.
Back This may take up to 24 hours. Close

You can then add your certificate on the Add your own certificate page.
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Update certificate X

Provide the TLS certificate information below to update your certificate to the custom Workspace URL.

Certificate
Paste your PEM-encoded public certificate.

----BEGIN CERTIFICATE---
your certificate
----END CERTIFICATE-—

Private Key
Paste your PEM-encoded private key.

-----BEGIN RSA PRIVATE KEY--—-
your RSA private key
-----END RSA PRIVATE KEY-----

Certificate chain @
Enter a PEM-encoded certificate chain.

----BEGIN CERTIFICATE---
your intermediate certificate
----END CERTIFICATE-—
----BEGIN CERTIFICATE---
your root certificate

----END CERTIFICATE-—

@

For more information, see Adding a custom domain.

May 2023

Configure a custom domain (Preview). You can configure a custom domain for your workspace,
which allows you to use a domain of your choice to access your Citrix Workspace store. You can
then use this domain in place of your assigned cloud.com domain for access from both a web
browser and Citrix Workspace applications. For more information, see Configure a custom domain

(Preview).

March 2023

Additional inactivity timeout settings:. You can now enable extra inactivity timeout settings for
both desktop and mobile users of Workspace app. For more information, see Customize security

and privacy policies.

December 2022

Additional send custom announcement configuration option:. You can now set the page
placement when configuring Send custom announcement to either top or bottom. For more

information, see Customize security and privacy policies.

Support for Traditional Chinese language. Citrix Workspace is how available in the Traditional

Chinese language.
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October 2022

Support for Korean language. Citrix Workspace is now available in the Korean language.

Support to customize Citrix Workspace app settings. Administrators can now configure the
settings for Citrix Workspace app for iOS, Android, HTML5, Mac, and Windows platforms using the

Global App Configuration service.

August 2022

Improvements to Workspace launch experience. When a user launches their workspace over
web or browser, a notification is triggered showing the launch status. If the user attempts to close
the browser when a launch is in progress, the user is prompted for confirmation and informed that

a session launch is in progress. For more information, see Get started with Citrix Workspace.

June 2022

Support for service continuity with Safari. Citrix Workspace Web extensions make service
continuity available to users who access their apps and desktops through a browser. For more

information, see Service continuity in browser.

May 2022

*New configuration option for federated identity provider: Enable or disable your federated
identity provider to allow your end users to be prompted to authenticate when logging in to

Workspace. For more information, see Customize workspace interactions.

Reauthentication period for Workspace app general availability: Reauthentication periods
allow end users to stay signed in to Workspace without being prompted to sign in every time they
access their workspace. When signing in through Workspace app, end users consent to stay
signed in. End users remain signed in during the reauthentication period as long as they're using

their apps and desktops. For more information about this feature, see Stay logged in to Workspace

app.

Support for service continuity on iOS: Service continuity is now supported for Citrix Workspace

app for iOS in general availability. For more information, see Service continuity.

New error codes for service continuity: New error codes are now available to aid in

troubleshooting failed service continuity connections. For more information, see Service continuity.
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March 2022

Support for service continuity on Android and iOS: Service continuity is now supported for
Citrix Workspace app for Android in general availability and Citrix Workspace app for iOS in

technical preview. For more information, see Service continuity.

February 2022

Support for service continuity with Citrix Workspace app for Android (general availability)
and Citrix Workspace app for iOS (technical preview): Service continuity allows users to
connect to their virtual apps and desktops even during outages. It is now supported for Citrix
Workspace app for Android in general availability and Citrix Workspace app for iOS in technical

preview. For more information, see Service continuity.

Send custom announcement and custom sign-in policy: Two new features are now available
for all customers. These features allow Workspace administrators to display their own post-login
persistent banner and pre-login custom message or license agreement in Citrix Workspace app.

For more information, see Custom announcements and Log in dialog

December 2021

Remove the default, split sign-in screen for employee and client users of Citrix Content
Collaboration: Citrix Workspace now allows you to enable a single sign-in flow for both client and

employee users.

Support for service continuity in browser with Citrix Workspace app for Mac: Citrix
Workspace Web extensions make service continuity available to users who access their apps and
desktops through a browser. This feature now is supported on devices running Citrix Workspace

app for Mac. For more information, see Service continuity.

November 2021

Policy-driven theming: You can create and prioritize Workspace themes, and add each theme to
different user groups in StoreFront Cloud. For more information, see Customize the appearance

of workspaces.
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October 2021

Electronic signature language support: Electronic signature now offers support for Italian and
Brazilian Portuguese in addition to the following languages: German, French, Spanish, Japanese,

Dutch, and Simplified Chinese. For more information, see RightSignature multi-language support.

FAS support for multiple resource locations general availability: Citrix Workspace now

supports providing single sign-on to virtual apps and desktops across multiple resource locations.
Also, FAS servers in one resource location can be designated as primary or secondary to provide
failover for FAS servers in other resource locations. For more information, see Enable single sign-

on for workspaces with Citrix Federated Authentication Service.

September 2021

Citrix Workspace app for HTMLS5 introduced to Citrix Workspace: Citrix Workspace app for
HTML5 delivers the Citrix Workspace experience in browsers without any installation on the
device. For more information about Citrix Workspace app for HTML5, including new features, visit

the Citrix Waorkspace app for HTML5 product documentation.

Support for service continuity in browser general availability: Citrix Workspace Web
extensions make service continuity available to users who access their apps and desktops through
a browser. This feature is for Google Chrome and Microsoft Edge on Windows devices. For more

information, see Service continuity in browser.

July 2021

Custom end user license agreement policy: You can present end users with a custom usage
agreement policy to read and accept before they sign into their Workspace. For more information

about this feature, see Configure a sign-in policy.

Reauthentication period for Workspace app preview: Reauthentication periods allow end users
to stay signed in to Workspace without being prompted to sign in every time they access their
workspace. When signing in through Workspace app, end users consent to stay signed in. End
users remain signed in during the reauthentication period as long as they're using their apps and
desktops. For more information about this preview feature, see Set a reauthentication period for

Citrix Workspace app.

Network location configuration through Citrix Cloud: You can now configure network locations

through the Citrix Cloud management console in addition to using the Citrix-provided PowerShell
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script. For more information about this feature, see Optimize connectivity to workspaces with Direct

Workload Connection.

June 2021

FAS support for multiple resource locations preview: Citrix Workspace now supports providing
single sign-on to virtual apps and desktops across multiple resource locations. FAS servers in one
resource location can be designated as primary or secondary to provide failover for FAS servers in
other resource locations. For more information about this preview feature, see Enable single sign-

on for workspaces with Citrix Federated Authentication Service.

Support for service continuity in browser technical preview: Citrix Workspace Web extensions
make service continuity available to users who access their apps and desktops through a browser.
This technical preview is for Google Chrome and Microsoft Edge on Windows devices. For more

information, see Service continuity in browser.

Service continuity general availability: Service continuity allows users to connect to their virtual
apps and desktops even during outages in Citrix Cloud components or in public and private clouds.

For more information, see Service continuity.

Citrix RightSignature app available: Take advantage of Citrix app, an electronic signature
solution that comes with Workspace Premium and Premium Plus to request e-signatures on
documents on any device through Citrix Workspace. For more information, see Configure Citrix

RightSignature app.

May 2021

Custom themes technical preview: Customizing the appearance of Workspace for end users
now supports custom themes that you can assign to different user groups. Create, customize, and
prioritize themes so end users in those user groups see their appropriate workspace theme when

they sign in. For more information, see Customize the appearance of workspaces.

Electronic signature language support: Electronic signature capability now offers support for the
following languages: German, French, Spanish, Japanese, Dutch, and Simplified Chinese. For

more information, see RightSignature multi-language support.

February 2021

Account password changes: End users can change their domain password from within Citrix

Workspace. Administrators can also provide password guidance to end users for creating valid
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complex passwords in accordance with their organization's password policy. For more information,

see Allow end users to change their account password.

December 2020

Service continuity technical preview: Service continuity allows users to connect to their Citrix
Daas even during outages in Citrix Cloud components or in public and private clouds. For more

information, see Service continuity.

May 2020

Get Started with Citrix Workspace guide: Citrix Workspace now includes a step-by-step
walkthrough to help you deliver workspaces quickly to your end-users. The walkthrough guides you
through the Citrix Cloud console so you can configure an identity provider, add administrators, and
enable workspace authentication and services. For an overview of the tasks and quick access to

the instructions you need, see Get Started with Citrix Workspace.

December 2019

Network Location Service: You can now ensure that users who launch apps and desktops in
Workspace from within the corporate network are routed directly to their VDAs. This bypasses the
gateway and results in faster DaaS sessions. For more information about this service and setup

instructions, see Optimize connectivity to workspaces with the Network Location Service.

Improvements for Recent and Favorite apps: Recents and Favorites are loaded first in

Workspace, so users can launch their commonly used apps and desktops right away.
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Get started with Citrix® StoreFront Cloud

This article outlines the main steps involved in setting up Citrix® StoreFront Cloud and related

components, from beginning to end. For a summary of the steps involved, see Workflow overview.
If you are setting up Citrix® StoreFront Cloud, there are the following broad steps:

1. Prepare for Citrix® StoreFront Cloud in Citrix Cloud™.,

2. Configure end-user access and authentication.

3. Customize stores with your enterprise-specific preferences, such as logos and security policies.
4. Configure store resiliency and optimization.

5. Roll out Citrix® StoreFront Cloud to end-users.

Migration from StoreFront

If you are an existing customer using NetScaler and StoreFront then consider the following:

* Itis recommended that you first migrate from on-prem CVAD deployments to DaaS before you
migrate from on-prem StoreFront to Citrix® StoreFront Cloud. For more information, see
Migrating from on-premises to cloud and the Tech Zone deployment guide. You can transition
to Citrix® StoreFront Cloud with your existing on-premises Virtual Apps and Desktops
deployment. This process is called site aggregation. This has performance and resilience

limitations so is only recommended for simple deployments.

» You can configure your existing NetScaler gateway as an IdP for authenticating end-users.
However in many cases it can be replaced by one of the other authentication methods

available in Citrix Cloud. For mroe information see ldentity and access management.

* You can continue to use your NetScaler gateway as an HDX proxy for remote access to DaaS
resources. However it is recommended that you instead migrate to Citrix Gateway Serice. For

more information, see External connectivity.

Step 1: Prepare for Citrix® StoreFront Cloud in Citrix Cloud

Before using Citrix® StoreFront Cloud you must have completed the following.
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* Review the system requirements.
» Have a Citrix Cloud account. For more information, see Signing up for Citrix Cloud.

* Have an Citrix Cloud administrator account with the role StoreFront Cloud. For more

information, see Add administrators who can configure store.

» Set up at least one service to be accessed from Citrix® StoreFront Cloud. For example:

o

Citrix DaaS Get started: Plan and build a deployment.

o

Secure Private Access onboarding and set up

Get started with Remote Browser Isolation.

o

o Connect an existing on-premise Citrix Virtual Apps and Desktops site using on-premise site

aggregation.

Step 2: Configure end-user access and authentication

Once you logged into Citrix Cloud, you can access StoreFront Cloud from the main menu.

<« C M 25 us.cloudburrito.com/home ¥t o Work

cifrix

Platform

>

Home Monitor NetScaler Console

Identity and access management

-
Network locations @

Secure Private Access ITSM Adapter for
Resource locations ServiceNow

Licensing

@

Remote Browser Isolation

Cloud StoreFront

Client app management

Support tickets

Notifications

System log

1week ago Jun 12, 2026 09:37:25 UTC

v

If you do not see this option then ensure you have the StoreFront Cloud permission, see Modify

administrator permissions.

This step involves configuring access controls, including the authentication methods, the store URL

and external connectivity to resources.
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NOTE:

There are two ways for users to access their store. One is through the natively installed Citrix

Workspace app for simple, secure access to Citrix Cloud services and stores. The other way
to access Citrix® StoreFront Cloud is through a web browser. For more information, see User

accCess.

Configure store access

You must choose what URL(S) your users use to access their store. By default Citrix® StoreFront
Cloud generates a cloud URL based on your customer id but you can change this or add a custom

URL from a domain that you own. For more information, see Configure store url.

Configure authentication to stores

Defining how end-users authenticate to sign in to their stores is a two-step process:

1. Under Identity and Access Management, configure Identity and access management.

2. Under StoreFront Cloud > Authentication, choose one of the authentication methods
delivered by the identity providers you configured in the first step. For more information, see

Configure authentication.

If you're using a federated identity provider, you can also enable single sign-on (SSO) to VDAs with
the Citrix Federated Authentication Service (FAS).

Configure remote access to virtual apps and desktops

By default users must be able to reach their virtual apps and desktops directly over the network.
You can configure Citrix Gateway server, or a NetScaler gateway, to allow remote access to your

virtual apps and desktops. For more information, see External connectivity.

Step 3: Customize stores

You can customize the experience of stores for different users and to meet specific organizational
requirements in StoreFront Cloud, for example:
» The appearance of stores, including logos and colors.

* Interaction options, such as allowing users to create Favorites and automatically launching

desktops.
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» Privacy and security settings. This includes setting a timeout period, creating a sign-in policy,

and allowing users to change their passwords from within their stores.

For more information, see Customize store experience.

Step 4: Configure store resiliency and optimization

For information on improving the efficiency and availability of your DaaS through Citrix® StoreFront
Cloud, visit Optimize DaasS in Citrix® StoreFront Cloud. This includes information on how to:

» Optimize connectivity with Direct Workload Connection.

e Ensure service continuity during an outage for offline resilience.

e Configure single sign-on (SSO) to virtual apps and desktops with Citrix Federated
Authentication Service (FAS).

Step 5: Roll out Citrix® StoreFront Cloud to end-users

The broad activities for this step include:
1. Testing stores.

 Verify that you can log in through the browser and into the Citrix Workspace app.
e Launch and use all available apps and desktops.

» Check that customizations such as branding and announcements are dispalyed as

expected.

» Check that notifications are displaying the expected actions and activities.
2. Onboarding users.

» Communicate Citrix® StoreFront Cloud capabilities with users.
» Share the store URL.

» Guide users to install the Citrix Workspace app.

System Requirements

Citrix Cloud™

To configure Citrix® StoreFront Cloud, you must have an account on Citrix Cloud and have

enabled either Citrix Desktops as a Service or Secure Private access.
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See Citrix Cloud System and Connectivity Requirements

DaaS

To access DaasS resources, see DaaS system requirements.

End user connectivity

Citrix Workspace™ app

End users can use any supported version of Citrix Workspace app to connect to your store. Older
versions of Citrix Workspace app may work but are not supported. It is recommended you use the
latest version of Citrix Workspace app. Not all features are available on earlier versions of Citrix
Workspace app. For more information about supported features in Citrix Workspace app by

platform, refer to the Citrix Workspace app feature matrix.

Citrix Receiver has reached End of Life (EoL). It may work with reduced functionality but is no
longer supported. At a minimum, Citrix® StoreFront Cloud requires a version of Citrix Receiver that
supports TLS 1.2:

RECEIVER MINIMUM VERSION
Windows 4.2.1000
Mac 12.0
Linux 13.2
Android 3.7
i0S 7.0

If you need to use older versions of Citrix Receiver then use Citrix StoreFront which can be

configured to allow older TLS versions (not recommended).

Web browsers

End users can use the latest versions of the following browsers to connect to their store:

* Microsoft Edge
» Google Chrome

e Mozilla FireFox
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» Apple Safari

Admins can use these web browsers to configure Citrix® StoreFront Cloud.

Citrix® web extensions

For improved experience and reliability, it is recommended that users add Citrix web extension to

their web browser. For more information, see Citrix web extension and Install Citrix web extension.

Network connectivity

For information about network connectivity, see Citrix Workspace app connectivity in the Citrix

Cloud documentation.

Citrix Virtual Apps and Desktops™ site aggregation

Site aggregation can be used with all supported versions of Citrix Virtual Apps and Desktops.
Earlier end of life (EoL) versions of Citrix Virtual Apps and Desktops may work but are not

supported.

NetScaler® Gateway

Citrix® StoreFront Cloud can use any supported version of NetScaler Gateway to provide access

to resources. Alternatively use Citrix Gateway Service for a zero deployment solution.

Federated Authentication Services (FAS)

Citrix® StoreFront Cloud can use FAS to provide single sign-on to resources. For more

information, see FAS system requirements.

User Access

Two different methods are available for users to access stores.

» Citrix Workspace™ app - Users with compatible versions of Citrix Workspace app can access
their store within the Citrix Workspace app. This provides the best user experience and the

greatest functionality.

» Web browser - Users with compatible web browsers can access store by browsing to the
store's URL. By default, users also require a compatible version of Citrix Workspace app to
open virtual desktops and applications, known as hybrid launch. However, you can configure
your website to enable users to access their resources through their browser without installing

Citrix Workspace app.
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Citrix Workspace app
Citrix Workspace app is a locally installed app for accessing stores. For more information, see
Citrix Workspace app.

Citrix Workspace app offers the following advantages compared with using a web browser:

* Enhanced security as it ensures users never download .ica files.
» Enhanced reliability for opening apps and desktops, as it doesn’t rely on client detection.

 In-built App Protection service provides an additional layer of security to protect against

keylogging and screen-capturing malware.
* No dependency on the Citrix web extension.

* No browser compatibility checks. As the native app has no dependency on browsers, there's

need for browser compatibility checks, unlike the store web client.
» Better telemetry because the native app offers extensive information for monitoring purposes.

 Enhanced HDX™ capabilities with enhanced features such as optimized codec compression
and efficient audio-video compression. These improvements provide high quality and

performance for tasks involving high-definition content or graphics-intensive apps.

Require use of Citrix Workspace app

You can configure Citrix® StoreFront Cloud so that when users open a store website in their
browser, it automatically opens Citrix Workspace app and does not allow users to continue in their
web browser. If Citrix Workspace app is not detected then the website gives the user the option to

install it. For more information, see Require use of Citrix Workspace app.

Configure Citrix Workspace app

After installation, Citrix Workspace app must be configured with connection details for the stores
providing users' desktops and applications. You can make the configuration process easier for your

users by providing them with the required information in one of the following ways.

Manual configuration

Users can enter the store URLs into Citrix Workspace app. For more information, see the Citrix

Workspace app documentation.

Automatic configuration by website

If you have required use of Citrix Workspace app then when the user opens the store URL in their

website it automatically configures Citrix Workspace app.
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Provisioning files

After users sign into the store using a web browser, they can go to Account Settings, Advanced
and download a configuration file. When the user opens this file with Citrix Workspace app it adds

the store to the app.

Global App Configuration Service

Use the Global App Configuration Service to configure Citrix Workspace app for your store. See

Configure settings for cloud stores.

Supported versions of Citrix Workspace app and Citrix Receiver™

For more information on supported versions of Citrix Workspace app and Citrix Receiver, see

system requirements.

Web browser

As an alternative to using a locally installed Workspace app, users can access their store through a

web browser. For supported browsers, see system requirements.
When users launch their resources from a web browser there are two possibilities:

1. Resources open within locally installed Citrix Workspace app. This is known as a hybrid launch.
This gives users the best experience as it takes advantage of full operating system integration.

For more details see Hybrid launch

2. Resources open within their web browser. This makes it possible for users to access resources

without needing to install any software locally.

The default configuration is that resources always open within the locally installed Citrix Workspace
app. You can change the configuration to either always open resources in the browser or to give

the user the choice. For more information, see launch virtual apps and desktops.

If the admin selected Let end users choose then when the user first opens the store URL in their
browser, the user has the option to click Use Web Browser to launch resources within their web

browser.

Hybrid Launch

When users first open a store in browser but are configured to launch apps within the locally
installed Citrix Workspace app this is known as hybrid launch. There are a number of ways in

which the web site can communicate with the locally installed Workspace app to open resources.
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Citrix® web extensions

The Citrix web extensions are extensions for commonly used web browsers that improve the user
experience for detecting the locally installed Citrix Workspace app and launching virtual apps and

desktops. Compared to Citrix Workspace launcher, this provides a better user experience.

The first time a user goes to a store URL on a supported platform, it prompts the user to detect the
locally installed Workspace app. It first tries to use the web extension and if this fails then it tries
Citrix Workspace Launcher. Existing users who have already completed Workspace app detection

can go to Account Settings, click Change Citrix Workspace app to re-detect workspace app.

Citrix Workspace launcher

Citrix Workspace launcher is a component of Citrix Workspace app that allows a store website to
detect Citrix Workspace app and launch virtual apps and desktops without requiring an .ICA file
download. It registers the protocol receiver and uses this to communicate with Citrix

Workspace app.

When the user first goes to a store URL a supported operating system and browser and Citrix Web
Extensions is not installed, it attempts to invoke the Citrix Workspace Launcher using a URL
starting receiver:// . For more information about the user experience, see Citrix Workspace

app detection.

When Citrix Workspace Launcher detects a supported version of Citrix Workspace app, it notifies
Citrix® StoreFront Cloud. The browser remembers this and uses Citrix Workspace Launcher when

launching apps.

The store website invokes Citrix Workspace Launcher when you use the following browsers:

Firefox 52 or higher

Chrome 42 or higher

Safari 12 or higher

Edge 25 or higher

For managed web browsers, it is recommended that you configure the browser to automatically
accept the receiver protocol to avoid any prompts.

» On Microsoft Edge, you can use the policy AutoLaunchProtocolsComponentEnabled.

* On Chrome Enterprise, you can use the policy Auto Launch Protocols From Origins.

» On Firefox, you can use the policy AutoLaunchProtocolsFromOrigins.
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Citrix Workspace Launcher requires the following minimum versions of Citrix Workspace app or

Citrix Receiver.

» Any version of Citrix Workspace app for Windows with the WebHelper component (this is

installed by default) or Citrix Receiver for Windows 4.3 or higher.

» Any version of Citrix Workspace app for Mac or Citrix Receiver for Mac 12.0 or higher.

Citrix Workspace app for Linux 2003 or higher.

» Citrix Workspace app for iOS 2503 or higher.

Citrix Workspace app for Android 2503 or higher.

If Citrix Workspace launcher is not available, or the user does not allow it to open, then it will not be
able to detect the locally installed Citrix Workspace app. The user has the option to try again, or to
click Skip detection, in which case it falls back to launching apps using .ica files. The user can

later try again by going to the advanced settings screen and clicking Verify connection.

ICA file downloads

Where Citrix Web extension and Citrix Workspace launcher are not available, or fail to detect Citrix
Workspace app, when a user launches an app or desktop it downloads a .ICA file that the user

can open with Citrix Workspace app.

This scenario should be avoided where possible due to the security risks associated with storing

ica files on disk. You can configure the website to prevent ICA downloads.
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End user experience

This article highlights some of the main features that end users see when they sign in to their

stores and how you can configure them.

To access their store, users must either add their store URL to Citrix Workspace app, or open the

URL in their web browser. For more information, see User access.

Before log in dialog

Before authenticating, a dialog may be displayed to the user. For more information, see Configure

a custom dialog to be displayed after log in.
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CGg Citrix Workspace

Terms and Conditions

This system contains Confidential Information. Your access
and use of is subject to policies, including without limitation
the Code of Business Conduct, the Information Classification
and Handling Policy and the Acceptable User Policy (AUP). The
company may monitor your use of systems and technology
resources in accordance with the AUP and will handle your
information in a manner consistent with the Privacy Policy.

cifrix

&3 English (US) Privacy Policy,

The user must accept the dialog before proceeding to authentication.

Authentication

When a user opens the store website in their browser or in Citrix Workspace app, they might need

to authenticate. The authentication flow varies depending on the identity provider.
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©
Citrix Workspace

Username

domain\user or user@domain.com

Cifrix

Enter password

For information on different authentication methods, see Configure authentication.

Two-factor authentication (optional)

If you have enabled Active Directory plus Token authentication then before end users can use two-
factor authentication to their store, they must register their device. During registration, store
presents a QR code for the end user to scan with an authentication app. The authentication app

must follow the Time-Based One-Time Password (TOTP) standard, such as Citrix SSO.

For a smooth registration process, Citrix recommends downloading and installing Citrix SSO

on the target device beforehand.

To register for two-factor authentication, guide the end user to:

1. Open a browser, navigate to the store sign-in page, and select Don’t have a token?

2. Enter their user name in the domain\username format or their company email address and

select Next. Citrix Cloud then sends the end user an email with a temporary verification code.

3. Enter the verification code and Active Directory account password when prompted and select
Next.
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IMPORTANT:

The verification code is a temporary token with a 24-hour validity period and is only used

to register the end user's device. The end user mustn't use this code to sign into their

store with two-factor authentication.

\

4. From the authenticator app, scan the QR code or enter the verification code manually.

5. Select Finish and Sign In to complete the registration.

After completing registration, end users can return to the log on page and enter their Active

Directory credentials along with the token displayed in their authentication app.

Only verification codes that are generated from an authentication app on an enrolled device are
supported tokens for two-factor authentication. End users mustn't use the temporary email token

sent during the registration process.

Prompt for permission to Say Signed in

After the user completes authentication, they might see a message asking for permission to Stay
Signed in.

CITrIX

Logged in as

Citrix Workspace is requesting additional
permission

This application would like to have access to:

Stay Signed in v

This is displayed when:
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» Using Citrix Workspace app, not a web browser.
» The reauthentication period is greater than one day.
» The admin has not provided consent on behalf of the user.

This consent is required for Citrix Workspace app to use a refresh token to obtain new access

tokens when the existing ones expire. The user must consent to proceed.

If the user selects the Allow option, log in completes and the user stays logged in during the
reauthentication period, unless:

» The user does not use Citrix Workspace app for the inactivity period.

» The user changes their password.

» The user logs out of Citrix Workspace app.

If the users selects Deny, they are returned to the log in screen. If the user logs in again, they are

not prompted for consent and must re-authenticate after 24 hours have passed.

Citrix Workspace app required screen

If the user opens the store in web browser but the store is configured to require Citrix Workspace
app then the user is directed to install and configure Citrix Workspace app. For more information,

see Require Citrix Workspace app.

Citrix Workspace app detection

The first time the user opens the store in a web browser, or after clearing cookies, depending on
configuration, the web page may display the Welcome screen, which prompts the user to detect

Citrix Workspace app. For more information, see Citrix Workspace app detection screen.

If Citrix Web Extension is installed and has detected Citrix Workspace app then it skips this step
and defaults to launching in Citrix Workspace app. Users can change the launch method from the

Settings page.

After log in dialog

After logging in, a dialog may be displayed to the user. For more information, see Configure a

custom dialog to be displayed after log in.
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Important notification

You can use this prompt to display important information such as upcoming maintenance.

The user must press accept the message before accessing their resources. You can configure how

frequently the message is displayed.

First-time user experience

When accessing the Ul, for the first time, users are prompted with a pop-up where they can

favorite multiple apps in one easy single step.

The first-time user experience is activated when users have more than 20 apps, and haven't added
any of them to Favorites. The experience is supported on all browsers and native clients (Mac,
Windows, Linux, and ChromeOS), and mobile devices (i0S and Android). You're able to see it the

first time you sign in.

The recommended or mandatory apps appear on the Recommended tab of the first-time user
screen, as set by admins on the DaaS console for Citrix Virtual Apps and Desktops™, and on the
Secure Private access console for Web and SaaS apps. Mandatory apps are selected by default
and check disabled. Recommended and auto-favorite apps are selected by default and check
enabled for users. End users can also select other apps to subscribe to, or add to Favorites from

all tabs. All selected apps are automatically added to Favorites, and reflected on the home page.
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Personalize your home screen
/Add your favorites to your Citrix Workspace home screen.

Q search Workspace

Recommended Al

] G Google Chrom. ®  GoToMeeting .
DeskiopAzp e e Personalize your home screen

B ) Votepad Add your favorites to your Citrix Workspace home screen.

n W Desicop App

Personalize your home screen

Akt yourfavoriesto your Gitic
‘Workspace home screen. Q_ Search Workspace

Q search Workspace Recommended Al

Deskop Aop [J L& calculator O - CLDBLR2016VDA
& Desktop App Desktop
O ¢y Anaua

- e O _ CLDBLR2019VDA [0 -, DiskCleanup
Desktop =" Desktop App
DDDDDD
/] Google Chrome M @ GoToMeeting
Skip
/] *J Notepad (] ﬂ Office365
““J Desktop App Web
O % On-Screen Keyboard O l Remote Desktop Conne...
Desklop App 29 Desktop App
0 @ Resource Monitor 0 Settings
<7 Desktop App Desktop App
ppppppppp Y Siack Snipping Tool
O 4% St O S Snieping Too
Add to Favorites

Skip

On Citrix Workspace app for Windows if you have five or fewer apps, the quick access desktop
shortcut appears. All the apps are added as favorites, and corresponding desktop shortcuts are

created.

Limitations

» The Personalization screen appears once per device and browser, and every time for

incognito mode unless users mark a favorite.

« If the admin removes the mandatory or recommended tag from the apps, the apps in Favorites

won't have any impact.
« If the end-user has not added any apps to Favorites, the Personalization screen appears
each time the workspace app is opened. To avoid this:
o End users can add one or more apps to Favorites. This prevents the personalization
screen from appearing every time they start the app.

o Administrators can add one or more apps to Favorites. For more information, see

Customize store interactions.
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Navigation tabs

Simple view

If users have fewer than 20 resources, by default, they land on the screen with Simple View that
doesn't have any tabs or categories. All the apps and desktops appear on the same page. On this

screen, their favorites show up first, followed by all the other apps in an alphabetical order.

(@ Citrix Workspace

Good evening, Ped @5
Wednesday, May 10, 2023

Pxd oo Pxd

eee ﬁ eee ﬁ eoe . eee
[ | -

Calculator Citrix Health Command Prompt shieldiOS_win2019 WordPad
Assistant

Desktop App Desktop App Desktop App Desktop Desktop App

You can configure the store to Always display navigation tabs, which disables simple view.

Full view

If users have more than 20 resources, or the store website is configured to Always display
navigation tabs, then up to three tabs are displayed - Home, Apps and Desktops. By default when
a user logs in they land on the Home tab if it exists, otherwise the Apps tab. You can configure

whether the home tab appears and the default tab.
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Home tab

On the home tab, mandatory and favorite apps appear first, followed by the five most recently used
apps. The star icons for the Mandatory apps are locked, and users can’t remove them from

Favorites.

Apps tab

On the Apps tab, favorites appear first, followed by all the other apps in an alphabetical order. If
the admin has created categories and attached the apps to them, then the various categories

appear, and users can select the category of the apps that they want to view.

@ Citrix Workspace Q Search Workspace g

Good evening, Pt Winiss (=) submit Feedback
Tuesday, May 09, 2023

Home Apps Desktops

Quick access

Access 2016 Anaqua APAC Managed Ariba Guided Buying Confluence

Web Web Deskiop Web Web

© Citrix Workspace

Access 2016 . . . .
Desktop App Good evening, Mo hlt B T
Tuesday, Moy 0, 2023

e Ariba
web
Home  Apps  Deskiops
Business and Productiviy

Anaqua

APAC Managed Desktop
4 Desitop

Ariba Guided Buying
web

y  Confluence

For each application you can define a category. The category represents the folder structure that
appears on the screen for end users. For example, consider an app for which the folder is defined
as Optimisation tools/Cleaning . Now, to access this app, end users must go to Optimisation
tools > Cleaning, where Optimisation tools is a category and Cleaning is it's sub-category. For

more information about configuring categories, see Applications.
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When the number of primary categories created by the admins exceeds the available space on the
user’s screen, the user interface adjusts based on the screen size, and dynamically moves

categories under the More dropdown. The navigation breadcrumbs are also displayed to the users.

oo
80
—

(G, Citrix Workspace Q_ search Workspace

Good morning
Thursday, August 17, 2023

Home Apps Desktops

All Accessibility Admin Tools Command Line Database and Connectivity Diagnostic and Troubleshooting More(11) v

Admin Tools > Tools > File

7

FileExplorer

Desktop App

On mobile platforms, navigate to the Apps tab and click the Categories dropdown to view a list of
available categories. Sub-categories are displayed as folders that might contain further sub-folders

or applications as per the admin configuration.
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Apps

Q, search Workspace

Categories v

Anaqua
¢« Web

Ariba

& Web

& Web

Chrome

Chrome

& Weab

& Web

299600 >0CH

& Web

B

Ariba Guided Buying

Access 2016

* Desktop App

Artifactory -repo
& Desktop App

Bitbucket -code
+ Desktop App

Case Tracker
¢ Desktop App

+ Desktop App

¢ Desktop App

Citrite Concierge

Citrix Account Unlock

Citrix Blogs

- - Oe

Select the relevant category, a list of available sub-categories and applications is displayed based

on the configuration made by the admin.
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{ Command Line Q

PowerShell ISE
Folder

g Windows PowerShell

Desktop App

LN

E Windows PowerShell x86

Deskiop App

A - -

o0
@0

Desktops tab

The Desktops tab displays all available virtual desktops.

Favorite and mandatory apps

By default, users can create and remove favorites by selecting the star icon on the tile.
Administrators can also configure the following using keywords keywords:

» auto - apps are automatically created as favorites but they can be removed by the user.
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* mandatory - apps are always favorites and cannot be removed by the user.

To disable favorites see Allow favorites. If favorites are disabled, all apps appear on the Home tab.

Search for apps and desktops

Users can enter search terms to search for apps and desktops by name and category. Favorites

appear at the top of the list.

@Citrix Workspace Q_fiid X
Applications

N A lunk ShareFil
Good evening, Fodat s 7v [ Splunk ShareFile & submit Feedback
Wednesday, May 10, 2023

Suggestions

Home

Apps Desktops ¥y .. Windows Explorer

Desktop App

Quick access ¢¢ [ Fieldglass
Web

@ * v '-‘ o g . x

Splunk ShareFile
Access 2016 Ariba Anaqua APAC Managed Ariba Guided Buying Confluence, ve
Desktop

Q_fileg)

Applications

Suggestions.

Desktop App Web

Desktop Web

Windows Explorer

) Fieldglass

Activity Manager

Users can manage their sessions using Activity manager.

App tiles

The tile displays the application name as configured within Studio. Users can click the tile to launch
the application. For assigned desktops, in addition the power state is displayed. For more

information, see Power status.
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The More options menu (ellipsis icon) displays the following options.
» Open App - Launch or reconnect to the app. If the destop is powered off or in hibernation then
this first powers on the desktop before launching the session.

» Add to favorites - Adds to favorites so it appears on the Home tab. This has the same effect

as clicking the Star. Only enabled if favorites is enabled.

* Remove from favorites - Shown for apps that are already favorites. This has the same effect

as clicking the Star.

» Show Details - Opens a pop-up window containing the description of the app. For assigned
desktops, additional power management actions may be available. For more information, see

Power actions.

Desktop tiles

The tile displays the desktop name configured within studio.

For assigned desktops, in addition the power state is displayed. For more information, see Power

status.
If you have enabled detailed desktop tiles then in addition it displays the following information:

* Alarger thumbnail image.
» The desktop's operating system.
* When the user last connected to the desktop.

» Active session duration if a session is currently running on this desktop.
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_

L IGEETE Windows 11

Power VDA-II 2o
WSUISTGVDA-PM2

Opened 41 minutes ago

The More options menu (ellipsis icon) on the tile provides users with access to relevant actions.

The options presented are context-sensitive.
These actions might include:
* Open Desktop - Launch or reconnect to the desktop. If the desktop is powered off or in

hibernation then this first powers on the desktop before launching the session.

« Add to favorites - Adds to favorites so it appears on the Home tab. This has the same effect

as clicking the Star. Only enabled if favorites is enabled.

 Remove from favorites - Shown for desktops that are already favorites. This has the same

effect as clicking the Star.

e Show Details - Opens a pop-up window containing the description of the desktop and, for

assigned desktops, the desktop's machine name.

» For assigned desktops, additional power management actions may be available. For more

information, see Power actions.

For information on how to configure, see Detailed Desktop tile.

User's display name and profile picture

The user’s display name is shown along with a greeting within the store Ul. The Ul shows the
user’s display name only if retrieves a display name from the identity provider.
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(G,, Citrix Workspace Search Workspace
[Good afternoon, Sumit Verma]
Tuesday, November 28, 2023
Home Apps Desktops
Quick access
"D "' PI
; 3 A 3 A
Cale Calculator CLDBLR201SVDA

Calculator_2019

user.

CLDBL

Edge

a

Notepad_2019

Desktop App

Users can see only the greeting if Citrix® StoreFront Cloud can fetch a valid display hame for the

Users can view their profile picture, initials, or a generic image depending on the following criteria:

e The user’s profile picture is displayed if they have uplaoded a picture on the Edit profile screen.

e The user’s initials are displayed if a picture can’t be found but the identity provider returns the
user’s display name.

@'J Citrix Workspace

Q_ Search Workspace
Good afternoon, Sumit Verma
Tuesday, November 28, 2023

Home Apps

Desktops

Quick access

o
=

aes i 1w
! :
]

| |
Calculator CLDBLR2019VDA
Desktop App

Caleulator_2019
Desktop App

g ,Fi.5~|

CLDBLR2016VDA
[ Desktop App

e A generic image is displayed if neither the profile picture nor the user’s display name are
available.
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(¢, Citrix Workspace Q Search Workspace

Good afternoon
Tuesday, November 28, 2023

Home Apps Desktops

Quick access

P o < P

i i 5 -~
Calc Calculator CLDBLR2019VDA Calculator_2019 CLDBLR2016VDA Microsoft Edge Notepad_2019

Desktop App Deskitop App Desktop Desktop App Desktop Desktop App Deskitop App

Configuring Display Name

« If using Active Directory, the name from the Display Name field is used.

Sumit Verma Properties ? X

Published Certificates Member Of Password Replication Diakin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General  Address  Account  Profle  Telephones  Organization

& Sumit Verma

First name: Initials:
Last name: Verma

Display name: I Sumit Verma I

Description:

Office:

¢ If using SAML, the SAML assertion displayName field (case sensitive) is used. For more

0o
@0

Do

information see Connect SAML as an identity provider to Citrix Cloud. Otherwise it falls back to

the Active Directory Display Name field.
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Log out

To log out, click the profile picture the click Log Out.

If using SAML authentication and single log-out is configured, this also logs off the identity provider.

Settings

To access settings:

1. Select the profile picture in the upper right corner.

2. Select Account Settings.

The following options may be available:

Edit Profile

Regional Settings

Security & Sign In

Advanced

Edit profile

From the edit profile screen you can choose a profile picture.
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Home > Settings

Settings Edit Profile

Edit Profile

Regional Settings Personal Information

Security & Sign In

Tools Your Photo

Advanced

JA

Upload
Supported formats: JPG, PNG

Save

To upload a profile picture, select Upload and browse for an image in .jpg or .png format.

Regional Settings

These settings are not used.

Security & Sign in
If the authentication method is Active Directory or Active Directory and Token authentication, and
you have enabled changing passwords then users can change their password. The user can select

View Password Requirements to display any configured password requirements.
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Change Password

You'll have to sign back in to Workspace after changing your password.

Current Passwond:

Mew Password:

Confirm Password

+ Hide Password Requirements

Passwords must meet the following requirements:

Be at least ten (10} characters in length

Contain an upper case letter

Contain a lower case letter

Contain a number

Contain a symbol (eg. . @. 5. %..)

Be different than the 24 previously reset passwords

Do not include a commaon dictionary word

Do not include any part of the user or login name

Avoid padding passwords with consecutive or repetitive numbers (e.g. 123, 1234, 1111, etc)

After changing their password, users are automatically logged out and must log in again with their

new password.

Tools

This tab displays links to download Citrix Workspace app.
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Advanced
Advanced

Apps and Desktops Launch Preference

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device
(Recommended).

Verify connection

Download Workspace Configuration

Add the workspace URL and other configuration details to the Workspace app on your
device.

You must have Citrix Workspace installed to use the configuration file.
Download Workspace app

Download configuration file

Download and open the file, then click Add to update the Workspace app.

Apps and Desktops Launch Preference

When using a web browser, this displays whether apps launch in the web browser, in Citrix

Workspace app, or by downloading and ICA file that the user can open in Citrix Workspace app.
The user can select Verify connection to open the Citrix Workspace app detection screen.

The user can select Use Web Browser to open launch apps within their web browser.

Configure Citrix Workspace app

When using a web browser, users can download a file that they can open with Citrix Workspace

app to configure it to connect to the store.
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Require Citrix Workspace app

Once administrators have enabled Require Citrix Workspace app, end users can’t use the Citrix

store web client in browsers.

When users try to access web client by entering a store URL in a browser, they see the following

webpage that prompts to open the native app.

& Citrix

Citrix Workspace app required

Your sdménistrator reguires you 8o use the locally installed Cina

Wiorkanacn app for suthentication and slone sccett

Seloct Open on the dislog shown by your browser. 1f the dalog does
not sppear, solect Open Citriz Workspace

Open CiFiE Workspaca

1. Click Open Citrix Workspace.

The client detection process starts, checking whether Citrix Workspace app is installed locally

on the user device.

The Open Citrix Workspace Launcher prompt appears asking users to open the native app.

Open Citrix Workspace Launcher?

htps workprod0.cloud.com w H] i this application,

m bo open Links of this type i
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2. Click Open Citrix Workspace app.

If a user doesn't see the prompt or doesn'’t click Open Citrix Workspace app on the prompt within
5 seconds, the webpage provides the following extra options to continue:
» The store URL to copy and add manually in the native Citrix Workspace app.

» A download link to install Citrix Workspace app. The behavior of this link depends on

configuration.

e The link to the end-user guide, which provides step-by-step instructions for installing and

opening Citrix Workspace app.

@ Citrix.

Citrix Workspace app required

Your administrator requines you o use the locally instafied Cina

Wi s o app for suthonlicaion and slore adcait

Salect Open on the dislog shawn by your browsern, W the dalog does
fiot sppar, dokect Open Cltrs Workipace

Alraady have the Citrix Workspace app atalled’

Copy your stone URL, open the Citrix Woerkspace app on your device, and then
pastn the UEL when promoted.

]

Dreav't harew the app? Dowr 4 Ciiric Wil snssa so0 bor mscs

Hiring issuos with installation or epening? Rnsd fa our slop-by-12op pada

I issues persist. contact your system administrator.

NOTE:

If a user is using the Safari browser on an iPad, the browser can't differentiate it from a Mac
desktop. Therefore, the user has to click the I am on iPad link to proceed with automatic

store addition.

Automatic store addition is not supported on Linux and ChromeQOS. As a result, the Open Citrix
Workspace Launcher prompt doesn’'t appear on these devices. In such cases, users need to

manually add the store url in the native app. For more information, see Manual store addition.
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Automatic store addition

On supported versions of Citrix Workspace app, it automatically adds the store. The minimum

versions are as follows:

OPERATING SYSTEM COMPATIBLE VERSION
Windows 24.9.0 or later
Mac 24.5.0 or later
Android and iOS 24.9.0 or later

NOTE:

Automatic store addition is not supported on Linux and ChromeOS platforms and has version
requirement on Windows and Mac platforms. In such cases, users need to manually add the

store url in the native app. For more information, see Manual store addition.

A Add new store?

Ensure the store URL is fram a trusted sownce 1o avaid
security risks.

T ——ll — -

Click Add store.

Once clicked, the native app automatically captures the store URL entered in the browser and
displays the authentication page for the user to sign in. After the successful authentication, the user

can see the home page of the native Citrix Workspace app.

Manual store addition

Users can manually add a store to Citrix Workspace app if the native app doesn’t automatically

capture the store URL when they click the Add store option.
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@ Citrix.

Use the Citrix Workspace app

The Citrix Workspace deskiop app |5 required 1o acoess this sione.

Select Open on the dalog shown by your browser. I the dialog does
not sppsear, sebect Open Clbria Workspace.

O CitFie Warkspaca

Already have the Ciirix Workspace app imstalled?

Copy your @ore UAL, apan tha Citrix Werkspacs app on your davice. and then
paciie the URL when promgted.

o G

Don't have the app? Download Citris Wordspace app for m

Harving issues with installation of opeming ? Hosd 1o our stepby-step uade

IF s peorint, CONIACT your system sdministrater,

1. Copy the store URL from the native mandate webpage, and paste it into the Welcome to Citrix

Workspace page.

- N <
o000
_ = —
- “'-‘-'
P ®
i

Welcome to Citrix Workspace

Enter your Store URL or email address

2. Click Continue.
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After submitting a valid store URL, Citrix Workspace app displays the authentication page for the
user to sign in. After the successful authentication, the user can see the home page of the native

Citrix Workspace app.

Citrix Workspace app detection

Welcome screen
When accessing the store through a web browser, the website may display the Welcome screen.
This applies when:

e The user opens the store in their web browser for the first time, or after clearing site data from

the web browser.

» Launch virtual apps and desktops is set to Open in Citrix Workspace app or Let the user

choose.

« If Citrix Web Extension is not installed, or has not detected Citrix Workspace app. If Citrix Web
Extension detects Citrix Workspace app then it skips this step and defaults to launching in

Citrix Workspace app.

» The device's operating system supports Citrix Workspace launcher.

@ Citrix Workspace

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser
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Users can either:

» Select Detect Citrix Workspace app if they wish to launch resources in the locally installed

Citrix Workspace app. This is recommended for the best experience.

e Select Use web browser to always launch resources within the browser. This option is only

available if Launch virtual apps and desktops is set to Let the user choose.

Citrix Workspace app detection screen

When the user selects Detect Citrix Workspace app, the website displays the Citrix Workspace
app detection screen. The screen attempts to open Citrix Workspace Launcher which is a
component of Citrix Workspace app. If the user has installed Citrix Workspace app then the
browser may display a message asking to run the Citrix Workspace Launcher. The user must
select Open Citrix Workspace Launcher, Open link, Open, or Always open (depending on the
browser). Citrix recommends that users also select Always allow domain to open links of this
type in the associated app (or similar depending on the browser) to avoid this message
appearing every time they launch a resource. You can configure managed browsers to always
open Citrix Workspace launcher without any prompts. For more information, see Citrix

Workspace launcher.

z’ 0 @& Citrix Workspace x EEE - 2 *
Y] [  https// /Citrix/StoreWeb/#/home A gy s - ﬂ
—m— [

This site is trying to open Citrix Workspace Launcher.
wants to open this application.

D Always allow storefrontlbeuxaeaad.com to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace is
already installed.

Select Open or Allow on the dialog shown by your browser. If the dialog
does not appear, select Download.

[[] | agree with the Citrix license agreement

Detect again  Use web browser  Skipdetection  Security details

cifrix
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The user can also reach this screen from the Advanced setting page by selecting Verify

connection.

If a locally installed Citrix Workspace app is detected then after a few seconds it continues to the
next screen. When the user subsequently launches a resource it uses Citrix Workspace Launcher

to open resources in the locally installed Citrix Workspace app.

If Citrix Workspace app is not installed, or the user cancels Citrix Workspace launcher then they

might have the following options:

Download - Downloads Citrix Workspace app from the Citrix website. To configure this option,

see Configure native app download link for end users.
» Detect again - Attempts to detect the locally installed Citrix Workspace app again.

» Use web browser - Skips Workspace app detection and always opens resources in the web
browser. This option is only available if Launch virtual apps and desktops is set to Let the user

choose.

» Skip detection - Users can use this option if they have a legacy version of Citrix Receiver
installed that does not support the Citrix Workspace Launcher or Citrix web extensions. If they
select this option, when they launch a virtual app or desktop then their browser downloads a .ica
file that they can open with Citrix Workspace app. This option results in reduced functionality
and security so is not recommended. Administrators can remove this option, for more

information, see Prevent ICA downloads.

Assigned desktop power management

Power status
The desktop tile displays the power status when:
» The machine catalog has a single-session OS where the Desktop Experience is set to
Connect to the same (static) desktop each time the users log in..
» The machine catalogue must be configured as power managed.

+ Citrix DaaS or Citrix Virtual Apps™ and Desktops 2511 or later versions publish the machine

using site aggregation.
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@ Citrix workspace Q) Search Workspace

(n/u]
e0
=

& Contact Support (@ Help { Google Drive > Change password 7" Slack test

Good evening, Mary

Monday, March 24, 2025

Home  Apps Desktops

Quick access

g e L4 wee o vae [ e 7

>
_ & o ¢ 4] b
m Defragment and Microsoft Azure Microsoft Edge Office365 Paint
Optimize Drives Services

Powered On Desktop App Desktop App Desktop App Web Desktop App

wsuistgvda

Desktop

Powered by CilTIX

The desktop tile can display the following power statuses:

» Powered off: The machine has been shut down and is not currently running.

e In hibernation: The machine is in a hibernation state, where its current session is saved to

disk, and the machine is using minimal power.

» Powering on: A machine that was in the Powered Off or In hibernation has been recently

started but is not yet ready to use.
» Powered on: The desktop is running.
» Ready: The desktop has registered with the delivery controller and is ready to launch.
» Shutting down: The user has initiated a shut down.

The status is refreshed every two minutes or when the user clicks the ellipsis menu on the desktop

tile. When the user hovers over the power state it displays when the last refresh occurred.

Known issues

» When you launch one of multiple power-managed desktops, store might show inconsistent

power statuses for the other desktops until the first desktop completes launching.
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Power actions

The More options menu (ellipsis icon) on the tile provides users with access to relevant actions.
For power managed assigned machines there are additional actions that depend on the current

power state of the resource.

Deskiop g Desktop
More options
.. e

PM-VDA-2503EAR

Open Desktop
Restart

Powered On
Add to favorites
View Details

Shutdown

Force quit

These actions might include:

e Open Desktop - Launch or reconnect to the desktop.

e Troubleshoot - Checks for any issues that could cause launch failures.

» Restart - Initiates a force restart. Only available for assigned power managed desktops.
» Log out - Logs out of the desktop. Only available if the user has a logged in session.

» Disconnect - Disconnects from desktop. Only available if the user has an active session.

e Shut down - Initiates a graceful shutdown. Only available for assigned power managed

desktops.

» Force shutdown - Force powers off the machine. Only available for assigned power managed

desktops.

» Hibernate - Puts the dedicated desktop into a hibernation state. Only available for assigned

power managed desktops where hibernation is enabled.

* Resume - Wakes the dedicated desktop from a hibernated state. Only available for assigned

power managed desktops where hibernation is enabled.
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Activity Manager

Activity Manager is a simple yet powerful feature in Citrix® StoreFront Cloud that empowers users
to effectively manage their resources. It enhances productivity by facilitating quick actions on active
apps and desktops from any device. Users can seamlessly interact with their sessions, ending or
disconnecting sessions that are no longer required, freeing up resources and optimizing

performance on the go.

The Activity Manager panel displays a consolidated list of apps and desktops that are active not
only on the current device but also on any remote device that has active sessions. Users can view
this list by clicking the Activity Manager icon located next to the profile icon on desktop and at the

bottom of their screen on mobile devices.

NOTE:

If you are unable to view the Activity Manager icon in a darker banner theme, consider
changing and testing the color selected in the Banner text and icon color setting. The icon
might not be visible clearly due to a low contrast between the banner and the Activity

Manager icon. For more information, see Configure custom themes.

Enable Activity Manager and power management controls

The Activity Manager feature is enabled by default.

You can enable power management controls from the Features screen.

Using Activity Manager
Active apps and desktops are grouped as follows on Activity Manager.
» Alist of apps and desktops that are active on current device are grouped under On this
device.

» Alist of apps and desktops that are active on other devices are grouped under Running

Remotely.
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@Citrix Workspgﬁg Q_ Search Workspace

Activity Manager

Good afternoon, R¥***** *kkk
Wednesday, May 31, 2023

ON THIS DEVICE
Desktops
Home  Apps  Desktops 8 APAC Managed Desktop
Quick access

RUNNING REMOTELY

Applications (CITRITE\SINPAMOCOCC101)
w

) . : O Atifactory - repo
S B v e

ID Badge Photo OneNote 2016 Visio 2016 @ OneNote 2016

Foxts! @ Visio 2016
O Ties DevicE Dosiiop A oskiop App Deskiop App
% Teams

Applications (CITRITEISINPAMOCOCC101)
O Aritactory - repo

& Notepad++

I3 OneNote 2016

@ visio 2016

i Teams

RUNNING REMOTELY
Desktops

B APAC Managed Desktop

Users can perform the following actions on an app or desktop by clicking the respective ellipsis(...)

button.
» Disconnect: The remote session is disconnected but the apps and desktops are active in the
background.

» Log out: Logs out from the current session. All the apps in the sessions are closed, and any

unsaved files are lost.
» Shut Down: Closes your disconnected desktops.
» Force shutdown: Forcefully powers off your desktop in case of a technical issue.
» Restart: Shuts down your desktop and start it again.
» Hibernate: Saves the current state and powers off the machine.

 Resume: Starts and restores the state of a machine in hibernation state.
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Disconnected apps and desktops

Activity Manager enables end users to view and take actions on apps and desktops that are
running in disconnected mode, locally or remotely. Sessions can be managed from mobile or
desktop devices, enabling end users to take action on the go. Taking action on disconnected

sessions such as log out or shut down promotes optimized use of resources and reduces energy
consumption.

Activity Manager
O THIS DEVICE
Deaktops
W CLBALAXIEY DA 3| e
= CLOSLAZ0MEVDA ful

hpplications [CLOBLAVWWINZOIBEW... [17]
§ Google Chicens o

" WordPad
Applicatses (CLOBLRVCWAAUTO201SVDA) -~

<l Mobepesd

» The disconnected apps and desktops are displayed on the Activity Manager panel and are
indicated by a disconnected icon.

» The disconnected apps are grouped under the respective sessions and the sessions are

indicated by a disconnected icon.
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3
Activity Manager
RUNNING REMOTELY
Desktops
& APAC Managed Desktop L2 ees
Log out
Restart
Shutdown
Force quit

End users can take the following actions on their disconnected desktops by clicking the ellipses

button:
» Log out: use this to log out from your disconnected desktop. All the apps in the session are
closed, and any unsaved files are lost.
» Shut Down: use this option to close your disconnected desktops.

» Power off: use this option to forcefully power off your disconnected desktops in case of a

technical issue.

» Restart: use this option to shutdown and start the disconnected desktop again.

The behavior of disconnected sessions on Activity Manager differs as follows.
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* If the user is signed into a store through a browser, and disconnects a local session, the
session is first displayed under On this device. However, once the user closes and reopens

Activity Manager, the disconnected session is moved under Running Remotely.

* If the user is signed into Citrix Workspace app, and disconnects a local session, the
disconnected session disappears from the list. However, once the user closes and reopens

Activity Manager again, the disconnected session is moved under Running Remotely.

Reconnect to disconnected apps and desktops

The reconnect feature allows end users to effortlessly reopen their disconnected apps and desktop
sessions, ensuring a smooth transition between devices without losing progress. This feature
seamlessly restores access to the previous work environment, eliminating the need to search for

and reopen apps and desktops.
To reconnect to a disconnected app or desktop:

» Open Activity Manager and then click on the resource item.

@0
=

oo

Activity Manager

0N THIS DEVICE

Desktops

B MIC Windows 11 SSD Bcpu DEVQ L

a

Broy

OR

 Click the ellipsis button (...) and then click Reconnect.
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BD
[}
Activity Manager O
RUNMING REMOTELY
Desktops
EI MIC Windows 11 S50 8cpu DEV D
Windows 11 Single S«

= e Reconnect

Log out

Shutdown

Restart

Force quit

Transfer

Clicking Reconnect reopens the disconnected resource from where you left off.

Transfer your apps and desktops

The transfer feature allows end users to transfer their active apps and desktop from other devices

to the current device. To transfer the apps and desktops, follow these steps:

1. Click the ellipsis button (...) and then click Transfer.

BI:I
@
Activity Manager O
RUNNING REMOTELY

Desktops

B MIC Windows 11 S50 8cpu DEV m

B Windows 11 Single S¢ oo 0ot

Log out

Shutdown
Restart

Force quit

Transfer
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2. Click Transfer on the confirmation dialog box.

A\ Transfer resource to this device?

The active session for S TEssss W will be transferred to this device.

i

Once the resources are transferred to the current device, you can see them listed under the ON

THIS DEVICE section in the Activity Manager.

]}
08 v
Activity Manager o
O THIS DEVICE
Desktops

B MIC Windows 11 SSD 8cpu DEV - Citrix .. ==+

Broy

( W

Hibernate and Resume virtual desktop sessions

The Hibernate and Resume feature allows users to optimize resource utilization by hibernating
virtual desktops when not in use and seamlessly resuming them as needed. This not only saves

costs and energy but also enhances user workflow with faster session resumption times.
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When initiating hibernation, the hypervisor communicates with the guest operating system,
triggering a suspend-to-disk action. During this process, the memory (RAM) contents of the virtual
desktops are preserved on the OS disk, while the virtual desktop itself is deallocated. Upon
subsequent startup, the virtual desktop's RAM contents are restored from the OS disk, ensuring

that applications and processes resume seamlessly from their last state.

Hibernation is available for assigned power managed desktops on supported hypervisors. To
enable hibernation capability, an administrator needs to follow specific guidelines and enable
preview features both in Azure and Citrix DaaS. For more information, see Create hibernation-

capable VMs (Preview).

Hibernate a desktop session:

Activity Manager

ON THIS DEVICE

Desktops
M UK_TWin10_1540

M Uuk_Tw Disconnect

Applications Log out

S5 ID Badl Hibernate
w  Workd,
Shut down
Ariba €
Restart
& Micros
Force quit

RUMMIMG REMOTELY

Desktops

M UK_TWin10_1540 A

Applications (UK_TWin_12312312... &
L  Zendesk %

£ lira X
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To hibernate a desktop session, users can click the three-dot button (...) and then click the

Hibernate option. The desktop initiates the hibernation once the users click the Hibernate option.

Once the desktop is hibernated, the desktop resource moves to the In Hibernation section on

Activity Manager.

Activity Manager

ON THIS DEVICE
Desktops
M UK_TWin10_1540

B UK_TWin10_1541

Applications (UK_TWin10_1540)
> |D Badge Photo Portal
w Workday
Ariba Guided Buying

@ Microsoft Powerpoint

RUNNING REMOTELY

Desktops
M UK_TWin10_1540 W]

Applications (UK_TWin_12312312... &

L  Zendesk

& lira

Resume a hibernated desktop session:

Hibernating...

X X X X

X
X

Activity Manager

ON THIS DEVICE
Desktops
M UK_TWin10_1541
Applications (UK_TWin10_1540)
3 ID Badge Photo Portal
w  Workday
Ariba Guided Buying

@ Microsoft Powerpoint

RUNMING REMOTELY
Desktops

B UK _TWin10_1540

Applications (UK_TWin_12312312...

L  Zendesk
€& lira

IN HIBERNATION

B UK_TWin10_1540

X
X
X
X

g

®
X
X

Hibernated desktop sessions are available under the In Hibernation section on Activity Manager.

To resume the hibernated desktop session, users can click the three-dot button (...), and then click

the Resume option.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

109



Citrix® StoreFront Cloud

Activity Manager

OM THIS DEVICE
Desktops

B UK_TWin10_1541 en

Applications (UK_TWin10_1540)

% |D Badge Photo Portal >
w Workday X
Ariba Guided Buying o
@& Microsoft Powerpoint o
RUNNING REMOTELY
Desktops
B UK_TWin10_1540 O -
Applications (UK_TWin_12312312... @ was
3L Zendesk o
£ lira x>
IN HIBERNATION
B UK_TWinl0_1540
Resume ]

Once users click the Resume option, the desktop gets restored.
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Activity Manager Activity Manager

ON THIS DEVICE ON THIS DEVICE
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Citrix web extension

Citrix web extension establishes a secure and reliable connection between the store website and
the locally installed Citrix Workspace app. It streamlines the opening of apps and desktops from
the web client to the native app, which uses HDX™ protocol. When you access the web client and
open any apps or desktops after installing this extension on your browser, the extension opens the

app or desktop from your native Citrix Workspace app.

The web extension offers various benefits such as seamless opening of desktop and apps, service
continuity, supports App Protection service etc. For more information on the benefits of the web

extension, see Benefits of Citrix web extension. To find out what's new, see What's new

Users need to have the Citrix Workspace app client natively installed on their device for this

extension to work. To download Citrix Workspace app, visit the Citrix Downloads page.

Supported Browsers
BROWSER NAME OPERATING SYSTEMS BROWSER VERSION
Google Chrome Windows, macOS, Linux Latest
Microsoft Edge Windows, macOS, Linux * Latest
Safari macOS Latest

* Citrix Web Extension only works with Microsoft Edge if Google Chrome is also installed on the

device. A future release might address this.

IMPORTANT:

On Linux, install the browser before you install Citrix Workspace app. If you install the

browser after installing Citrix Workspace app, Citrix Web extension does not detect Citrix

Workspace app. To resolve this, reinstall Citrix Workspace app.
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Supported versions of StoreFront™

The extension is available for both cloud and on-premises stores.

Citrix web extension is always available for use with Citrix® StoreFront Cloud without requiring any

additional configuration.
To use the Citrix web extension with StoreFront, StoreFront 2203 CU2 or higher is required.

e For StoreFront versions earlier than 2402, Citrix web extension is disabled by default and you

must enable it manually.

» For StoreFront version 2402, Citrix web extensions is enabled by default for new deployments

but you must manually enable it when upgrading from a previous version.

» For StoreFront 2407 and later, Citrix web extension is enabled by default and hence you don’t

need to do any configuration.

For more information about enabling use of Citrix web extensions in StoreFront, see Citrix web

extensions on StoreFront.

Benefits of Citrix web extension

The web extension enhances the reliability and security of hybrid deployments. It comes with the

following built-in features.

Seamless opening of desktops and apps

Normally, the store website uses Citrix Workspace launcher to detect the locally installed Citrix
Workspace app and launch virtual apps and desktops. However, each time the website invokes
Citrix Workspace launcher, the browser displays a pop-up asking for permission, unless the user
chooses the option to always always allow permission. The web extension allows the web client to

seamlessly open desktops and apps with no browser pop-ups.

More reliable launches for StoreFront GSLB deployments

When using multiple StoreFront deployments behind a Global Server Load Balancer (GSLB), the
responses might be directed to the wrong server, leading to failures in opening apps and desktops.
This can be mitigated through GSLB configuration but it is complex to configure. Citrix web
extension allows for reliable client detection and opening of apps and desktops with no special

configuration for GSLB deployments.
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Service Continuity for store
If a user is unable to sign in to their store, Service Continuity enables them to open their resources

in offline mode. For more information, see Service Continuity.

When accessing the store web client, users must install Citrix web extension to enable service

continuity. During the initial sign in, the extension stores connection leases. Subsequently, if sign-in

fails after 60 seconds, the web extension displays a prompt to use Offline Mode.

Citrix Web Extension b4

OMine mode i5 available 10 access your store if
you have aificulty iogging in

(l] s¢ Offline Mwln)

Users can continue their work without losing their data, enhancing work productivity. Once

connectivity is restored, users can click Reconnect to store to switch to online mode.

This functionality applies only when using Citrix® StoreFront Cloud, not on-premises

StoreFront.

This new offline mode prompt is applicable only to Chrome and Edge browsers. For Safari browser,

the old prompt remains unchanged.

App Protection for store

Citrix® StoreFront Cloud can be configured so that the web extension is required for users to view
and open apps that have App Protection enabled. This feature prevents unauthorized access to
sensitive information from apps by protecting users from keylogging, screen capturing, and other

security threats.

For more information, see Show or hide resources requiring App Protection.
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Install Citrix web extension

For more information on the installation of the web extension, see Install Citrix web extension.

Reference articles

Citrix web extensions on StoreFront

Citrix® StoreFront Cloud product documentation

Citrix Workspace app product documentation

Support for browser extensions on Citrix Enterprise Browser

 Service Continuity - Citrix® StoreFront Cloud with DaaS Deployments

What's new in Citrix Web Extension

25.7.3

+ Citrix web extension now supports service continuity when using a custom domain.

* This release fixes an issue where Citrix web extension does not work on Safari.

24.6.0

Store offline mode prompt

The new prompt brings enhancements in the following areas: improved design, enhanced

behavior, and loading time.

Design

The new prompt now appear as a pop-up on the screen. Previously, the prompt appeared as a
new page that required the user to either reinitiate the authentication or work offline. However, the
new pop-up design doesn’t need a mandatory response from a user. It provides an option to the
user to choose the offline mode if they encounter any connectivity issues. The new prompt is less

intrusive and allows users to continue with their ongoing authentication process.
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Citrix web extension X

Offline mode is available to access your
store if you have difficulty logging in.

(Use offline mc:de)

Additionally, the new prompt is movable, allowing the user to drag it anywhere on the screen to see

the content behind it.

Behavior and loading time

Significant enhancements are made to the behavior and loading time of the offline mode prompt.

Old behavior: Previously, the prompt appeared within 30 seconds after the user entered the store
URL in the browser. Sometimes it might take some extra time for users to sign in to the store due
to reasons such as waiting for a push natification, entering 2-factor authentication code, webpage
loading time, etc. If user authentication exceeds the 30-seconds threshold due to these reasons,

the prompt would appear, interrupting the authentication process.

The user response to the prompt is mandatory and leaves them with only two options: either switch
to offline mode or retry the authentication process. Choosing the retry option required the user to
reinitiate the whole process, and they had no option to continue with the ongoing authentication

process once the prompt window appears.

New behavior: The enhanced offline prompt is less intrusive, as it doesn’t interrupt the ongoing
user authentication. Users can choose either to continue with the authentication process or can

use the offline mode if they are facing any connectivity issues.

The offline mode prompt now appears on the webpage only after 60 seconds, without interrupting
the ongoing user authentication process. Due to some reasons if IdP domain fails to respond, the
browser doesn't load any page. In such scenarios, a dialog box appears for offline mode instead of

the usual pop-up prompt.
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24.4.0

Supports Custom domains

Starting with version 24.4.0, Citrix Web Extension now fully supports the opening of apps and
desktops for custom domains on both Microsoft Edge and Google Chrome browsers. Users can
seamlessly access their store resources on custom domain URLS, enhancing productivity and

streamlining workflows.

Install Citrix® web extension

There are a number of ways to deploy the Citrix web extension.

e Manually install from app stores
» Configure store to prompt users to install Citrix web extension
» Using device and web browser management tools.
Once the extension is installed, users can view the detection status and verify whether Citrix web

extension is used to launch apps and desktops.

Manual installation

Administrators and end users can add the extension to web browsers manually:
1. Go to the Citrix web extension page in the browser’s web store.

e Chrome web store
» Microsoft Edge Addons

* Mac App Store
2. Add the extension.

* In the Chrome web store press Add to Chrome.

* In Microsoft Edge Addons or the Apple Mac Store press Get.

Citrix Workspace Web Extension

% o % & % (3) | 600,000+ | s
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3. Confirm the pop-up message to add the extension to the browser with the requested

permissions.

Q Add “Citrix Workspace Web Extension” to
- - —T

The extension can:

+ Read and change all your data on all websites
+ Communicate with cooperating native applications

T -

Although it requires permission to read and change data on all websites, it only activates

on websites where the URL contains Citrix.

Once the extension is added, you can see the extension icon displayed under the Extensions

button on the toolbar.

Al Bookm
Extensions

Full access
These extensions can see and change information

on this site.

ﬂ Citrind Web Extension

-

@3 Manage extensions

For easy access, users can press the pin button to add the extension to the toolbar.

Prompt users to install Citrix web extension

You can configure store websites to prompt users to install Citrix web extension when they try to
launch a resource. It provides a link to the browser web store. Subsequent steps are the same as

manual installation.

This functionality is not available on StoreFront.
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Deploy web extension to managed devices and web browsers
Depending on the browser and operating system, you can automatically deploy the Citrix web
extensions to devices or web browsers that you manage.

» To deploy Microsoft Edge extensions, see Manage Microsoft Edge extensions in the enterprise.

» To deploy Chrome extensions using Google Admin console, see Automatically install apps and

extensions.

» To deploy Google Chrome extensions on Windows using group policy, see Set Chrome app

and extension policies (Windows).

» To deploy Chrome extensions on Linux using a configuration file, see Set Chrome app and

extension policies (Linux).

Verify whether Citrix web extension is used to launch apps and desktops
Once the web extension is added, users can verify whether it is activated and opens apps and

desktops in Citrix Workspace app by going to Settings > Advanced.

On the modern Ul, the Settings screen displays the message Apps and desktops will launch in

your Citrix Workspace app on your device using Citrix web extension.

Hemsg >

Settings Advanced

Edit Profile e
Apps and Desktops Launch Preference

Regional Settings

Toals Launch your apps and desktops with the app or with your web browser,

Advanced

Currant Methad:

Apps and desktops will Launch in your Citrix Workspace app on your device using Citrix Workspace Web Extension

LUsa Web Browser

On on-prem StoreFront™ with the Classic Ul, click Change Citrix Workspace app. If the web

extension is detected, it displays the message Citrix Workspace app is successfully detected

via the browser extension.
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Citrix web extension status

To view the status while on a store website, click on the extension to open it.

Citrix Workspace Web

Waorkspace App Detected
Version 24.3...

Login Timeout

Wark Offline

Troubleshoot

Read More

ad Mor

It displays the following information and options:

* Workspace app: Whether Citrix Workspace app is detected.

» Version: The version of Citrix Workspace app detected.
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* Login Timeout: Manage the offline mode prompt through the Citrix web extension in the
browser. To turn off the offline mode prompt, click the extension icon and disable the toggle

button.

» Work Offline: Manually switch to offline mode without waiting 60 seconds for the offline mode

prompt. This option is also useful in the case where Login Timeout is disabled.

» Troubleshoot: You can collect the error logs using the Download Logs option when there are

any issues.

* Read More: Click this link to learn more.

Upgrading Citrix web extension

By default, Chrome, Edge and Safari automatically update extensions to the latest version.
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Configure access to stores

When you first enable store, a default cloud.com store URL is created to allow users to access the
store from their locally installed Citrix Workspace app or web browsers. You can customize this

URL or add additional URLs. For more information, see store URL in this article.
For information on how users can connect to their stores, see User access options.
To configure how users authenticate to their store, see Configure Authentication.

When a user launches a resource, the user's device must be able to reach the Virtual Delivery
Agent (VDA). For internal users, the endpoint must connect directly to the IP address of the Virtual
Delivery Agent (VDA). Remote users can gain external access to their resources if you configure
external connectivity with Citrix Gateway or the Citrix Gateway service. For information on enabling

remote access to stores, see External connectivity in this article.
To configure access settings:

1. Go to Citrix Cloud™ and sign in with your credentials.

2. Navigate to StoreFront Cloud > Access.

B Workspace configuration > Access

Access
Stores
End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custem domains as needed.
Add Store
Name Cloud URL custom URL @)

Main Default @ acmemain.cloud.com resources.acme.com Pt

Accounts acmeaccounts.cloud.com ‘Add custom domain PZaxtll

Sales acmesales.cloud.com sales.acme.com & e

Adaptive Access

Allow administrators to add location tags to network locations. Also, Citrix Workspace can send the tags to Citrix DaaS
for use with adaptive access policies. Adaptive accessdisabled (P04

Learn more about adaptive access

External Connectivity

al

You don't have any resources that require external connectivity
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Store URL

To configure the cloud.com URLSs that your end users use to access their store, see Configure
store URLSs.

Custom store URL

In addition to the cloud.com store URLS, you can use your own custom URLSs linked to your store

URLs. For more information, see Configure a custom domain.

Adaptive Access

The Adaptive access feature enables admins to provide granular level access to the apps that

users can access based on the context. For more information, see Adaptive access.
To enable Adaptive Access

1. Go to the Access tab.
2. Go to the section Adaptive access and click the toggle. A confirmation screen appears.

3. Press Enable.
To disable Adaptive Access:

1. Go to the Access tab.
2. Go to the section Adaptive access and click the toggle. A confirmation screen appears.

3. Press Disable.

The first time you enable Adaptive access, Citrix® StoreFront Cloud performs a one time
migration of external connectivity configuration. Subsequently when you disable or enable
Adaptive access then it switches between the configuration models which may impact user

connections.

Adaptive access affects how Delivery Group access policies are applied. When Adaptive access is
enabled, connections appear as though they are via Access Gateway. When Adaptive access is
disabled, connections appear as though they are not via Access Gateway. Therefore changing
Adaptive access changes which access policy rules are applied, which may impact which

resources your users can see.
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External connectivity

The External connectivity panel lists each resource location and allows you to configure how

users connect to resources in those locations. For more information, see Connectivity to DaaS

B Workspace configuration > Access
Access
Stores
End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custom domains as needed.
Add Store
Name Cloud URL Custom URL
Main Default @ acmemain.cloud.com resources.acme.com FZaxth)
Accounts acmeaccounts.cloud.com Add custom domain I
Sales acmesales.cloud.com Add custom domain P
Adaptive Access
Allow administrators to add location tags to network locations. Also, Citrix Workspace can send the tags to Citrix
Adaptive access disabled

Daas for use with adaptive access policies.

Learn more about adaptive access

External Connectivity

al

You don't have any resources that require external connectivity

Configure a custom domain

For each store, you can configure a custom URL users can use to access a store, instead of or as

well as the cloud.com URL. You must own the domain and each domain can only be used to

access a single store.

IMPORTANT:

The procedure in this document is the only supported way to provide access via custom URL.

Other such approaches such as DNS configuration, proxies and redirects are not supported.

Prerequisites
* You can either choose a newly registered domain, or one that you already own. The domain

must be in subdomain format (your.company.com). Citrix doesn’t support using just a root

domain (company.com).

© 1997-2026 Citrix Systems, Inc. All rights reserved. 124



Citrix® StoreFront Cloud

* It recommended that you use a dedicated domain. This helps you change the domain easily, if

necessary.

e Custom domains cannot contain any Citrix trademarks. Find the full list, see Cloud Software

Group Trademark Guidelines.

e The domain you choose must be configured in the public DNS. Any CNAME record names and
values included in your domain configuration must be resolvable by Citrix. Private DNS

configurations are not supported.

Configuring your custom domain

Once a custom domain is set, you can’t change the URL or certificate type. You can only delete it.

Ensure that the domain you choose isn’t already configured in DNS. Remove any existing CNAME

records before attempting to configure your custom domain.

When adding the custom URL and configuring SAML, Citrix Cloud™ requires 24 hours for

provisioning.

Adding a custom domain
1. Sign in to Citrix Cloud.
2. From the Citrix Cloud menu, select StoreFront Cloud and then select Access.

3. On the Access tab, in the Stores table select Add custom domain for the cloud URL you
want to add a custom URL for (the first custom URL you create must be associated with your

primary cloud URL).
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B Workspace configuration > Access

Access
Stores
End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custom domains as needed.
Add Store

Name Cloud URL Custom URL
My virtual apps store Default @ myvirtualapplications.cloud.com Add custom domain IRl
My second virtual apps store myvirtualapplications2.cloud.com IRl

Adaptive Access

Allow administrators to add location tags to network locations. Also, Citrix Workspace can send the tags to Citrix DaaS

for use with adaptive access policies. Adaptive access disabled

Learn more about adaptive access

External Connectivity

al

You don't have any resources that require external connectivity

4. Read the information that appears on the Overview page, and select Next.

5. Enter your chosen domain in the Provide a URL page. Confirm that you own the specified
domain by selecting Confirm that you or your company own the URL provided, and choose
your TLS certificate management preference. It is recommended selecting managed, as the
certificate renewals are handled for you. For more information, see Providing a renewed

certificate. Click Next.
If any warnings appear on this page, correct the highlighted issue to proceed.

If you have chosen to provide your own certificate, there's an extra step to complete in the

instructions.

Provisioning of your chosen domain takes some time. You can wait with the page open or close

it while provisioning is in progress.
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Add your own domain X

o Overview Provide a valid URL:

Enter the URL you wish to use as your custom domain.

(@ Provide a URL ntipest | myvirtualapplications | ‘ citrix

URL preview:  myvirtualapplications.citrix.com

g

(®) Configure your DNS

Sonfirm that you or ys wided.

(@ Provision your domain

Select TLS certificate management preference
@ Citrix-managed

Citrix will nd renew TL ¥ automatically

O  Add your own certificate

expires

Provisioning in progress... this may take up to 24 hours. Select Close and check back later while the process
continues.

- @ ou may close this pase anytime without interrupting the process.
6. If you have the Provide a URL page open while provisioning completes, the Configure your
DNS page opens automatically. If you have closed the page, select the Continue button for

your custom domain from the Access tab.

B Workspace configuration > Access

Access

Stores

End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custom domains as needed.
Add Store

Name | Cloud URL | Custom URL |

My virtual apps store  Default @ myvirtualapplications.cloud.com myvirtualapplications.citrix.com — VLl

My second virtual apps store myvirtualapplications2.cloud.com O e

Adaptive Access

Allow administrators to add location tags to network locations. Alse, Citrix Workspace can send the tags to Citrix DaaS
‘for use with adaptive access policies. Adaptive access disabled

Learn more about adaptive access

External Connectivity

al

You don't have any resources that require external connectivity

7. Perform this step in the management portal provided by your DNS registrar. Add a CNAME
record for your chosen custom domain that points to the Azure Traffic Manager assigned to

you.
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Copy the address of the traffic manager from the Configure your DNS page. The address in

the example is as follows:
wsp-cd-eastus2-production-traffic-manager-profile-1-123456.trafficmanager.net

If you have any Certificate Authority Authorization (CAA) records configured in your DNS, add
one that allows Let’s Encrypt to generate certificates for your domain. Let’s Encrypt is the
Certificate Authority (CA) that Citrix uses to generate a certificate for your custom domain. The

value for the CAA record must be as follows: 0 issue "letsencrypt.org”

Add your own domain X

@ overview Configure your DNS:

Canfigure the DN
@ Providea URL Custom domain URL

hitps://myvirtualapplications citrix.com

CNAME configuration

(® configure your DNS

DNS registrar. Add 8 CNAME to the following URL:

(@) Provision your domain
Verify that the CNAME g the record” button.
Detect CNAME record Learn more about creating 2 CNAME record
O

8. Once you configure the CNAME record with your DNS provider, select Detect CNAME record
to verify that your DNS configuration is correct. If the CNAME record has been configured

correctly, a green tick appears next to the CNAME configuration section.
If any warnings appear on this page, correct the highlighted issue to continue.

If you have any CAA records configured with your DNS provider a separate CAA
configuration appears. Select Detect CAA record to verify that your DNS configuration is
correct. If your CAA record configuration is correct, a green tick appears next to the CAA

configuration section.

When your DNS configuration is verified, click Next.
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Add your own domain X

@ overview Configure your DNS:
Configure the DNS settings for your domain to direct traffic to Citrix Workspace.
& ProiideaURL Custom domain URL
https:/imyvirtualapplications.citrix.com
(3) configure your DNS
© CNAME configuration

your DNS registrar Acd 5 URL
(&) Provision your domain

Verify that the CNAME ng the ™ record” button.
Detect CNAME record Learn more about creating a CNAME record

| @ CNAME record detected

C )
9. This is an optional step. If you chose to add your own certificate, complete the required

information on the Add your own certificate page.

Password protected certificates are not supported.

If any warnings appear on this page, correct the highlighted issue to proceed. Ensure that the
certificate fulfills the following conditions.

* It must be PEM encoded.

|t must remain valid for at least the next 30 days.

|t must be used exclusively for the custom store URL. Wildcard certificates are not

acceptable.
« The common name of the certificate must match the custom domain.
* SANSs on the certificate must be for the custom domain. Additional SANs are not allowed.

e The duration for which the certificate is valid must not exceed 10 years.
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Add your own domain X
@ overview ‘Add your own certificate

Provide the TLS certificate information below to add your certificate to the custom Workspace URL.
@ Providea URL

Certificate

@ Corfigureyou DS Paste your PEM-encaded public certificate.

BEGIN CERTIFICATE:
your certificate

(@) Add your own certificate
~—END CERTIFICATE -

(&) Provision your domain

Private Key
Paste your PEM-encoded private key.

your RSA private key
rrrrr END RSA PRIVATE KEY—-

Certificate chain @
Enter a PEM-encoded certificate chain.

---BEGIN CERTIFICATE---
your intermediate certificate
END CERTIFICATE:
~—BEGIN CERTIFICATE~
your root certificate
END CERTIFICATE:

<) - )

NOTE:

It is recommended that you use a certificate using a secure cryptographic hash function

(SHA-256 or higher). You are responsible for renewing the certificate. If your certificate

has expired or is about to expire, see the Providing a renewed certificate section.

10. Read the information that appears on the Provision your domain page and acknowledge the

given instructions. When you're ready to continue, select Agree and continue.

This final provisioning step can take some time to complete. You can wait with the page open
while the operation completes, or you can close the page.
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Add your own domain X
0 Overview Provisioning your custom domain url:
@ Provide a URL ::;rn';vnirv:;:ﬂim:mixzm
@ configureyourons i e 24 hours
(@) Provision your domain =} lﬁ'lg il not ougd "
(O 1 will add the new custom domain as the redirect URL when using Okta or Netscaler as the entity provider.
0O 1w use the SSL. by Gitrix.
«<D
D] -
Deleting a custom domain
After deleting the custom URL, end users can only access the store using the cloud.com URL.
When you delete a custom domain, ensure that the CNAME record is removed from your DNS
provider.
To delete a custom domain,
1. Signin to Citrix Cloud.
2. From the Citrix Cloud menu, select StoreFront Cloud > Access.
3. Expand the context menu (...) for the custom domain on the Access tab, and select Delete
custom domain.
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B Workspace configuration » Access

Access
Stores
End users utilize these URLS to access StoreFront from their browser. You can ize each URL and add needed.
Name cloud URL @ )

My virtual apps store Default @ myvirtualapplications.cloud.com

My second virtual apps store myxirtualapplications? cloud com

Adaptive Access

Allow administrators to add location tags to network locations. Also, Citrix Workspace can send the tags to Citrix DaaS

for use with adaptive access policies.

Learn more about adaptive access

External Connectivity

custom URL @& ) |

myvirtualapplications.citrix.com P-4

View references

Add custom domain Edit store URL

Edit custom domain

Delete custom domain

Delete store

Adaptive access disabled (I

You don't have any resources that require external connectivity

4. Read the information that appears on the Delete custom domain page and acknowledge the
given instructions. When you're ready to continue, select Delete.

Deleting a custom domain takes some time to complete. You can wait with the page open while
the operation completes, or you can close the page.

If you have onboarded multiple custom domains, you cannot delete the custom domain

associated with the default cloud URL until all other custom domains have been deleted.

A Delete custom domain? X
My virtual apps store myvirtualapplications.citrix.com

Befare you delete the custom URL please acknowledge the following:

(7] 1understand that end users will no longer be able to access thei store with the custom URL using a
web browser or Citrix Workspace. End users must instead use the cloud URL from their browser or add
the URL to Citrix Workspace apn.
| have deleted the CNAME record through my DNS registrar.

([ ttusing Okt or Netscaler as the identity provider) | have removed the custom URL as the redirest
URL.
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Providing a renewed certificate
1. Signin to Citrix Cloud.
2. From the Citrix Cloud menu, select StoreFront Cloud > Access.

3. When your certificate is about to expire in 30 days or less, your custom domain displays a

warning.

B Workspace configuration > Access

Access
Stores
End users utilize these URLS to access StoreFront from their browser. You can customize each URL and add custom domains as needed.
Add Store
Name Cloud URL @) Custom URL ((ZJPRT T
My virtual apps store Default @ myvirtualapplications cloud.com myvirtualapplications.citrix.com J) g .
My second virtual apps store myvirtualapplications2.cloud.com Add custom domain ﬁ Lild
4. Click the warning to open the update certificate wizard.
Update certificate X
Provide the TL below
Certificate

~END CERTIFICATE--

Private Key
Paste your PEM-encoded private key.

————— BEGIN RSA PRIVATE KEY-——
your RSA private key
——END RSA PRIVATE KEY——

Certificate chain @
Enter a PEM-encoded certificate chain

BEGIN CERTIFICATE
your intermediate certificate
~END CERTIFICATE-~
~—-BEGIN CERTIFICATE-~-
your root certificate
~—END CERTIFICATE—-

5. Enter the required information on the Update certificate page, and Save.
If any warnings appear on this page, correct the highlighted issue to proceed.

The certificate must meet the same requirements as when the custom domain was created. For

more information, see Adding a custom domain.

Configuring your identity provider

Configuring Okta

Perform the following steps if you are using Okta as the identity provider for store access.
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1. Signin to the administrator portal for your Okta instance. This instance contains the application
that is used by Citrix Cloud.

2. Expand Applications then select Applications in the menu.

oo .
okta Q | ac
Dashboard w
. .
9 He|
Diractary . Applications "
Customizations hd Create App Integration Browse App Catalog Assign Ussrs to App More v
Applications -~
icati Search
Applications
Sell Service STATUS
AP Servica Integrations ACTIVE
INACTIVE
Security w
Workflow w
Raports W
Settings -

3. Open the application linked to Citrix Cloud.

4. Select Edit in the General Settings section.
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okta a
Dashboard w
Directory e
General Settings
Customizations hd
APPLICATION
Applications -~
App integration name
Applications
Application type
Self Servica

Grant type
APl Service Integrations

Security ~
Workflow hd
Refresh Token
Reports ~
. Refresh token behavior
Settings hd

LOGIN

Sign-in redirect URIs @

oo
| oo ~

Edit

Cltrix Clowd

Web

Client acting on behalf of a user

Authorization Code
Refresh Token
Implicit (hybrid)

Rotate token after every use

Use persistent token

Allows wildcard ¥ in login URI redirect.

5. Inthe LOGIN section of General Settings, add a value for Sign-in redirect URIs. Add the new

value without replacing any existing values. The new value must be of the following format:

<https://your.company.com/core/login-okta>

6. In the same section add another value for Sign-out redirect URIs. Add the new value without

replacing any existing values. The new value must be in the following format: <https://

your .company .com>

Application type
Dashboard hd
Cheant by
Diraetary -
Customizations w
Applications ~
Applications Refrash Token
Seff Service Fafresh ok benaice

AP Secvice Intagrations

Security - LOGIN

Wrkflew e Sign-in mdiroct URls @
Reports v

Settings -

Sign-out redirect URIs @

Login iritintesd by

Initate login URI @

Wk

Ciant acting on hehalf of a user

ha ade
@ Retresh Token
mplicit (hybric

Ritats toicen aftor svory use

© Use persistent boken

bt lfiven citrin s earaflagin-chta ®
+ Add URI

atpaliivopn iteis cam S
+ Add URI

App Criy

hatpsifasvounts.sleud somyicars/login-okta

7. Click Save to store the new configuration.
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To configure SAML with your custom domain, follow the procedure mentioned in SAML

configuration.

Configuring OAuth Policies and Profiles

IMPORTANT

The existing OAuth policy and profile that links Citrix Cloud and Citrix Gateway or your
Adaptive Authentication HA pair together, must be updated only if the OAuth credentials are
lost. Altering this policy risks breaking the link between Citrix Cloud and stores and affects

your ability to log in to stores.

Configuring Citrix Gateway

The Citrix Cloud admin has the access to the unencrypted client secret. These credentials are
provided by Citrix Cloud during the Citrix Gateway linking process within ldentity and Access
Management > Authentication. The OAuth profile and policy is created by the Citrix admin. It is

created manually on Citrix Gateway during the connection process.

You need the client ID and unencrypted client secret that were provided during the Citrix Gateway
connection process. These credentials are provided by Citrix Cloud and have been saved securely.
The unencrypted secret is needed to use both the Citrix ADC interface or the command-line

interface (CLI) to create a OAuth policy and profile.

Here's an example of the Ul when the client ID and secret are provided to the Citrix Admin.

The admin cannot obtain a copy of the unencrypted secret after the Citrix Gateway has been

connected. They must save the credentials during the connection process.
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Copy

Copy the Client ID and
Secret and Redirect URL

Client |ID:

Secret:

Redirect URL:

Gio to your On-Premises Citrix
Gateway and input your ID, Secret,
and URL to establish the connection.

Learn more
3dc
zGr rag==
https://accounts.cloud .com

/core/login-cip

Create a connection with Citrix Gateway

When configuration is

completed, test your

Gateway connection to

enable this identity

provider.

echd

Copy

Copy

Copy

You will not have access to the client ID and secret later. You will have to generate a new
pair if you lose track of the original. Download the key to save your ID and secret.

Using Citrix Cloud

Perform these steps to add another OAuth profile and policy using the Citrix Gateway interface:

1. From the menu select Security > AAA - Application Traffic > OAuth IDP. Select the existing
OAuth policy and click Add.
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AZURE

System

AppDExpert

Traffic Management

Optimization

Secunty
AAA-ADE 0N
raff
Virt v

M i
A\ DF SPraxy
Earodale
Groug
¥
KCD Aci "
" L=

Authonzation

Advanced
SAML 1IDP
OAuth IDP
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2. When prompted, modify the name of the new OAuth policy to be different from the existing

policy selected the previous step. Citrix suggests adding a custom-URL to its name.

:E.-

Add

.-"1 Z_| '_1

true

< Create Authentication OAuth IDP Policy

Edit

3. On the Citrix Gateway GUI, create your existing OAuth Profile

4. On the same GUI menu click Add.
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Create Authentication OAuth IDP Profile

Name*®

GatewaylDP-OAuthAction @
Client ID*

<insert client |1D> @
Clignt Secrot®

<insert unencrypted client secret> @
Redirect URL"

https://hostname.domain.com/core @

Issuer Name

Audience

<insert client ID here> @

Skew Time (mins)

-

Default Authentication Group
Relying Party Metadata URL
Refresh Interval

50

[_: Encrypt Token @

Signature Service
Attnbutes

Send Password @

AW .
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5. On the Citrix Gateway GUI, bind the new OAuth Policy to your existing authentication,

authorization, and auditing virtual server.

6. Navigate to Security > Virtual Servers > Edit.

Augtbeprst oz stusn Odarth IDF Polcy

Using the command-line interface (CLI)

IMPORTANT

If you don't have a copy of the OAuth credentials saved securely, you need to disconnect and
reconnect your Citrix Gateway. Update your existing OAuth profile with new OAuth
credentials provided by Citrix Cloud Identity and Access Management. This procedure is not

recommended and must be used only if the old credentials are unrecoverable.

1. Use an SSH tool such as PUTTY to connect to your Citrix Gateway instance.

2. Create the OAuthProfile and OAuthPolicy. Add authentication OAuthIDPProfile.

"Custombomain-OAuthProfile" -clientID "<clientID>" -clientSecret
"<unencrypted client secret>" -redirectURL "https://hostname.domain.com/core/

login-cip" -audience '"<clientID>" -sendPassword ON

add authentication OAuthIDPPolicy "CustomDomain-OAuthPol" -rule true -action
"CustombDomain-OAuthProfile"
3. Bind the OAuthPolicy to the correct authentication, authorization, and auditing virtual server

with a lower priority than the existing policy. This instance assumes that the existing policy has

a priority of 10, so 20 is used for the new policy. Bind authentication virtual server.

"CitrixGatewayAAAvServer" -policy "CustombDomain-OAuthPol" -priority 20
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Configuring Adaptive Authentication

IMPORTANT

The encrypted secret and encryption parameters for the OAuth profile are different on the
Adaptive Authentication primary vs secondary HA gateways. Make sure you obtain the
encrypted secret from the primary HA gateway and also run these commands on the primary

HA gateway.

The Citrix Cloud admin doesn't have access to the unencrypted client secret. The OAuth policy and
profile is created by the Citrix Adaptive auth service during the provisioning phase. It is necessary
to use the encrypted secret and CLI commands obtained from the ns.conf file to create OAuth
profiles. This cannot be performed using the Citrix ADC Ul. Bind the new Custom URL OAuthPolicy
to your existing authentication, authorization, and auditing virtual server using a higher priority
number than the existing policy that is bound to your existing authentication, authorization, and
auditing virtual server. The lower priority numbers are evaluated first. Set the existing policy to be

priority 10 and the new policy to be priority 20 to ensure they are evaluated in the correct order.
1. Connect to your Adaptive Authentication primary node using an SSH tool like PUTTY.

show ha node
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2. Locate the line within the running configuration of the primary HA gateway containing your

existing OAuth Profile.

sh runn | grep oauth

3. Copy the output from the Citrix ADC CLI including all encryption parameters.

4. Modify the line that you copied from the previous step. Use it to construct a new CLI command
that allows you to create an OAuth profile using the encrypted version of the client ID. All

encryption parameters must be included.

» Update the name of the OAuth profile to CustomDomain-OAuthProfile

» Update the -redirectURL to <https://hostname.domain.com/core/login-cip>

Following example covers both updates.
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add authentication OAuthIDPProfile "CustomDomain-OAuthProfile" -clientID
b1656835-20d1-4f6b-addd-1a531fd253f6 -clientSecret <long encrypted client
Secret> -encrypted -encryptmethod ENCMTHD_3 -kek -suffix 2023_04_19_09_12_ 25
-redirectURL "https://hostname.domain.com/core/login-cip" -audience

b1656835-20d1-4f6b-addd-1a531fd253f6 -sendPassword ON

add authentication OAuthIDPPolicy "CustomDomain-OAuthPol" -rule true -action

"CustomDomain-OAuthProfile"

5. Bind the OAuthPolicy to the correct authentication, authorization, and auditing virtual server
with a lower priority than the existing policy. The authentication, authorization, and auditing
virtual server name for all Adaptive Authentication deployments is the name auth_vs. This

instance assumes that the existing policy has a priority of 10, so 20 is used for the new palicy.

bind authentication vserver "auth_vs" -policy "CustomDomain-OAuthPol"

-priority 20

Known limitations
Some known limitations of the custom domain solution are as follows:
» The first custom domain you create must be linked to the default cloud URL. Custom domains

can then be added to other cloud URLs added through the multi-URL feature after a custom

domain has been created for the default cloud URL.

* If you have onboarded multiple custom domains, you cannot delete the custom domain

associated with the default cloud URL until all other custom domains have been deleted.

 This feature is not supported on Citrix Workspace app for Windows version 2305 and 2307.

Update to the latest supported version.

» Logging on using a custom domain with Google authentication isn't supported.

Configure store URLs

Overview

When you first enable store, the system creates a store URL of the form
customername.cloud.com that can be used to access the store from web browsers or locally

installed Citrix Workspace™ app.
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You can add additional cloud URLSs. If you have defined multiple store URLS, you can use these
URLSs as policy inputs. For example, you might want different branding, authentication methods,

and resources for different divisions within your organization.

You can also use your own custom domains linked as aliases for your cloud.com domains. For

more information, see configure custom domain.

Store name
Each store URL has a Store name. This hame is displayed in the Accounts list within Citrix

Workspace app.

You configure whether the user can modify the store name within Citrix Workspace app. To allow
users to edit their store name from the Citrix Workspace app, users must be on the following
versions of the Citrix Workspace app clients:

« Citrix Workspace app for Windows version 2405 or later

* Citrix Workspace app for iOS version 24.2.0 or later

» Citrix Workspace app for Mac version 2402

Enable or disable cloud URL

You can disable all access to your stores using cloud URLSs. This affects both locally installed Citrix

Workspace app and browsers. Users can continue to use any custom URLS to access their stores.

If you do not have any custom URLSs then this blocks all access.
To disable access via cloud.com:

1. Untick the Cloud URL radio button. This brings up a confirmation screen.
2. Select the checkboxes to confirm you understand.

3. Press Disable.

View URLs
1. Go to Citrix Cloud™ and sign in with your credentials.

2. Navigate to StoreFront Cloud > Access. Under Stores, you can find a list of existing URLSs.
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B Workspace configuration » Access

Access
Stores
End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custom domains as needed.
Add Store

Name Cloud URL Custom URL
Main Default @ ‘acmemain.cloud.com resources.acme.com Il
Accounts acmeaccounts.cloud.com Add custom domain rZantn
Sales acmesales.cloud.com sales.acme.com FZaKLl}

Select a unique store URL. Citrix Cloud rejects store URLSs that other customers already use. Use
a naming convention that contains a string unique to your organization. Avoid generic URLs such

as store.cloud.com or mystore.cloud.com .
For example, you can create URLSs using the following format:

* YourOrgsales.cloud.com
* YourOrgengineering.cloud.com

* YourOrgmarketing.cloud.com
From the Access tab, to add a URL:

1. Click Add Store
2. Enter a store name.

3. Choose whether you wish the user to be able to modify the store name within Citrix Workspace
app.

4. Enter the subdomain.
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Add a Workspace URL X

Store name
HR

[ Allow end-users to change this store name in Workspace inot allowed by default).

Workspace URL
https#/ | acmehr -cloud.com

URLs must consist of only alphanumeric characters, and must be between six and sixty-two characters
lons.

URL preview: https://acmehr.cloud.com

You understand that:

[ Changes to your Workspace URLs can take up to 10 minutes.

[ You will need to distribute the new URLS to your subscribers.

«

5. Select the checkboxes as an acknowledgment that you must provide the new URLSs to your end
users post configuration.

6. Click Add to save the URL.

You can create up to 10 URLs by default. Contact your Citrix representative if you need more
URLs.

Modify store (Cloud) URL

WARNING:

When you rename a URL, the old URL is immediately removed and is no longer available.
Tell end users what the new URL is and manually update all local Citrix Workspace apps to
use the new URL. The new URL will be unavailable for up to 10 minutes. If the URL is used in

any policy then you must manually update that policy.

1. Click the ... on the row of the store URL you wish to edit and select Edit store URL.

2. Modify the Store name and Cloud URL as required.
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3. If you modified the URL then you must tick several checkboxes to acknowledge that you

understand the consequences.

Edit Store X
Store name
O End users can change this store name in Citrix Workspace App
Cloud URL
Cloud URL
https:// | acmeaccounts2 _cloud.com
URLs must consist of only alphanumeric characters (0-9 or A-Z), and must be between 6-62 characters long.
URL previ loud.

1. Press Edit to save the changes

Configure store URLSs using PowerShell

You can also use the PowerShell API to add or change store URLSs.

Run the cmdlet Set-WorkspaceCustomConfigurations withthe $storeHosts listas the
argument to the -WorkspaceHosts parameter to update the URL list for the store. Give the

existing URL as the argument to the -WorkspaceUrl parameter. For example:

# Set a variable to the value of existing URL for the store.

$WSPURL = "wspmultiurlmain.cloud.com"

# Specify the new URLs that you want to create in a list, including any
existing URLs.

$storeHosts = @($WSPURL, "wspmultiurl2.cloud.com", "wspmultiurl3.cloud.com")
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# Update the configuration

Set-WorkspaceCustomConfigurations -WorkspaceUrl $WSPURL °

-WorkspaceHosts $storeHosts

-ClientId $APIClientID °

-ClientSecret $APIClientSecret

-Verbose

Name
windowsshareIdpSessions
disallowIicaADownload
macshareIdpSessions
androidwebviewtype

ioswWebviewtype

inactivityTimeoutInMinutesM. ..

TinuxshareIidpsessions

idpdomains

inactivityTimeoutInMinutes

workspaceHosts {wspmultiurimain.cloud.com, wspmultiurl2.cloud.com, wspmultiurl3.cloud.com

Configure authentication methods

To configure different authentication methods per URLSs:

1. Create a conditional authentication profile.

2. Add a Policy Condition of type Workspace URL and select the store URL the condition
should apply to.

3. Choose the authentication method for that store URL.
4. Repeat for each store URL.
5. In the Stores Authentication tab, choose the conditional authentication profile that you created.

Alternatively if you are using Adaptive Authentication, see Configure Adaptive Authentication

policies.

Configure themes and logos

You can create and assign separate themes and logos for each store. For more information, see

Appearance.
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Resource filtering using Secure Private Access

While configuring Citrix DaaS™ with Secure Private Access, you can control the end user’s access
to resources. You can implement this by configuring Access policies based on store URLs. Access

Policies can be configured for delivery groups using the store URL filter.

For more information, see Citrix Secure Private Access

Send custom announcements

You can display a different custom announcement to your user depending on their store URL. For

more information, see Send custom announcements.

Resource Filtering resources from DaaS

You can configure Access Policies for delivery groups based on store URLS. For more information,

see Resource filtering using delivery group access policies.

Configure Adaptive Authentication policies

If you are using Adaptive Authentication, you can associate authentication policies with a store
URL. This enables you to configure different authentication policies for the end users based on the

store URL they’re using.

Step 1: Configure a series of authentication actions and policies that you want to use for the store
URLs. The policy configuration depends on the type of authentication and the authentication

factors that you want to use. Any supported nFactor authentication flow can be used.
For more information, see Adaptive Authentication
For example, consider the following scenario where:

e The first URL <https://wspmultiurlmain.cloud.com> must be mapped to LDAP

authentication and OTP.

* The second URL <https://wspmultiurl2.cloud.com> must be mapped to LDAP

authentication.

e The third URL <https://wspmultiurl3.cloud.com> must have End User Cert

authentication
Examples:

Check for a particular store URL using exact string matching.
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AAA.USER.WSP.EQ("wspmultiurlmain.cloud.com")

Check whether a particular string is contained within a store URL, using substring matching.

AAA.USER.WSP.CONTAINS("wspmultiurlmain™)

Step 2: Configure an authentication policy and add your store URL as the expression. The

authentication policy is then valid for the store URL that you entered in the Expression text field.

Authenticatibd Smart Access Policy > Configure Authentication Smart Access Policy

Configure Authentication Smart Access Policy X

Name

Action*

WSPMultiURL2-SmartAccessProfile W Add Edit

Expression* Expression Editor

Select v Select v Select v il

AAA.USERWSP.EQ("wspmultiurl2 com")

Evaluate

Comments

“ Close @

Step 3: Once you have configured authentication policies based on your URLS, you need to bind

them to your authentication virtual server. For more information, see Authentication policies.

Email Discovery to add store URLs to Citrix Workspace app

Email discovery adds all the store URLs configured in the list of service URLSs as stores. If you
want to add two or more stores through email discovery, configure each store URL as a service
URL. It ensures that the URLs are added as stores during the email discovery process. You can

use either of the following methods to add stores:

¢ Global App Configuration service Ul: For more info, see Configure settings for cloud store

« Global App Configuration API: You can use the preceding portal to make an API call to POST /
acal/discovery/app/workspace/domain using your registered domain For more info, see Global

App Configuration service API.
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If <user@yourdomain.com> is entered in the Citrix Workspace app, the Email Discovery service
adds all stores listed in service URLs. You can use a UPN, or an email address when it contains

the correct domain suffix mydomain.com .

Known limitations

The following are some limitations that impact the multiple URL feature.

Citrix Virtual Apps and Desktops™

» Resource filtering using store URL for Citrix Virtual Apps and Desktops (on-premises

aggregation) isn’t supported.

Citrix Workspace app

To add multiple URLs from the same Citrix Cloud tenant to Citrix Workspace app requires the

following versions:

Citrix Workspace app for Windows version 2302 or later
» Citrix Workspace app for iOS version 2303 or later

» Citrix Workspace app for Android version 2303 or later
* Citrix Workspace app for Linux version 2303 or later

» Citrix Workspace app for Mac version 2305

* Citrix Workspace app for iOS version 2303

 Older versions of Citrix Workspace app display a store domain selector menu. In this case, the
end user must select the same URL they entered when adding the store. Selecting a different

URL requires the user to sign in again.

Global App Configuration Service

+ If the Global App Configuration service settings are configured for multiple store URLS, then
only one store URL can be added to Citrix Workspace app at a time. Adding a second URL to
Citrix Workspace app fails. For example, If GACS settings are configured for both <https://
wspmultiurlmain.yourdomain.com:443> and <https://
wspmultiurl2.yourdomain.com:443> ,then the user can add only one URL to Citrix

Workspace app.

» Account addition fails if more than one GACS configured URL is found during the Global App
Configuration service discovery. For example, consider a case where a user enters
<user@yourdomain.com> in Citrix Workspace app. The domain-based discovery finds two

results and GACS settings are configured for both of them. The response returned is:
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<https://wspmultiurlmain.yourdomain.com:443> and <https://
wspmultiurl2.yourdomain.com:443> . In this case, account addition fails with Citrix

Workspace app as it supports adding only one account with GACS settings configuration.

{
"items": [
{
"domain": {
"name": "yourdomain.com"
3
"app": {
"workspace": {
"serviceURLs": [
{
"url": "https://wspmultiurlmain.yourdomain.com:443"
3
{
"url": "https://wspmultiurl2.yourdomain.com:443"
3
{
"url": "https://wspmultiurl3.yourdomain.com:443"
}
]
}
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1

"nextToken": "None",

"count": 1

Connectivity to DaaS resources

Devices that are not on the same network as the VDAs hosting your virtual apps and desktops

must connect via Citrix Gateway Service or a NetScaler Gateway. The External connectivity

panel lists each resource locations and allows you to configure how users connect to DaaS

resources in those locations.

B Workspace configuration > Access

Access

Stores
End users utilize these URLs to access StoreFront from their browser. You can customize each URL and add custom domains as needed.

Name Cloud URL Custom URL

Main Default @ acmemain.cloud.com resources.acme.com

Accounts acmeaccounts.cloud.com Add custom domain

Sales acmesales.cloud.com Add custom domain
Adaptive Access

Allow administrators to add location tags to network locations. Also, Citrix Workspace can send the tags to Citrix
DaaS for use with adaptive access policies.

Learn more about adaptive access

External Connectivity

Al

‘You don't have any resources that require external connectivity

The experience depends on whether Adaptive access is enabled.

Add Store

Adaptive accsssdissbled (14
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Connectivity options when Adaptive access is disabled

If Adaptive access is disabled then you can define a single Gateway for each resource location.

The system uses this gateway unless:

» The device's public IP address matches a Network location. When Adaptive access is disabled,
Network Locations do not have a connectivity type; all network locations are considered to be
internal.

o If your end users use a web browser to open apps and desktops, the client uses
Websockets to connect to the VDA which requires the VDAs are configured for TLS. If the
VDA does not have TLS enabled, Citrix® StoreFront Cloud always routes launches through

a gateway, even for internal network locations.

o When defining network locations, it is not possible to distinguish networks that share the
same public IP address. For instance if your corporate network and guest wi-fi both use the
same public IP address, and you create a Network location for this IP, this will prevent the

gateway from being used for the guest wi-fi which may not be desired.

o HDX direct is enabled and the client determines that it can bypass the gateway and connect
directly to the resource. When using HDX direct, there is no need to define network locations to

allow direct connectivity.
To edit the connectivity options:

1. Select ... to open the menu

Configure Connectivity

2. Select Configure Connectivity.
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Configure Connectivity X

Connectivity Type

(O Traditional Gateway
O Gateway Service

@ Internal Only | No external connectivity is set up

3. Choose and configure the desired connectivity option.

e Traditional Gateway
« Gateway Service

* Internal only
4. Select Save.

Traditional Gateway

You can use a NetScaler gateway for HDX routing. To configure a NetScaler Gateway, see

Integrate NetScaler Gateway with StoreFront or StoreFront Cloud for HDX routing only

Service continuity is not available when using a NetScaler Gateway. It is recommended that

you use Citrix Gateway Service.

1. On the Configure Connectivity screen, select Traditional Gateway.
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Configure Connectivity

Connectivity Type

@ Traditional Gateway
External FQDN *

| |

(O Gateway Service

(O Internal Only | No external connectivity is set up

@

2. Enter the address of the gateway and select Add.

Configure Connectivity

Connectivity Type

@ Edit Existing Citrix Gateway
gateway.name.com Edit

Test STA ) o )
o Gateway configuration is required to handle STA (Secure

Ticket Authority) traffic.
The Test STA button will test the traffic wheniit is
configured.

View Configuration Details

(O Gateway Service

(O Internal Only | No external connectivity is set up
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3. In the NetScaler Virtual Server configuration STA server list, add all of the Cloud Connectors for
the resource location. Currently STA tickets are created by the cloud ticketing authority as long
as the NetScaler Gateway can connect to one active Cloud Connector then it can reach the
cloud ticketing authority. However in the future STA tickets will be created by a randomly
assigned connector in the resource location so it is important that the NetScaler Gateway is

configured with the complete list of all connectors in the resource location.

4. Select Test STA to check connectivity.

Gateway Service

You can use the Citrix Gateway Service to provide connectivity to resources without needing to
deploy any infrastructure other than Cloud Connectors. Endpoints connect to one of the Citrix

Gateway Service points of presence and HDX traffic is routed via the cloud connector to the VDA.

Configure Connectivity X

Connectivity Type

(O Traditional Gateway

@ Gateway Service

Gateway Service Region (Optional)

‘ Select your region (Optional) ~ ‘

O Internal Only | No external connectivity is set up

By default Citrix Gateway Service uses the point of presence nearer to the user. You can optionally

choose a specific Gateway Service region.
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Configure Connectivity

Gateway Service Region (Optional)

Select your region (Optional) A

Global (Zone)
O etup
US West & Central
us

United States-GCP only

Australia Only

Internal only

If you select Internal only then clients can only connect to resources if they have direct network

connectivity.

Configure Connectivity

Connectivity Type

(O Traditional Gateway
(O Gateway Service

@ Internal Only | No external connectivity is set up
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Connectivity options when Adaptive access is enabled

If Adaptive access is enabled, you can configure different connectivity depending on whether the

device's public IP address maps to a Network location whose Connectivity type is Internal or

External, or is Undefined (meaning it does not map to a Network location).

NOTES:

e It is not possible to distinguish between different networks with the same public IP
address. For instance if your corporate network and guest wi-fi both use the same public

IP address, they will map to the same Network location so use the same configuration.

» The HTML5 HDX client must connect to the VDA using a secure TLS connection. If an
HTML5 HDX client tries to connect to a resource hosted on a VDA not configured for TLS,
Citrix® StoreFront Cloud always uses the configuration specified for Undefined network

locations, regardless of the device's actual location.

» Regardless of the connectivity configuration, if you have enabled HDX direct, then the

client will use a direct connection if possible.

. J

To edit the connectivity options:

1. Select ... to open the menu

Configure Connectivity

2. Select Configure Connectivity.
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Configure connectivity

Configure the connectivity type to provide access to the services available in the resource location.
Learn more

Connectivity types

Gateway service

Use a Citrix-managed gateway for external connectivity to virtual apps and desktops. HDX connections
between clients and VDAs are proxied through the Gateway service.

NetScaler Gateway
Use a customer-managed gateway for external connectivity to apps and desktops.

Direct

aCCess.

Internal users

Allow direct access to apps and desktops only for users on the internal network. Users will not have external

Direct ~
External users
Direct ~

Undefined users

Direct v

3. For each connectivity type, choose and configure the desired connectivity option.

¢ NetScaler Gateway
« Gateway Service

* Direct

4. Select Save.
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NetScaler Gateway

You can use a NetScaler gateway for HDX routing. To configure a NetScaler Gateway, see

Integrate NetScaler Gateway with StoreFront or StoreFront Cloud for HDX routing only

Service continuity is not available when using a NetScaler Gateway. It is recommended that

you use Citrix Gateway Service.

1. On the Configure Connectivity screen, select NetScaler Gateway.

External users

MetScaler Gateway W

External FODN

gateway name.com Add

2. Enter the address of the gateway and select Add.

External users

MetScaler Gateway A

gateway.name.com:443
Remove Test STA
Used for Virtual Apps and Desktops HDX

o You must configure NetScaler Gateway to use your Cloud Connectors as the Secure
Ticket Authority (STA) servers. Select Test STA to test the traffic once it is configured.

Learn more

3. In the NetScaler Virtual Server configuration STA server list, add all of the Cloud Connectors for
the resource location. Currently STA tickets are created by the cloud ticketing authority as long
as the NetScaler Gateway can connect to one active Cloud Connector then it can reach the
cloud ticketing authority. However in the future STA tickets will be created by a randomly
assigned connector in the resource location so it is important that the NetScaler Gateway is

configured with the complete list of all connectors in the resource location.

4. Select Test STA to check connectivity.
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Gateway Service

You can use the Citrix Gateway Service to provide connectivity to resources without needing to
deploy any infrastructure other than Cloud Connectors. Endpoints connect to one of the Citrix

Gateway Service points of presence and HDX traffic is routed via the cloud connector to the VDA.

External users

Gateway service o

Gateway Service Region (Opticnal)

Select your region (Optional)

By default Citrix Gateway Service uses the point of presence nearer to the user. You can optionally

choose a specific Gateway Service region.

External users

Gateway service “

Gateway Service Region (Optional)

Select your region (Optional) A

Global (Zone)

US West & Central

Us

United States-GCP only

Australia Only

Direct

If you select Direct then clients can only connect to resources if they have direct network

connectivity.

Internal users

Direct W

Troubleshooting

To verify that launches being routed as expected, use one of the following methods:
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» View VDA connections through Monitor.

» Use ICA® file logging to verify the correct addressing of the client connection.

Citrix Monitor

From Citrix Monitor, search for a user with an active session. In the Session Details section of the
console, direct VDA connections display as UDP connections while gateway connections display

as TCP connections.

If you don't see UDP on the DaaS Console then you must enable the HDX™ Adaptive Transport
Policy for the VDAs.

ICA file logging

Enable ICA file logging on the client computer as described in Citrix Workspace app for Windows
documentation. After launching sessions, examine the Address and SSLProxyHost entries in the
logged ICAfile.

Direct VDA connections

For direct VDA connections, the Address property contains the VDA's IP address and port.

Here's an example of an ICA file when a client launches an application using the NLS:

[Notepad++ Cloud]
Address=;10.0.1.54:1494

SSLEnable=0ff

The SSLProxyHost property isn't present in this file. This property is included only for launches

through a gateway.

Gateway connections

For gateway connections, the Address property contains the Citrix Cloud STA ticket, the
SSLEnable property is set to On, and the SSLProxyHost property contains the gateway's FQDN

and port.

Here's an example of an ICA file when a client has a connection through the Citrix Gateway service

and launches an application:
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[PowerShell ISE Cloud]

Address=;40;CWSSTA; 027C02199068B33889A40C819A85CBB4

SSLEnable=0n

SSLProxyHost=global.g.nssvcstaging.net:443

Here's an example of an ICA file when a client has a connection through an on-premises gateway
and launches an application using an on-premises gateway that is configured within the resource

location:

[PowerShell ISE Cloud]
Address=;40;CWSSTA;027C02199068B33889A40C819A85CBB5
SSLEnable=0n

SSLProxyHost=onpremgateway.domain.com:443

NOTE:

On-premises gateway virtual servers that are used to launch virtual apps and desktops must

be VPN virtual servers, not nFactor authentication virtual servers. The nFactor authentication
virtual servers are for user authentication only and don't proxy resource HDX and ICA launch

traffic.

VDA launch failures

If VDA sessions are failing to launch, verify you're using public IP address ranges from the correct
network. When configuring your network locations, you must use the public IP address ranges of

the network where your internal users are connecting from to reach the Internet.

Internal VDA launches still routed through the gateway

If VDA sessions launched internally are still being routed through the gateway as if they were
external sessions, verify you're using the correct public IP address that your internal users are
connecting from to reach their store. The public IP address listed in the NLS site must correspond

to the address that the client launching the resources uses to access the Internet. To obtain the
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correct public IP address for the client, log on to the client machine, visit a search engine, and

enter "what is my ip" in the search bar.

All clients that launch resources within the same office location typically access the Internet using
the same network egress public IP address. These clients must have an internet network route to

the subnets where the VDAs reside, which isn’t blocked by a firewall.
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Configure Authentication

As an administrator, you can choose to have your end users authenticate to their stores using one
of the following authentication methods:

* Active Directory (AD)

* Active Directory plus token

» Azure Active Directory (AAD)

* Citrix Gateway

» Google

» Okta

+ SAML 2.0
Citrix® StoreFront Cloud also supports single sign-on to your virtual apps and desktops. When the
user enters their Active Directory credentials, store can use these to provide SSO to resources.

When using other IdPs, store can use Citrix Federated Authentication Service (FAS) to provide

single sign-on (SSO) to resources.

Choose or change authentication methods

1. Define one or more identity providers in Identity and Access Management. For instructions,

visit Identity and access management.

2. Choose or change how end users authenticate to their store in StoreFront Cloud >

Authentication > store Authentication.
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« Workspace Configuration

Access  Authentication  Customize  Service Integrations  5ites

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.
- . .
Q Active Directory

Azure Active Directory

IMPORTANT:

Switching authentication modes can take up to five minutes and causes an outage to your
end users during that time. The outage affects access to the store and has no impact on
HDX™ sessions. Citrix recommends limiting changes to periods of low usage. If you do have
end users logged on to their store using a browser or Citrix Workspace app, advise them to
close the browser or exit the app. After waiting approximately five minutes, they can sign in

again using the new authentication method.

Active Directory (AD)

By default, Citrix Cloud™ uses Active Directory (AD) to manage end user authentication to stores.

To use AD, you must have at least two Citrix Cloud Connectors installed in the on-premises AD

domain. For more information on installing the Cloud Connector, see Cloud Connector Installation.

Single Sign-on to VDAs with AD

When using AD authentication, store provides SSO capability when launching AD joined virtual

apps and desktops.

Active Directory (AD) plus token

For greater security, Citrix® StoreFront Cloud supports a time-based token as a second factor of

authentication to AD sign-in.
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For each login, store prompts end users to enter a token from an authentication app on their
enrolled device. Before signing in, end users must enroll their device with an authentication app
that follows the Time-Based One-Time Password (TOTP) standard, such as Citrix SSO. Currently,

end users can enroll only one device at a time.

For more information, see Tech Insight: Authentication - TOTP and Tech Insight: Authentication -
Push.

Single Sign-on to VDAs with AD plus token

When using AD plus token authentication, store provides SSO capability when launching AD joined

virtual apps and desktops.

Requirements for AD plus token
Active Directory plus token authentication has the following requirements:
» A connection between Active Directory and Citrix Cloud, with at least two Cloud Connectors

installed in your on-premises environment. For requirements and instructions, see Connect

Active Directory to Citrix Cloud.

» Active Directory + Token authentication enabled in the Identity and Access Management

page. For information, see To enable Active Directory plus token authentication.
» End user access to email to enroll devices.

» Adevice on which to download the authentication app.

First-time enrollment

End users enroll their devices using the enrollment process described in Register devices for two-

factor authentication.

During first-time sign-in to store, end users follow the prompts to download the Citrix SSO app. The

Citrix SSO app generates a unique one-time password on an enrolled device every 30 seconds.

IMPORTANT:

During the device enrollment process, end users receive an email with a temporary
verification code. This temporary code is used only to enroll the end user's device. Using this
temporary code as a token for signing in to a store with two-factor authentication isn't
supported. Only verification codes that are generated from an authentication app on an

enrolled device are supported tokens for two-factor authentication.
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Re-enroll a device

If an end user no longer has their enrolled device or needs to re-enroll it (for example, after erasing

content from the device), store provides the following options:

e End users can re-enroll their devices using the same enrollment process described in Register
devices for two-factor authentication. Because end users can enroll only one device at a time,
enrolling a new device or re-enrolling an existing device removes the previous device

registration.

Scan QR or type the following code

n A previously registered device for this account has been removed.
“= Please ensure you remove existing accounts from authenticator apps.

Cancel

¢ Administrators can search for end users by Active Directory name and reset their device. To do
that, go to Identity and Access Management > Recovery. During the next sign-on to store,

the end user experiences the first-time enroliment steps.

= Citrix Cloud

« |dentity and Access Management

Authentication  Administrators APl Access Domains  Recovery

Reset Devices for Users with Tokens

Domain Username
Select a domain ~

citrix.nspmblr.com
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Azure Active Directory

Use of Azure Active Directory (AD) to manage end user authentication to stores has the following

requirements:

e Microsoft Entra ID (formerly Microsoft Azure AD) with a user who has global administrator
permissions. For more information on the Microsoft Entra ID applications and permissions that

Citrix Cloud uses, see Azure Active Directory Permissions for Citrix Cloud.

« A Citrix Cloud Connector™ installed in the on-premises AD domain. The machine must also be

joined to the domain that is syncing to Microsoft Entra ID.
e VDA version 7.15.2000 LTSR CU VDA or 7.18 current release VDA or higher.

* A connection between Microsoft Entra ID and Citrix Cloud. For information, see Connect Azure

Active Directory to Citrix Cloud.
e Any version of Citrix Workspace app. If using legacy Citrix Receiver™ then you must use the
following minimum versions:
o Citrix Receiver for Windows 4.11 CR or 4.9 LTSR CU2 or higher
o Citrix Receiver for Linux 13.8
o Citrix Receiver for Android 3.13 and later
When syncing your Active Directory to Microsoft Entra ID, the UPN and SID entries must be

included in the sync. If these entries aren't synchronized, certain workflows in Citrix® StoreFront
Cloud fail.

* If you're using Microsoft Entra ID, don't make the registry change described in
CTX225819. Making this change might cause session launch failures for Microsoft Entra

ID users.

» Adding a group as a member of another group (nesting) is supported with the
DSAuthAzureAdNestedGroups feature enabled. You can enable

DSAuthAzureAdNestedGroups by submitting a request to Citrix Support.

\

After enabling Microsoft Entra ID authentication:
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» Added security: For security, users are prompted to sign in again when launching an app or a
desktop. The password information flows directly from user's device to the VDA that is hosting

the session.

e Sign-in experience: Microsoft Entra ID authentication provides federated sign-in, not single
sign-on (SSO). End users sign in from an Azure sign-in page, and might have to authenticate

again when opening Citrix DaaS.

For SSO, enable the Citrix Federated Authentication Service in Citrix Cloud. See Enable single

sign-on for stores with Citrix Federated Authentication Service for more information.

You can customize the sign-in experience for Microsoft Entra ID. For information, see the Microsoft
documentation. Any sign-in customizations (the logo) made in Citrix® StoreFront Cloud do not

affect the Microsoft Entra ID sign-in experience.

The following diagram shows the sequence of Microsoft Entra ID authentication.

Citrix Cloud

1. Users access Citrix

Workspaces

ﬂ 6. Access to Workspaces

End User Device o it Workspaces

& User inputs | : 5. Redirect backto |
credentials . Citrix Workspaces |
3. Azure login page 2. Workspace URL
2 - red Srur

Azure Active Directory

| Sync through

| Azure Connect
!

© 1997-2026 Citrix Systems, Inc. All rights reserved. 172


https://docs.microsoft.com/en-us/azure/active-directory/customize-branding

Citrix® StoreFront Cloud

Sign-out experience

Use Settings > Log Off to complete the sign-out process from store and Microsoft Entra ID. If end
users close the browser instead of using the Log Off option, they might remain signed in to
Microsoft Entra ID.

IMPORTANT:

If the log in times out in the browser due to inactivity, end users remain signed in to Microsoft
Entra ID. This prevents a timeout timeout from forcing other Microsoft Entra ID applications to

close.

Single Sign-on to VDAs with Entrald

If the I1dP is Entra ID then you can use Entra ID SSO to VDAs. For other cases, to enable Single
Sign on to VDAS you must use FAS.

Citrix Gateway

You can use an on-premises Citrix Gateway as an identity provider to manage end user

authentication to stores. For more information, see Tech Insight: Authentication - Citrix Gateway.

Requirements for Citrix Gateway
Citrix Gateway authentication has the following requirements:
» A connection between your Active Directory and Citrix Cloud. For requirements and
instructions, see Connect Active Directory to Citrix Cloud.
» End users must be Active Directory users to sign in to their stores.

* If you're performing federation, your AD users must be synchronized to the federation provider.

Citrix Cloud requires the AD attributes to allow users to sign in successfully.

* An on-premises Citrix Gateway:

o Citrix Gateway 12.1 54.13 Advanced edition or later
o Citrix Gateway 13.0 41.20 Advanced edition or later
 Citrix Gateway authentication enabled in the Identity and Access Management page. This

generates the client ID, secret, and redirect URL required to create the connection between

Citrix Cloud and your on-premises Gateway.
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» On the Gateway, an OAuth IdP authentication policy is configured using the generated client

ID, secret, and redirect URL.

For more information, see Connect an on-premises Citrix Gateway as an identity provider to Citrix

Cloud.

End user experience of Citrix Gateway

When authentication with Citrix Gateway is enabled, end users experience the following workflow:

1. The end user navigates to the store URL in their browser or launches Workspace app.

2. The end user is redirected to the Citrix Gateway logon page and is authenticated using any
method configured on the Gateway. This method can be MFA, federation, conditional access
policies, and so on. You can customize the Gateway logon page so that it looks the same as

the store sign-in page using the steps described in CTX258331.

3. After successful authentication, the end user's workspace appears.

Single sign-on with Gateway

Depending on how you configure Citrix Gateway, you might not need FAS for SSO to DaasS. For
more information on configuring Citrix Gateway, visit Create an OAuth IdP policy on the on-

premises Citrix Gateway.

Google

You can use Google as an identity provider for end user authentication to stores.

Requirements for Google
» A connection between your on-premises Active Directory and Google Cloud.

» Adeveloper account with access to the Google Cloud Platform console. This account is

required for creating a service account and key, and enabling the Admin SDK API.

» An administrator account with access to the Google store Admin console. This account is

required for configuring domain-wide delegation and a read-only API user account.

» A connection between your on-premises Active Directory domain and Citrix Cloud, with Google
authentication enabled in the Identity and Access Management page. To create this

connection, at least two Cloud Connectors are required in your resource location.

For more information, see Connect Google as an identity provider to Citrix Cloud.
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End user experience with Google

When authentication with Google is enabled, end users experience the following workflow:

1. The end user navigates to the store URL in their browser or launches the Workspace app.

2. The end user is redirected to the Google sign-in page and is authenticated using the method
configured in Google Cloud (for example, multifactor authentication, conditional access

policies, and so on).

3. After successful authentication, the end user's workspace appears.

Single Sign-on to VDAs with Google

When using Google authentication, to enable Single Sign on to VDAs you must use FAS.

Okta

You can use Okta as an identity provider for end user authentication to stores. For more

information, see Tech Insight: Authentication - Okta.

Requirements for Okta

Okta authentication has the following requirements:

» A connection between your on-premises Active Directory and your Okta organization.

» An Okta OIDC web application configured for use with Citrix Cloud. To connect Citrix Cloud to
your Okta organization, you must supply the Client ID and Client Secret associated with this
application.

» A connection between your on-premises Active Directory domain and Citrix Cloud, with Okta

authentication enabled in the Identity and Access Management page.

For more information, see Connect Okta as an identity provider to Citrix Cloud.

End user experience with Okta

When authentication with Okta is enabled, end users experience the following workflow:

1. The end user navigates to the store URL in their browser or launches the Workspace app.

2. The end user is redirected to the Okta sign-in page and is authenticated using the method
configured in Okta (for example, multifactor authentication, conditional access policies, and so

on).

3. After successful authentication, the end user's workspace appears.
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Single Sign-on to VDAs with Okta

When using Okta authentication, to enable Single Sign on to VDAs you must use FAS.

SAML 2.0

You can use SAML 2.0 to connect an |dP for end user authentication to stores.

Requirements for SAML 2.0

SAML authentication has the following requirements:

SAML provider that supports SAML 2.0.
» On-premises Active Directory domain.

Two Cloud Connectors deployed to a resource location and joined to your on-premises AD

domain.
» AD integration with your SAML provider.

For more information about configuring SAML authentication for stores, see Connect SAML as an

identity provider to Citrix Cloud.

End user experience with SAML 2.0
1. The end user navigates to the store URL in their browser or launches Citrix Workspace app.

2. The end user is redirected to the SAML identity provider sign-in page for their organization. The
end user authenticates with the mechanism configured for the SAML identity provider, such as

multifactor authentication or conditional access policies.

3. After successful authentication, the end user's workspace appears.

Single Sign-on to VDAs with SAML. 2.0

If the IdP is Entra ID then you can use Entra ID SSO to VDAs. For other cases, to enable Single
Sign on to VDAs you must use FAS.

Citrix Federated Authentication Service (FAS)

You can deploy Citrix Federated Authentication Service (FAS) for single sign-on (SSO) to Citrix
DaasS. Without FAS, end users using a federated identity provider are prompted to enter their

credentials more than once to access their virtual apps and desktops.

For more information, see Citrix Federated Authentication Service (FAS).
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Entra ID SSO to VDAs

If where the user has authenticated using Entra ID, Citrix® StoreFront Cloud supports using the
Entra ID session to authenticate to the VDAs. For more information, see Microsoft Entra single

sign-on.

This functionality is disabled by default and should only be enabled once you have completed the
rest of the configuration, otherwise users may experience delayed or failed launches. To enable it,

use the PowerShell modules version 1.0.6.

Set-StoreConfigurations -StoreUrl "https://<yourstore>.cloud.com"
-ClientId "<clientId>" -ClientSecret "<clientSecret>" -AzureAdSsoEnabled
$True

More information

» Tech Brief: Workspace Single Sign-On
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Customize your store experience

To customize the store, from the menu open StoreFront Cloud then the Customize tab.

Jo Bloggs

— C ‘ h'l X Acme co CCID: {9salegjsa

Home » Workspace Configuration > Customize > Appearance

Workspace Configuration

Access Authentication Customize Service Integrations Sites Service Continuity App Configuration

Appearance Features Preferences

Customize how subscribers will see their workspace.

Default Appearance

Applied by default to all users not assigned to another theme. m
Appearance themes
Apply an after sign-in appearance theme to override the default for a specific set of users. Add theme

Filter themes by: User group » Access domain v

Appearance

To customize your store with your own logos and colors, go to the Appearance tab. For more

information, see Customize the appearance of stores.

Features

To customize which feature your users have access to, go to the Features tab. For more

information, see Enable and disable features.

Preferences

To modify other aspects of behavior, appearance, and configure access methods for the store,

apps, and desktops, go to the Preferences tab. For more information, see the following pages:

» Custom announcements
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Allow end users to change their account password

Pinned links

User interface settings
e Store sessions
e Store access

* Log in dialog

Customize the appearance of stores

You can create themes to customize the logos and colors of your store to match your corporate
branding guidelines. You can configure a default theme along with additional theme overrides that
apply to specific stores or user groups. To view and modify the appearance, from StoreFront

Cloud select Customize then Appearance.

« Workspace Configuration ¢

Access  Authentication Customize Service Integrations Sites  Service Continuity

Appearance Features Preferences

Customize how subscribers will see their workspace. Edit priority

Default appearance

ReNE Edit

Applied by default to all users not assigned to another theme.

My First Polic M *
e citrix - =
luser group Priority 1

My S d Poli
y Second Folicy (€ Citrix Workspace see  Edit

1user group Priority 2

Supported customizations

Sign in appearance

For the sign-in page, you can only replace the logo. The rest of the sign-in page, including the

colors, isn't affected.

Changes to the sign-in logo don't impact users who authenticate to their store using third-

party identity providers, such as Microsoft Entra ID and Okta.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 179



Citrix® StoreFront Cloud

For information on how to customize an Microsoft Entra ID sign-in page, see the Microsoft

documentation. For information on how to customize the sign-in page hosted by Okta, see the

Okta Developer documentation.

You can also customize the on-premises Citrix Gateway sign-in page, configured in the Citrix ADC

appliance rather than in StoreFront Cloud. For more information, see the Support Knowledge

Center article.

After log in appearance

You can customize the following elements

ITEM DESCRIPTION
Logo The logo displayed in the banner at the top of
the screen
Banner color The color of the banner at the top of the screen
Banner text and icon color The color of the activity manager and profile

icons in the banner

Accent color The color used to highlight selected items and
for buttons

Edit default theme

The default theme is used when no other theme applies. It also includes the log in screen logo

which cannot be overridden.
To modify the default theme:

1. In the Default Appearance card, select Edit.
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Edit default theme *

Configure to override the default appearance. Learn more

Sign-infoff Appearance Reset to Default
Logo
‘This logo will appear on the sign-in and log-off page.

@ Citrix Workspace

After Sign-in Appearance
Logo

“This loga will appear after sign-in.

@ Citrix Workspace

Colors
These colors appear in sign-in sreens and within the workspace exparience.

Banner color: Banner text ond icon color:

Accont color:

2. In the Sign-in/off Appearance section, optionally drag drop an image file to use as a logo. The
logo should be 480 x 120 pixels, up to 2 MB size and have a file extension of JPEG, JPG, or

PNG.

3. In the After Sign-in Appearance section, optionally drop drop an image file to use as a logo. The
logo should be 340 x 80 pixels, up to 2 MB and have a file extension of JPEG, JPG, or PNG.

4. Click on the colors to change them. Either choose from the color picker or enter the color value.

You can switch between hex, HSL and RGB values.
5. To preview the theme end users will see it, select Preview.

6. Select Save.

For users using a web browser, the change apply the next time the user logs in or refreshes the

page. For users using Citrix Workspace™ app, changes take around five minutes to apply.

Custom themes

You can configure and prioritize additional themes that apply to specific stores and user groups.
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Add custom theme

1. Press Add theme.

Add an appearance theme X

Apply an appearance theme to override the default for a specific set of users. Learmn
more

After Sign-in Appearance + Theme Details

Logo

This logo will Sppesr afler HEn-in

@ Citrix Workspace

Colors

These colors appear in tign-in screens and within the workspace expanance.

Banner color Accent color

Bannes Dexl and »oon oolor;

Preview Cancel @

2. Configure your custom theme, in the same way as the default theme.

3. Select the Theme Details tab.
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Add an appearance theme )4

Apply an appearance theme to override the default for a specific set of users. Learn more

After Sign-in Appearance ¢ Theme Details

Name your theme

‘ Division Name, Department Name, Company Name ‘

Assign access domain

Only users accessing from selected domain will see this theme.

‘ Select a Workspace URL A4 ‘ Reset

Assign users and groups:

Select an identity provider

| Active Directory “

Select a domain

| example.com v

Search for a group to add

‘ Search for a group Q ‘

4. Enter a name for the theme.

5. Optionally specify which store the theme applies to.

6. Assign user groups to the theme:

a.

Select an identity provider, and its domain if prompted.
Search for the user group that you want to add to the custom theme.
Select the plus sign (+) button next to that group.

Repeat this process for each group that you want to use your theme.
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Add an appearance theme

Apply an appearance theme to override the default for a specific set of users. Learn more

After Sign-in Appearance Theme Details

Name your theme

My First Policy

Assign users and groups:

Select an identity provider Select a domain

Active Directory W

Search for a group to add

group Q

User groups (1):

Group

7. Optionally select Preview to see how your store looks to your end-users.

8. Press Save.

Edit custom theme
1. On the theme card, select Edit.
2. Make changes as required.

3. Select Save.

Delete custom theme
1. On the theme card, select ... to open the menu.

2. Select Delete.

3. On the confirmation window, select Delete.

Prioritize custom themes

A user might belong to more than one user group, each of which might match to a different theme.
You can define the order of precedence of themes. The first theme that matches the user's store

and group applies. If no other themes apply then users see the default theme.

1. Select Edit priority at the top right of the list of themes, next to Add theme.

2. You can reorder the priority of themes in one of two ways:

e Use the arrows on the right-hand side of each theme.
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 Drag individual themes up and down the list using the handle on the left-hand side of the
card.

3. Once you've reordered your items, select Save order.

« Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites  Service Continuity

Appearance Features Preferences

Customize how subscribers will see their workspace. Cancel

Default appearance

Aok
Applied by default to all users not assigned to another theme
__ My Second Policy C”.rl>°< 4
luser groun Priority 1
My First Polic
= Y Y @ Citrix Workspace ‘f

1user sroun Priority 2

Enable features for users

Use the Features tab to enable and disable features for your users.

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration

Appearance Features Preferences

Give your users a more robust experience by enabling feature-rich options to optimize their work.

Mew  Activity Manager

Uzers can wiew running spps and desktops acroes multiple devices and manage active sessions independently with special session and
powsr management controls. Learm mare

i Enabls for everyone

Enable for selected users and user groups

Sava |"f Preview :I

Currently the only configurable feature is Activity Manager power management.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 185




Citrix® StoreFront Cloud

Power management controls

Power management controls include Shut down, Force shutdown, and Hibernate. To enable the
power management control using Citrix Cloud™, do the following:

1. Navigate to StoreFront Cloud > Customize > Features.

2. Enable the toggle button.

3. Select Enable for everyone to apply the setting to all users.

Power management controls

Enabled

When enabled, users have the ability to shut down, force quit, and hibernate their session through the activity manager
or from the desktop tile. By default, users can always disconnect, log out, and restart their session using the activity
manager or desktop tile. Learn more

@ Enable for everyone

() Enable for selected users and user groups

Save

4. Alternatively, select Enable for selected users and user groups to apply the setting to

selected users and user groups.

Power management controls

Enobled

When enabled, users have the ability to shut down, foree guit, and hibernate their session through the activity manager or frem the desktop tile. By default. users can always
dizconnect. log out, and restart their session wsing the activity manager or desktop tile. Laarn more

() Emnable for everyone

@ Enable for selected users and user groups

Asslgn Users and Groups
Choosze an identity provider

Azure Active Directory  Azure Active Directory™

Search for user groups:

Type Display Mame Account Mame T IDP Type Domain Forest

[

5. Click the down arrow and then choose an identity provider from the dropdown list.

6. In the Search for user groups text field, find users or groups to assign to this feature.
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Once you add the users or user groups, you can see their lists displayed on the screen.

7. Click Save.

Custom announcements

You can send a custom announcement to your users during a given time period, for instance to
inform them of an upcoming maintenance window. You can configure a default announcement

along with an override for each store. Only a single announcement can be configured per store.

Custom announcements Enabled

Display a custom announcement so users stay up-to-date on Workspace events such as maintenance windows, software updates, or expected
outages. Learn more

Default announcement that applies to all Workspace URLs where you have not created an override.

Name Position Status

This is a custom announcement Top @ Active until Feb 17, 2026 03:00 (UTC+00:00) Ll L]
Announcements that override the default announcement for a specific set of Workspace URLs. Create override announcement

Name Position URL Status

Announcement for a particular URL Top example.cloud.com #1 > @ Expired on May 31, 2025 04:00 (UTC+00:00) L1 L]

1. From the Citrix Cloud menu, choose StoreFront Cloud.
2. From the Customize menu, choose Preferences.

3. Go to the Custom announcements section.

Create announcement

1. To add an announcement that applies to stores where there is no active override, select Create
default announcement. To add an announcement for a specific store, select Create override

announcement.

2. If you added an override announcement, choose which stores it applies to. This is not

applicable to the default announcement.
3. Enter the Announcement title.
4. Enter the Description text.

5. Enter the time period during which the announcement should appear.
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6. Choose whether to place the announcement at the top or bottom.
7. To view how your message appears to users, select Preview.

8. When you're finished, select Save.

Send a custom announcement pod

Announcement title @
Give the announcement a title to grab users’ attention.

Y
This is a custom anncuncement [ ]

29/50

Description text @
Provide information users should know about the upcoming event.

Some text more details|

22/500

Set time period

Start:

‘ 09/23/2025 H 21:00 R ‘ ‘ (UTC+00:00) Dublin, Edinburgh, Lisbon, London  »
End:

‘ 0217/2026 H 03:00 W ‘ (UTC+00:00) Dublin, Edinburgh, Lisbon, London

Select position

@ Top

[ :j Bottom

-
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Delete announcement
1. In the row containing the announcement, select ... to open the menu then select Delete.

2. In the confirmation window, select Delete.

Edit announcement
1. In the row containing the announcement, select ... to open the menu then select Edit.
2. Make changes as required.

3. Select Save.

Allow end users to change their account password

If you are using Active Directory or Active Directory (AD) plus token authentication then you can
choose whether users can change their password. When enabled (default), users can change their
password at any time, based on your organization's Active Directory settings. If disabled, store
prompts end users to change their password when it expires, but they can't change their unexpired
password at other times. To configure this:

Use the store Session settings to choose when users need to enter their credentials and for how
long users remain logged in. To configure these settings:

1. From the Citrix Cloud menu, choose StoreFront Cloud.

2. From the Customize menu, choose Preferences.

3. Go to section Allow Account Password to be Changed.

4. Toggle Enabled.
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Allow Account Password to be Changed

Enabled

When enabled, subscribers can change their password by going to "Security and Sign In" in Workspace.

Add the password requirements that are enforced by your organization's identity provider so
your subscribers understand how to create valid, complex passwords. Workspace displays
these requirements to your subscribers, but does not validate subscribers' passwords.

If no requirements are defined, subscribers see the message: Your organization's password
requirements still apply.

+ Add a password requirement (20 max.)

5. Press Save to save any changes.

You can add up to 20 password requirements to meet your organization's security policy and that
your identity provider enforces. The store displays these requirements as a guide when end users
change their password from their Account Settings page in the store end user interface. If you
don't add any password requirements, the store displays the message "Your organization's

password requirements still apply.”
To add password requirements:

1. If there are currently no password requirements, select Add password requirement. If there is

already at least one password requirement then select Edit.

2. Enter a requirement that matches your organization's security requirements for valid
passwords. For example, you can specify that a password must be a certain character length.
Select Add a password requirement to add more items for end users when they change their

password.
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Add a password requirement )4

Add the password requirements that are enforced by your organization's identity provider so your
subscribers understand how to create valid, complex passwords. Workspace displays these
requirements to your subscribers, but does not validate subscribers’ passwords.

Password must meet the following 6 requirements: (&

« | Password must be at least 10 characters long T
44100 characters

« [ Password must contain at least 1 special character |
50/100 characters

« | Password must contain at least 1 capital letter T
471100 characters

+ | Password must contain at least 1 number i}
39/100 characters

« [ You may only reset your password once per day |
98100 characters

s | Old passwords cannot be reused |
30/100 characters

+ Add a password requirement (20 max.)

3. When you're finished adding requirements, select Save. You can expand the list of

requirements:
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Allow Account Password to be Changed

Enabled

When enabled, subscribers can change their password by going to "Security and Sign In" in Workspace.
- Password must meet the following 6 requirements: @

« Password must be at least 10 characters long

« Password must contain at least 1 special character

+ Password must contain at least 1 capital letter

« Password must contain at least 1 number

« You may only reset your password once per day unless you are a
member of resetpasswordusers

« Old passwords cannot be reused
4. Select Save again to save all your setting changes.

Supported clients

The following versions of Citrix Workspace app support this feature:

Citrix Workspace app for Windows 2101 or later

Citrix Workspace app for Mac 2012 or later

Citrix Workspace app for Chrome 2010 or later

Citrix Workspace app for Android 21.1.0 or later
End users can also use this feature when accessing stores from a web browser.
This feature isn't supported on the following:

 Older versions of Citrix Workspace app

* Citrix Workspace app for Linux

End user experience when changing passwords

For more information, see Security & Sign in.
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Pinned links

Pinned links are customer-defined hyperlinks that link to specific websites. Administrators can set
up pinned links according to their preferences on store Ul. This feature helps users to easily
access specific websites simply by clicking the pinned links defined by the administrators. The
pinned link requires a display name and a website URL. It can also be personalized with an icon
and description, where the description provides brief information about the link.

Configuration

Administrators can manage this feature on user devices using their Citrix Cloud account.
To enable this feature, follow these steps:

1. Navigate to StoreFront Cloud > Customize > Preferences in the Citrix Cloud account.

2. Under Pinned links, toggle the button to enable the feature. A new window appears.

Pinned links X

Pannad larkes will appéar in the same ardés in which By wene sdded and carnat be réamanged

leon
Ragcl By pon naEt b3 T link neme. koons MUt be i PG or PG format snd constrsinsd 1o @ mas haght of B0ps or width
of Blpx.

jc]
t

Lo

Doagg t o
e ot brmane

Tooltip

Frovide eied and informative detads about thes hyperin. Enter what your end users see in 2 100itip when they hover on
e rypevind

Enter tooltip text

&= (o)

3. In the Name text field, enter the name of the link that you want to pin on the store UI.

4. In the Link text field, enter the URL of the website.
5. Under Icon, attach an icon if you want to display it next to the pinned link.

6. Under Tooltip, provide a brief description about the website, which appears when users hover

their mouse over the pinned link.
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7. Click Preview if you want to preview the changes. This action is optional.

8. Click Save to save your changes.

The fields marked with an asterisk are mandatory.

User interface settings

To modify user interface settings:

1. From the Citrix Cloud menu, choose StoreFront Cloud.
2. From the Customize menu, choose Preferences.

3. Go to the appropriate section:

 Allow caching
e Allow favorites

» Navigation tabs

Allow Caching

The Allow Caching setting enhances performance for end users accessing their store through a

web browser. This option does not apply when using a locally installed Citrix Workspace app.

When caching is enabled, some sensitive data might be stored locally on end users' devices. This
data consists of file metadata and is encrypted with a key that's unique to the end user's
authenticated identity. The encrypted data is stored on the user's device in the web browser's local

storage.

If you disable caching, the encrypted data is purged the next time the end user signs in to a store
through their web browser. Also, the user can purge this data manually by clearing browsing data

from their web browser.

Allow Favorites

Customers, who have access to StoreFront Cloud and the new store experience, can allow users
to add or remove their favorite apps and desktops on Citrix Workspace app. Users can quickly
access their favorite apps and desktop on the Home tab. The Allow Favorites feature is enabled

by default.
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To configure the Allow Favorites feature, do the following instructions:

1. Navigate to StoreFront Cloud > Customize > Preferences.

2. Click the toggle button to enable or disable the feature.

3. Select the declaration check box, and click Save.

Allow Favorites

&) rovie

Enabling and Disabling Favorites

D | unclarstand the impact on the subscnber experiance. Learm mors

When disabled, the ability for workspace subscribers 1o add applications as favorites is removed. Favorites are not deleted and can be recovered if you re-enable this setting.

User experience

When you enable the Allow Favorites feature, users can add up to 250 favorites by clicking the

star icon at the upper-left corner of apps and desktops cards. The star icon turns to a golden color

when users mark it as their favorite. Clicking the star icon again removes it from the favorite list.

@ Citrix Workspace

(€ Citrix Workspace

Sunday, March 24, 2024

Home Apps Desktops

Quick access

* v *
L4

Azure - APAC
Managed Desktop

Desktop

7 e

Q) Search Workspace

Good afterncon, =

Enterprise Browser Chrome

Desktop App

e®e

lira

7

Qutlook

Desktop App

When a user adds more than 250 favorite resources, the oldest favorite resource is removed (or as

close as possible) to preserve the most recent favorite resources.
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When you disable the Allow Favorites feature, the favorites resources get removed from the

Home tab of Citrix Workspace app. And, it's not available for quick access. Users can still access

those resources from the Apps tab and Desktops tab.

» Allow Favorites feature is enabled by default.

* If your users don't have access to the desktops configured, the Desktop tab doesn’t

appear on the navigation bar.

Apps and Desktops keywords

You can automatically add favorite apps or desktops for users by using KEYWORDS:Auto and

KEYWORDS :Mandatory settings in Citrix DaaS (Manage > Full Configuration > Applications).

Studio Identification

Identify this application.

Application name (for user):
| Calculator |

Delivery
Application name (for administrator):
Locati
e |Calcu|ator |
G
o Description and keywords:
Limit Visibility | KEYWORDS: Auto |
Sielypetnritom This is the description that will be seen by the user. You can also use this field to enter keywords
Zone for StoreFront.
Learn More

ok || cancel | | appy |

» KEYWORDS:Auto - The app or desktop is added as a favorite and users can remove it from

the favorite list as per their preference.
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« KEYWORDS:Mandatory - The app or desktop is added as a favorite, and users can’t reverse
this action. Mandatory apps and desktops display a star icon with a padlock to indicate that it

can’t be removed from the favorite list.

L
=
7]

Calculator

If you use both Mandatory and Auto keywords for an app, the Mandatory keyword overrides

the Auto keyword, and the apps or desktops that are added as favorites can’t be removed.

Navigation tabs

Home tab

You can enable or disable the Home tab for your users.
To configure the setting:

1. Under Home tab, set the toggle to Enabled or Disabled.
2. Select the declaration check box.
3. Click Save.

4. When the toggle is on, users are navigated to the Home page. If you disable the toggle, the

users land directly on the Apps page. By default, the toggle is on and the feature is enabled.

Home tab

Disabled

Home provides quick access to favorites and recently used apps and desktops. When disabled, favorites are
still available from the individual tabs.

[:] | understand the impact on the subscriber experience. Learn more

save

When enabled (the default), the Home tab is displayed. When disabled, there is no Home tab and

users land on the Apps tab.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 197



Citrix® StoreFront Cloud

This feature does not apply when Always display navigation tabs is disabled and users have more

than 20 apps or desktops. In this case, the tabs are hidden.

Always display navigation tabs

By default, if the user has fewer than 20 resources, the Ul displays a Simple View that doesn't
have any tabs or categories. To disable the Simple View and enable the navigation tabs for a

consistent experience, even if there are fewer than 20 resources, do the following:

1. For setting Always display navigation tabs, select the toggle to set it to Enabled or
Disabled.

2. Click Save.

Always display navigation tabs

T ) encbiea

By default, Citrix provides users with less than 20 resources a simple view without the Home, Apps, and Desktop navigation tabs. When
enabled, override the default and always display the navigation tabs for a consistent view. When disabled, the navigation tabs will only appear
if the user has over 20 resources.

o This preferance only applies to users on the new Workspace Ul

| understand the impact on the end user experience. Learn more

m

Automatically Launch Desktop

You can configure store to automatically launch the user's desktop. When enabled, if a user has
only one available desktop, the desktop automatically launches when the user signs in to their

store. When disabled (default), users must manually launch their desktop after signing in.
This feature only applies when using a web browser, not Citrix Workspace app.
To change the configuration:

1. Navigate to StoreFront Cloud > Customize > Preferences.
2. Under Automatically Launch Desktop, set the toggle to Enabled or Disabled.

3. Press Save.
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Automatically Launch Desktop

Disabled

Enabling and Disabling Desktop Auto-Launch
When enabled, a desktop automatically launches after sign-in when only one is available.

Detailed Desktop Tiles

To configure detailed desktop tiles:

1. Open the Citrix console.
2. Navigate to StoreFront Cloud > Customize > Preferences.

3. Click Manage to configure it for a store.

StoreFront Cloud

H0  ssersbront Clowd + Customirs 1 PraSsrences

Preferences

Customize how end users will interact with their store

Detailed dosktop tile | Recommandsd

Witk the detailed deskiop tile, end users can vidw machine detals such s power state, operating system. and last launch time. The detailed view helps them quickly identily snd launch desktops with confidence.
Lemn mors

Enabied for 1.6 2 stase URLS

m Previes

Gustom announcements enasied @)

Ditplay 8 CUSIO BANGUNCEMENE B3 LESANE BT UP-Eo-datl o EventE SUCh 48 maintenance windows, Softwars updates, or expected cutlages. Laarn moe

Datmult announcement that apclies 10 sl stores whers you have not crested an override.

Harrs Position Fratus

Dtadied Deskion Thes = Now L (Pravew) Toe & Active und Dec 1 2026 23200 UTC-05300

Areduncamanti thal dvarnde the delaull serdurddnment Tor & 5padilic dot of §horas Lreate oremide anncuncement
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Manage detailed desktop tile *
Chooss the steres to snabls the detased deskiop e view. Whan disabled, nd ussrs will es the
clnssic the in iheir stors view,
1 stoves enabled Emabie all {_Jod
Store
s enanies @0
g
Disabled (_Jod

Store Sessions

Use the store Session settings to choose when users need to enter their credentials and for how
long users remain logged in. To configure these settings:

1. From the Citrix Cloud menu, choose StoreFront Cloud.

2. From the Customize menu, choose Preferences.

3. Go to the store Sessions section.

4. Update the settings.

5. Press Save to apply them or Revert to cancel them.

Some settings can be configured differently according to the network location connectivity type.

This requires using PowerShell modules. For more information, see Configure settings per network
connectivity type.

Always prompt end users for their credentials

Always prompt end users for their credentials
Enabled

‘When enabled, users will be prompted for their credentials every time they log in to their store, even if they already have an active session

with their identity provider. When disabled, single sign-on (SS0) from the identity provider is activated. In this case, the identity provider
decides whether to prompt for credentials. Learn more
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When enabled (default), store forces a sign-in prompt with the identity provider when a new store
session is needed. For OIDC authentication, store includes prompt=login in the authentication

request. For SAML authentication, store sends ForceAuthn=true in the authentication request.

When disabled, users might not be prompted to authenticate with the identity provider if the identity

provider already has a valid session.

Inactivity timeout for web browser

Use the Inactivity timeout for web browser setting to specify the amount of idle time allowed (a
maximum of 8 hours) before users are automatically logged out. Only interactions with store, such

as refreshing the page or launching an app, count as activity.

Inactivity timeout for web browser

When end users access their store from a web browser, specify how long they can be inactive before being logged out. The inactivity
timeout only affects the connection to the store and does not apply to any active app or desktop sessions.

Hours Minutes

0 ~ |

s
20 —{
| W

Unlike manual sign-out, which disconnects DaaS sessions, users stay connected to their DaaS

Lo

sessions even after timeout due to inactivity. The users are not signed out from their Identity
Provider. Therefore if Always prompt end users for their credentials is off, the user might be

able to log back in without entering their credentials.

See also Configuring settings per network connectivity type.

Inactivity timeout for Citrix Workspace app

Desktop

Use the Desktop option of Inactivity timeout for Workspace app setting to specify the amount of
idle time allowed (a maximum of 24 hours) before users are automatically signed out of Citrix
Workspace app for Windows, Mac and Linux. Any interaction with the mouse or keyboard counts

as activity and extends the timeout.

Unlike manual sign-out, which disconnects DaaS sessions, end users stay connected to their

DaaS sessions even after timeout due to inactivity.

You can modify the setting using the PowerShell module. Use the Set-

WorkspaceCustomConfiguration cmdlet with parameter InactivityTimeoutInMinutes .
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See also Configure settings per network connectivity type.

Mobile

Use the Mobile option of Inactivity timeout for Workspace app setting to specify the amount of
idle time allowed (a maximum of 24 hours) before Citrix Workspace app is locked. This applies to
Citrix Workspace app for iOS and Android. Once locked, users must use biometrics or their device
PIN to unlock Citrix Workspace app. If biometrics is not enabled on the device then the user is

instead logged out.

You can modify the setting using the PowerShell module. Use the Set-
WorkspaceCustomConfiguration cmdlet with parameter

InactivityTimeoutInMinutesMobile .

See also Configure settings per network connectivity type.

Stay logged in to Citrix Workspace app

Use the Stay logged in to Workspace app settings to specify the length of time users can stay
signed in to Citrix Workspace app before needing to sign in again. These settings do not apply to

web browsers.

Stay logged in to Workspace app

Authentication period
Pays

‘30

~
'

Specify how long users can stay logged into the Workspace app before they are required to authenticate again. When
users log in to Workspace, they are prompted to consent to stay signed in. If the user selects Allow, this setting is applied.
If the user selects Deny, the default behavior will require the user to log in again after 24 hours. Applies to Windows,
macOS, Linux, Android, i0S, iPadOS.

D Give consent on behalf of end users to stay signed in for the duration specified in Authentication period €

Inactivity period

Days

~
'

During the authentication period, specify how long a user can be inactive on the Workspace app before they must
authenticate again.

The Authentication period defines the maximum time before users must reauthenticate. By

default this is set to 30 days but you can configure a value between 1 and 365 days.

If the period is greater then 1 day then by default when a user authenticates they are prompted for

consent to "Stay signed in", see user experience. This allows the Citrix Workspace app to use a
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refresh token to obtain new access tokens when the existing ones expire. The user must accept
the permission to continue. If the user rejects the permission then they are returned to the log in
screen. If the user enters their credentials a second time then they are not shown the prompt and

their session is limited to 24 hours.

If you select Give consent on behalf of end users to stay signed in for the duration specified
in Authentication period, this removes the need for users to individually provide consent to stay

signed in.

The Inactivity period defines how long a user can be inactive before they must reauthenticate. By
default this is 4 days but you can configure it to a value between 1 day and the Reauthenticaiton
Period. If a user is inactive for more than this value, they are prompted to reauthenticate the next
time that they attempt to access their store. To set an inactivity period of less than 24 hours on

desktop, use the Desktop option of Inactivity timeout for Citrix Workspace app setting.

Revoking permission to stay signed in

You can invalidate the session for your end users by downloading this PowerShell script and
following the instructions included in the download. Once you've invalidated sessions, users must

reauthenticate to their stores in the next 24 hours.

Supported Workspace app clients

The following versions of Citrix Workspace app support this feature:

» Workspace app 2106 for Windows or later
» Workspace app 2106 for Mac or later
» Workspace app for 21.6.5 iOS or later

» Workspace app for 21.6.0 Android or later

Supported authentication methods

Staying signed in to Citrix Workspace app is supported for the following authentication methods:

 Active Directory

Active Directory plus token

Entra ID

Citrix Gateway

Okta
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NOTE:

For the same experience as a Citrix DaaS customer using Okta or Azure Active Directory,

configure the Citrix Federated Authentication Service (FAS). For more information about FAS,

see Enable single sign-on for stores with Citrix Federated Authentication Service.

Configure settings per network connectivity type

You can configure the web, desktop and mobile timeouts, along with Always prompt end users
for their credentials, differently according to whether the user is on your internal network, a
known external network or anywhere else. For instance you could configure shorter timeouts for

devices connected to your internal network.

View existing configuration

To view existing configuration using the Citrix® StoreFront Cloud PowerShell module, call Get-

StoreClientLocationConfiguration cmdlet. For example:

$ConnectivityTimeouts = Get-StoreClientLocationConfiguration -StoreuUrl

"https://customer.cloud.com"

-ClientId

'myclientid’

-ClientSecret
'mysecret’

$ConnectivityTimeouts.external
$ConnectivityTimeouts.internal

$ConnectivityTimeouts.undefined

Update configuration

To configure the setting for a network connectivity type:

1. Ensure that Adaptive Access is enabled.

2. Define Network locations representing your internal locations and external known locations,
based on the user's public IP address. If the user's IP address does not match a network

location then its network connectivity type is considered to be undefined.
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3. From the Citrix® StoreFront Cloud PowerShell module, call Set-

StoreClientLocationConfiguration cmdlet withthe Internal , External or

Undefined parameters. The parameter value must be a hashtable with keys

inactivityTimeoutInMinutesWeb , inactivityTimeoutInMinutesDesktop |,

inactivityTimeoutInMinutesMobile and promptLoginEnabled .

For example to so set overrides for each location, run:

$InternalHashTable = @{promptLoginEnabled=%$false;

inactivityTimeoutInMinutesWeb="'60";

inactivityTimeoutInMinutesDesktop='60";

inactivityTimeoutInMinutesMobile="'120"'}

$ExternalHashTable = @{promptLoginEnabled=$true;

inactivityTimeoutInMinutesWeb="'60";

inactivityTimeoutInMinutesDesktop='60";

inactivityTimeoutInMinutesMobile="'120"'}

$UndefinedHashTable = @{promptLoginEnabled=$true;

inactivityTimeoutInMinutesWeb="'20";

inactivityTimeoutInMinutesDesktop="'20";

inactivityTimeoutInMinutesMobile="'20"'}

Set-StoreClientLocationConfiguration -StoreUrl "https://

customer.cloud.com"

-ClientId 'myclientid'

-ClientSecret 'mysecret'

-Internal $InternalHashTable
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-External $ExternalHashTable °

-Undefined $UndefinedHashTable

If you do not configure a specific timeout for the network connectivity type then the non-location-

specific timeout is used instead.

To remove overrides, set the Internal, External or Undefined parameter to null. For example:

Set-StoreClientLocationConfiguration -StoreUrl "https://

customer.cloud.com"
-ClientId 'myclientid'
-ClientSecret 'mysecret'
-Internal $NULL °
-External $NULL °

-Undefined $NULL

IMPORTANT:

If the user device moves to a network with a different connectivity type then the new values

do not apply immediately. Citrix Workspace app updates the values every 90 minutes. If using

a web browser, the values update the next time the user refreshes the web page.

Store access

In Store access settings you can configure the following:
e Whether users are required to open their store in Citrix Workspace™ app or whether they can
use a web browser.

¢ When opening their store in a web browser, whether virtual apps and desktops always open in

a browser or Citrix workspace app.

» When opening their store in a web browser, whether they must install Citrix® Web extension.
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Store access

Choose whether end users are required to access their store through the Citrix client app or if they can also use a third-party system web browser. Learn more

(O Require end users to access their store from the Citrix client app

@ Allow end users to access their store from the Citrix client app or a web browser

Launch virtual apps and desktops

When end users access their store from a web browser, choose how virtual apps and desktops (DaaS resources Let the user choose | v

only) should open.
E] Prevent ICA downloads cn all platforms

Citrix web extension

Choose if end users should download the Citrix web extension. The extension ensures a more safe and reliable Prompt users to download the exten... | v
client app launch experience, with all apps and desktops kept in one location. After downloading the extension,
the client app detection prompt is no longer displayed. L earn more

Show protected apps

Choose how apps that require App Protection are shown when an end user accesses their store from a web Always show protected apps, except... | v
browser and launches apps through the Citrix Workspace app (hybrid launch). App Protection on hybrid
launches is not supported with ChromeOS. Learn more

Launch web and Saa$ apps
Openinanewtab
When end users access their store from a web browser, choose how web and Saa$S apps should open.

For the best user experience, end users should download the Citrix app en their device to access their store and launch apps and desktops. You can prempt users to download
the Citrix app when locally installed version isn't detected (Windows and Mac only). End users must have the right to install software to download the app.

[0 Prompt end users to download Citrix Workspace app

To configure store access settings:

1. Log in to Citrix Cloud console.

2. From the Citrix Cloud menu, choose StoreFront Cloud.
3. From the Customize menu, choose Preferences.

4. Go to the Store access section.

5. Update the setting as required.

6. Select Save to save your changes.

Require Citrix Workspace app

Enforcing native Citrix Workspace app on user devices implies restricting end users to sign in and
use only the locally installed Citrix Workspace app. By doing so, end users can't access their store
using a web browser. This feature is designed for customers who want to use the full benefits of

Citrix Workspace app.

Configuration

Administrators can use their Citrix Cloud account to mandate the use of native Citrix Workspace

app on user devices. To manage this feature, follow these steps:
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1. Select Require end users to access their store from the Citrix client app.

Store access

Cheose whether end users are reguired to access their store through the Citrix elient app or If they can also use a third-party system web brewser. Learn more

@ Require and users to access their store from the Citrix clisnt app

Q) Allew end users to access their store from the Citrix client app or 8 web Browser

For the best user experience, end users should download the Citrix app on their device to sctess their store and launch apps and deskiops. You can prompt users to download the Citrix app when Locally
installed version isr't detected (Windows and Mac only). End usars must hawe the right to install software to download the app.

O Prompt énd users to download Citrix Warkspace app

Select Prompt end users to download Citrix Workspace app to prompt the users to
download Citrix Workspace app if they don’t have the app installed on their device. For more

information, see Configure native app download link for end users.

2. Click Save to save the changes, or click Revert to discard the changes.

End user experience

For details on the user experience, see Require Citrix Workspace app.

Launch virtual apps and desktops

If you have allowed users to open the store in their web browser then you can then choose

whether applications are also launched within the web browser or in Citrix Workspace app.

S1ore sCcEss

Choose whather and users are tequired to sccess thasr stons through the Citri client spp or if thay can also use a third- party sywten wel browser. Lag

Py o e’ 1 S i e 1008 Triorm The Citri Cliecs g

®  Allow e users b access thair stone from tha Gitrix client app or a web browser

Lsunch virtusl apps and desktops
VAP ] TS SRS 1T 330 B0 W s BOWRY, chondd v vertusl sgea s dediknopa (DBaS resources only) should oo

8 Ot i ol Citein clossiil SEE
Tha clisent sop mast b restalied 10 o0 300 Snd deskiogs

() Openina web browser
Apos. and deskioms will penim anather tabon the wab browser

T Lt U Ehose
Encl 153873 Cam Changs Thaar BECOUNI SSINES 10 LRSS WhaThar 10 OD8N S00S Bnd dHSKIOHT LNE T CURE A0D O thisr Wil Erwae

Citrix web extension

Chies if ared users sheuld dewnleud the Citrix web extensicn. Tha axtinsion sniures b i m.uﬂ:dublnlm 200 Launch sxperisnce, with sl o ared desktocs kgt i one location. Adver Dot prome tmirs ho downiog tha.. |

downicading the extension the client ace detection tromet is io longer drplayed. Les
Pt thi bt ui socpiearicn, enocd uier s iheiudd dhomraboied the Citrin s o theer dirac 5o scoris thisr ioce and lunch spps snd detkiogs. You can promes uwinrs 10 dowsload the Citne apd when kocally sitalled vicion st dabected (Wiedimn and Mac anlyh, End
LS AL Nl e FEE 0 ] SOITWAR 165 ramibaie] e SO

Prompt end weers 1o download Citrix Worksnacs soo

Choose one of the following settings:

 In the Citrix client app (default): End users are required to use a locally installed version of

the Workspace app.

* In a browser End users are required to launch virtual apps and desktops in their web browser.

Choose this option if users are not able to install software locally.
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» Let the user choose: When users first open the store in their browser, they can choose

whether to launch virtual apps and desktops in Citrix Workspace app or their browser.

Prevent ICA downloads

If you have allowed users to open the store in their web browser and launch in Citrix Workspace

app then you can configure the store to prevent ICA downloads.

Launch virtual apps and desktops

When end users access their store from a web browser, choose how virtual apps and desktops (DaaS resources Let the user choose v

only) should open.

D Prevent ICA downloads on all platforms

When this setting is enabled, the Citrix Workspace app detection does not display the option to
Skip detection. Users must either install Citrix web extension or successfully complete detection

using Citrix Workspace Launcher.

IMPORTANT:

This setting prevents launching resources if Citrix Workspace launcher and Citrix web
extensions are not available, including on ChromeOS. For a list of supported browsers and

clients, see Citrix Workspace launcher and Citrix web extensions.

Prevent ICA downloads using PowerShell

You can use the PowerShell APl cmdlet Set-StoreConfigurations with the following

parameters.

-AllowSkipNativeAppDetection - Configures whether users have the option on the Citrix

Workspace app detection screen to Skip detection.

-PreventIcabDownloads - Configures whether all ICA file downloads are blocked, including on
platforms that do not support Citrix Workspace launcher. If -AllowSkipNativeAppDetection is

enabled then ensure -PreventIcaDownloads is disabled.

The deprecated setting -DisallowICADownload corresponds to the inverse of

-AllowSkipNativeAppDetection .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 209


https://developer-docs.citrix.com/en-us/workspace-platform/configuring-citrix-workspace-using-powershell-module/overview

Citrix® StoreFront Cloud

Manage installation prompt for Citrix web extension

If you have allowed users to access their store from a web browser, you can configure whether the
website prompts the user to install Citrix Web Extension. The prompt only appears if the website

does not detect the extension.

Store access

Choose whather snd users sne requined to sccees B stone through the Citne cleent spo of if they can slts ube & third-party System e brower Loy
Rt o] wrbr . 10 ek Thiber £5508 B rsh U Ciinn ¢l g0

®  Ablow end wsers to acoess thair store from the Citrin cliert spp or a web browser

Launch virtual spps and desktops
VT e LS B e S TS B ar i, e I vartuel Ao e ceaktons (DA rescurces only) should sgen
®  Open intha Citrix clisnt spp
The client aop must b instalied to open apps and deskioos

Cheri i & woels b
Apent e healinopa will Span in aresther tab on the ek Erowser

Lt oo st cheoss
End usans can change tha account SHINES 10 choose whather 10 008N S0P and desknops USing th clant 300 of their wab browse:

Cririx web extersion

Cheose 1 end wters should downlond the Cenx web exmensson. Thee s eri=on efir " A more s :'rmd elable clent spe Liunch esponence. with Bl spes and deskioes kest in one locacon. After
downigading the exisnon. the cl ﬁawd-reclcnnvm 5 rebonger desplayed L .
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Hr |h-rb-o:.| e-'e pervenc . #nd wepers should dowsload the Citnx app on thesr devvce b0 aocess B stone and Launch spos and deskiops. You can promes users o download the Crire apg when locally instalbed version e detected (Windovws and Mac onlyl. End
i 0 The g 10 InELAN BofTaice b dowrilond th b

B Promptend users 1o download Citnm Workspass &0
Select the wershon you want 10 pFompt wsers to downboad

®  The latest Windows o Mac version

A it diwnload wieiion

Set Citrix web extension to one of the following values:

* Prompt end users to download the Web Extension but allow access to the store if it isn't
detected (default): The website prompts the end user to install the extension. They are allowed

to use store even if they decide to install the store Web Extension later.

* Require end users to download the Citrix Web Extension and block access to the store
until it is detected: End users aren’t allowed to use store until they install the store Web

Extension.

¢ Do not prompt end users to download the Citrix Web Extension: The store doesn’t prompt

end users to install Citrix web extension.

Show or hide resources requiring App Protection

App protection provides additional security against screen capture and key logging.

When users open their store in a version of Citrix Workspace app that supports App Protection, the
app always displays resources requiring App Protection. Legacy versions of Citrix Workspace app

hide resources requiring App Protection. For supported versions, see System requirements.

When users open their store in a web browser and launch resources in Citrix Workspace app, you
can configure whether the user interface displays resources requiring App Protection. You can

choose from the following options.
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» Always show protected apps, except when using ChromeOS. New deployments of Citrix®
StoreFront Cloud use this as the default. In some cases, the store is not aware of which version
of Citrix Workspace app is installed, so may display resources when users use a legacy client
that is not capable of applying App Protection. Therefore Citrix recommends that you enable
App protection posture check to validate the client capability when starting the session. If users
can download ICA files, then they can modify the ICA file before launching the resource.

Therefore Citrix recommends that you enable App protection tampering detection.

» Only show protected apps on browsers that have Citrix web extension installed. Older
deployments of Citrix® StoreFront Cloud used this as the default. Citrix web extension provides
additional security by checking the version of Citrix Workspace app and transfers the ICA file
in-memory to prevent tampering. If the user has not installed Citrix web extension, the store

hides all resources requiring App Protection.

* Never show protected apps. With this option, the store does not display resources requiring

App Protection, preventing them from being launched.

NOTE:

» Citrix Workspace app for Chrome OS cannot apply App Protection. Therefore on

ChromeOS the store website always hides resources requiring App Protection.

» The browser HDX client cannot apply App Protection. Therefore, if users choose to open
resources in their web browser, the store website always hides resources requiring App

Protection.

Show protected apps

Choose how apps that require App Protection are shown when an end user
accesses their store from a web browser and launches apps through the
Citrix Workspace app (hybrid launch). App Protection on hybrid launches is
not supported with ChromeOS. Learn more

@ Always show protected apps, except when using ChromeOS

A Enable App Protection Posture Check and Policy Tampering Detection to ensure that App Protection is
always enforced. Learn more

(O Only show protected apps on browsers that have the Citrix web extension enabled

() Never show protected apps

Configure native app download link for end users

Administrators can prompt end users to download Citrix Workspace app if they don’t have the app

installed on their device.
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®  The latest Windows o Mac version

A specif downlosd version

Select either of the following option:

e The latest Windows or Mac version: Prompts users to download the latest version of Citrix
Workspace app on their devices. When users click the download link, they're redirected to the

respective download page.

NOTE:

For devices running Linux, when users click the download link, it opens the Citrix Download
page where the users can manually download the executable file. For ChromeOS, Android
and iOS devices, the download link redirects users to the Chrome Web Store, Play Store, and

App Store respectively.

» A specific download version: In the Download URL text field, provide the URL of the Citrix

Workspace app version you want users to download.

NOTE:

Administrators need to provide the download URL for the specific version of Citrix Workspace
app based on the operating system of the user device. If there are users who have both
Windows and Mac devices, administrators can give a common link that directs to Citrix

Workspace app download page instead of giving a URL for just one operating system.

Log in dialog

You can configure the store to display a message before or after the user logs in.
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To configure log in dialogs:

1. Log in to Citrix Cloud™ console.
2. From the Citrix Cloud menu, choose StoreFront Cloud.
3. From the Customize menu, choose Preferences.

4. Go to the Log in dialog section.

Configure a custom dialog to be displayed before log in

Create a custom dialog that is displayed before users log in. It is displayed on all clients including
web, desktop and mobile devices. You can use it to display information such as company usage
policy, or an upcoming maintenance window. Users must accept the dialog before proceeding to

the log in screen.

1. If not enabled, select the toggle labelled Before log in. If it is already enabled, click the Edit

button.

Log in dialog
Create a dialog prompt that displays to the user when logging into their store. You can display different dialogs before and after logging in.
Before log in

Include details such as company usage policy, login instructions or maintenance schedule. Disabled (P4

After log in
Include details such as an agreement or policy before accessing the store, organization information, or step-by-step guidance. Disabled

2. A configuration dialog will appear.
3. Enter the Title for the dialog.

4. Enter the Description to be displayed in the dialog. It is not possible to localize the text,

however you can append multiple different languages within the description.

5. Enter the Button text. The users must press this button to proceed.
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Dialog before log in X

Define the company usage policy that your subscribers must read and accept
before signing in and accessing resources. Learn more

Title

Enter title

Description

Enter description

Normal - B I u

Button text

Enter the text to display for the button that will allow subscribers to continue to sign in.

Accept

@

6. Select Preview to see what the dialog looks like for end users.

7. When you're finished, select Save.

For the end user experience, see End user experience - Before log in dialog.
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NOTE

If you have Citrix Gateway configured as your store identity provider, you might already have

a log in policy as part of your AAA and nFactor authentication flow. Citrix recommends that
you configure only one log in policy, either as part of your existing nFactor authentication flow

or outside the flow using the Citrix Cloud administration console.

Configure a custom dialog to be displayed after log in

You can configure a custom dialog that is displayed after users log in. It is displayed on all clients
including web, desktop, and mobile devices. You can use it to display information such as company
usage policy, or an upcoming maintenance window. Users must accept the dialog before

proceeding to their resources.

The admin can decide how often the dialog is shown on a per-device basis that is, only once, every

day, every 7 days, or every 30 days.

When the user clears caches and cookies it makes the dialog to appear again.

1. If not enabled, select the toggle labeled After log in to enable. If it is already enabled, click the
Edit button.

A configuration dialog appears.

Log in dialog
Create a dialog prompt that displays to the user when logging into their store. You can display different dialogs before and after logging in.
Before log in

Include details such as company usage policy, login instructions or maintenanoe schedule Disabled (19

After log in

Include details such as an agreement or policy before accessing the store, organization information, or step-by-step guidance. Disabled . X

2. Enter the Title for the dialog.

3. Enter the Description to be displayed in the dialog. It is not possible to localize the text.

However, you can append multiple different languages within the description.
4. Enter the Button text. The users must press this button to proceed.

5. Enter a choice for display frequency for how often each user sees the dialog.
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Dialog after log in X

Title

Enter title ‘

Description

Enter description

Normal s | B I u

0/5000

Button text

Enter the text to display for the button that will allow the user to continue to their
assigned resources.

Accept

Display frequency

@ Display only the first time the user logs in to the store

(O Repeatdisplay everyday

@D

6. Select Preview to see what the dialog looks like for end users.
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7. After the self-review, select Save.

For the end user experience, see End user experience - After log in dialog.
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Integrate services into stores

This article outlines the steps involved in adding services to Citrix® StoreFront Cloud, which is a

two-step process:

1. Configure individual services in Citrix Cloud. You can find a list of Citrix Cloud services that link

to instructions for each one in Citrix Cloud Services.

2. Enable (and disable) access to your configured services in StoreFront Cloud > Service

Integrations.

Configure services

Your purchased services are displayed in a card layout in the Citrix Cloud™ dashboard. Services

that you've purchased include a Manage button.
To configure purchased services:

1. Sign in to Citrix Cloud.
2. Select Manage in the tile of the service that you want to configure.

3. Follow the instructions for setting up that service.

For a brief description of cloud-hosted services, visit Cloud-hosted services through Citrix®

StoreFront Cloud.

If you'd like to try a new service, you can request a trial or demo. For more information on service

trials, visit Citrix Cloud Service Trials.

Enable services

Once you've configured your services, you can integrate them into Citrix® StoreFront Cloud.

Subscribing to DaaS and the Remote Browser Isolation service enables them by default. All

other new services that your organization subscribes to are disabled by default.
To enable Citrix® StoreFront Cloud integration for a service:

1. Navigate to StoreFront Cloud > Service Integrations.
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2. Select the ellipses button next to the service and then select Enable.

< Workspace Configuration
Access  Authentication  Customize  Service Integrations  Sites

Manage Service Integrations
Services can be integrated with Citrix Workspace to provide your subscribers apps and data on any device.

Content Collaboration
sharefile.com

® Enabled s s

Virtual Apps and Desktops @ Enabled e

Gateway :

Web and 5aa5s applications feed Diabled e e e
Enable

Secure Browser ® Enabled s s

Disable services

Disabling Citrix® StoreFront Cloud integration blocks end user access for that service. This doesn't
disable the store URL, but end users can't access data and applications from that service in Citrix®

StoreFront Cloud.
To disable Citrix® StoreFront Cloud integration for a service:

1. Navigate to StoreFront Cloud > Service Integrations.
2. Select the ellipses button next to the service and then select Disable.

3. When prompted, select Confirm to acknowledge that end users won't have access to data or

applications from the service.
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JAN

Subscribers will no longer have access to data and
applications from this service in Citrix Workspace

Are you sure you want to disable workspace integration for Virtual Apps and Desktops?

e
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Optimize DaaS in Citrix® StoreFront Cloud

You can improve the efficiency and availability of your DaaS apps and desktops with the following

options:
» Make your existing, on-premises virtual apps and desktops deployment available to store end
users with site aggregation.

e Optimize connectivity with Direct Workload Connection, which involves configuring network

locations in Citrix Cloud.
» Ensure service continuity during an outage for offline resilience.

» Configure single sign-on (SSO) to DaaS with Citrix Federated Authentication Service (FAS).

Site aggregation

Site aggregation allows you to add your on-premises virtual apps and desktops deployment to your

store so that end users can access these resources alongside cloud-managed resources.

For more information on site aggregation, see Aggregate on-premises virtual apps and desktops in

stores.

For more information on scalability limits, see store platform scalability limits.

Direct Workload Connection

Direct Workload Connection uses network locations to switch between internal and external routes

to the virtual machines that host your virtual apps and desktops.

With Direct Workload Connection, you allow clients inside your corporate network to switch to
direct launches of Citrix DaaS. Direct launches don't require the HDX connections between clients
and VDAs to be proxied through a gateway. Direct Workload Connection requires at least one

internal network location.

For more information, visit Optimize connectivity with Direct Workload Connection.
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Service continuity

Service continuity ensures that end users maintain access to critical apps and desktops through

Citrix Workspace app if there's a Citrix Cloud™ outage.

Service continuity stores connection leases on client disks that have Citrix Workspace app
installed. Connection leases are refreshed periodically when clients access the store. Clients can
then launch Citrix DaasS that they could access before the outage. For more information, visit

Service continuity.

Citrix Federated Authentication Service (FAS)

Citrix® StoreFront Cloud supports using Citrix Federated Authentication Service (FAS) for single
sign-on (SSO) to Citrix DaaS. FAS allows end users using a federated identity provider, such as
Microsoft Entra ID or Okta, to enter their credentials only once when they sign in to their stores.
Without FAS, end users using a federated identity provider are prompted to enter their credentials

more than once to access their virtual apps and desktops.
Using FAS with store has the following requirements:
» A FAS server configured as described in the Requirements section of the FAS product

documentation.

» A connection between your FAS server and Citrix Cloud, created through the Connect to Citrix

Cloud option in the FAS installer.

» A connection between your on-premises Active Directory domain and Citrix Cloud, with FAS

enabled in StoreFront Cloud.

For information about implementing FAS, see Enable single sign-on for stores with Citrix Federated

Authentication Service.

Resource filtering

Citrix® StoreFront Cloud passes information on the store used to DaaS, which you can use to filter

resources. For more information, see Resource filtering using delivery group access policies

Aggregate on-premise Citrix Virtual Apps and Desktops™ sites

You can add your on-premise Citrix Virtual Apps and Desktops site to Citrix® StoreFront Cloud to
make your existing apps and desktops available to end users. After adding your site, users can

access all their virtual apps and desktops alongside other resources, when they sign in to their
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store. This process is known as on-premise site aggregation. For external connectivity to VDAS,

you can use your own Citrix Gateway or use the Citrix Gateway service.

IMPORTANT:

Citrix® only recommends on-premise site aggregation for small deployments where there is

no need for Service continuity. For more information, see limitations. As an alternative,

consider migrating the sites to Citrix DaaS™, or deploy StoreFront™,

. J

This article covers only on-premise sites. For information on aggregating multiple DaaS sites, refer

to Multi-site management and end-user resource aggregation.

Limitations

Service continuity and Local Host cache are not available for on-prem sites aggregated by Citrix®
StoreFront Cloud.

The following scalability limits apply:

SLI METRIC SLO THRESHOLD LIMIT

Concurrent end users for all aggregated on- 500
prem Citrix Virtual Apps and Desktops sites

Number of on-prem Citrix virtual apps and 4
desktops sites

Above 4 sites, users might experience slow response times.

Prerequisites

Citrix Virtual Apps and Desktops

For minimum supported versions of Citrix Virtual Apps and Desktops, see System requirements.

If using an authentication method other than Active Directory username and password, or Active

Directory username and password with token, enable XML trust.
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Federated Authentication Service

If you require Federated Authentication Service (FAS) for single sign-on to VDASs then you must
connect your FAS servers to Citrix Cloud™. For more information, see Enable single sign-on for

stores with Citrix Federated Authentication Service.

Cloud Connectors

Cloud Connectors allow Citrix Cloud to locate and communicate with your site. For minimal
interruption, Citrix recommends installing Cloud Connectors before adding your site to Citrix®
StoreFront Cloud.

For high availability, Citrix recommends at least two (2) servers on which to install Citrix Cloud
Connector™ software. These servers must:
» Meet the system requirements described in Cloud Connector Technical Details.

» Be joined to your site domain. If users access your site's applications in multiple domains,

install at least two Cloud Connectors in each domain.

e Connect to a network that can contact your site.

For more information about installing Cloud Connectors, see Cloud Connector Installation.

Web proxy configuration

If you have a web proxy in your environment, check that the Cloud Connectors can validate
connectivity to the XML Service in your site. Add each XML server within the site to the bypass
proxy list on each Cloud Connector. Don't use wildcards or IP addresses because the Cloud

Connector supports handling FQDNs only.
1. Add the XML servers to the bypass proxy list:

a. On the Cloud Connector, select Start and then type Internet Options.
b. Select the Connections tab and then select LAN Settings.

c. Under Proxy server, select Advanced.

d. Under Exceptions, add the FQDN of each XML server in your site using lowercase letters.

If these entries use mixed-case or uppercase letters, site aggregation might fail. For more

information, see CTX272160 in the Citrix Support Knowledge Center.

2. Import the list so that the Cloud Connector services can consume them. At the command

prompt, type netsh winhttp import proxy source=ie .
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3. From the Services console, restart all Citrix Cloud services on each machine hosting the Cloud

Connector or restart each machine.

Active Directory

If you have separate user and resource forests in Active Directory, you must have Cloud
Connectors installed in each forest before you add your on-premises site. Citrix Cloud detects
these forests during the site discovery process through the Cloud Connectors. You can then use

the forests' users and resources to create stores for your users.
Limitations:

When adding your site, you can't use separate user and resource forests when you define the
resource location. Because Cloud Connectors don't participate in any cross-forest trusts that might
be established, Citrix Cloud can't discover your site through the Cloud Connectors in these forests.
You can use these forests when you define a secondary resource location that provides a different
connectivity option for your users. For more information, see Add IP ranges for different

connectivity options.

Untrusted forests aren't supported for site aggregation. Although Citrix Cloud and Citrix®
StoreFront Cloud support users from untrusted forests, these users can't use cloud stores after an
on-premises site is added through site aggregation. Only users located in the forests that the site
trusts can sign in and use the store. If users from an untrusted forest try to sign in to the store, they

receive the error message, "Your logon has expired. Please log on again to continue."

Internal and external connectivity to store resources

During the process of adding your site to Citrix® StoreFront Cloud, you can specify if you want to
provide internal or external access to the resources available to users. If you intend to allow only
internal users to access your site cloud stores, users must be on the same network as the site to

access applications.
If you intend to allow external users to access these resources, you have the following options:

» Use your existing Citrix Gateway to handle the traffic between your on-premises site and Citrix
Cloud. Your Citrix Gateway must be configured to use Cloud Connectors as the Secure Ticket
Authority (STA) servers before you add your Site to Citrix® StoreFront Cloud. For instructions,
see CTX232640.

» Use the Citrix Gateway service to allow Citrix to handle the traffic between your site and Citrix

Cloud for you. You can activate a service trial and configure the service when you add your
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site. If you've already signed up for the Citrix Gateway service, Citrix Cloud detects your

subscription when you select this option.

NOTE:

For Citrix Cloud to detect your Citrix Gateway service subscription, you must use the same
OrglD you used when you signed up for the Citrix Gateway service. For more information
about OrglDs in Citrix Cloud, see What is an OrgID?

Credentials and ports for site discovery

During the process of adding your site to Citrix® StoreFront Cloud, Citrix Cloud discovers your site
and checks that the Controller you specify is available. Before you add your on-premises site,
check that you have Citrix administrator credentials with a minimum of Read Only permissions.
During the site discovery process, Citrix Cloud prompts you to supply these credentials. Citrix

Cloud doesn't store these credentials or use them to change to your site.

Add site

When you add your on-premises site to Citrix® StoreFront Cloud, the Add Site wizard guides you
through the following steps:

1. Discover your site and select the resource location you want to use.

2. Detect the Active Directory domains in which your Cloud Connectors are installed.

3. Specify the connectivity that you want to use between Citrix Cloud and your site.

Step 1: Discover site
In this step, you provide the information that Citrix Cloud needs to locate your site and select your
resource location. The resource location specifies the domain and connectivity option for all users
who access your site. If you need to install Cloud Connectors in your site's domain, you can do so
now. If you already have Cloud Connectors installed, you can select them when prompted.
1. From the Citrix Cloud menu, navigate to StoreFront Cloud > Sites > Add Site.
2. Select the type of on-premises site you want to add and continue.
Citrix Cloud attempts to discover any resource locations and Cloud Connectors in your domain
and displays a list for you to select from.

3. Perform one of the following actions:
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* If you have no Cloud Connectors installed in your site's domain, select Install Connector.
Citrix Cloud prompts you to download the Cloud Connector software and complete the

installation wizard.

« If you have Cloud Connectors installed, Citrix Cloud displays the connectors in the domains
in which they were detected. Select the resource location that you want to add to Citrix®

StoreFront Cloud. This resource location becomes the default resource location.
« If you have Cloud Connectors installed, but they aren't displayed, select Detect.
4. Select the resource location and Cloud Connector pair that you want to use to discover your
site.

5. In Enter Server Address, add the IP address or FQDN of a Controller in the site, and select

Discover

6. If prompted, enter the Citrix Administrator credentials for the site.
Citrix Cloud tests connectivity to verify that your site is reachable. Discovery might take a few
minutes to complete, depending on the type and size of the site.

7. If a success message appears indicating that the site has been successfully discovered, select

Continue.

Step 2: Verify Active Directory Connection
In Verify Active Directory Connection, Citrix Cloud displays the domains used with your site and

whether there are Cloud Connectors installed in those domains.

If there are no Cloud Connectors in a domain, users in that domain can't use cloud stores to
access the applications published there. If you only have one Cloud Connector in your domain, you
have two options:
» Install more Cloud Connectors by selecting Install Connector.
» Continue without installing more Cloud Connectors by selecting | understand that high
availability requires having two connectors installed in each domain.

If you have local users assigned to applications in your site, select Download user list (.csv).

After verifying your Active Directory connection, select Continue.

Step 3: Configure connectivity

In this step, you specify whether you want to allow external or internal-only user access to your site

through cloud stores. Internal connectivity requires your users to be on the same network as your
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site and VDAs that host your published resources. For external connectivity, you can use your

existing on-premises Citrix Gateway or you can use the cloud-hosted Citrix Gateway service.
Select one of the following options in Select connectivity type > Configure Connectivity:

» Add Existing Gateway: Select this option to use your existing Citrix Gateway to provide

external access.

» Citrix Gateway service: Select this option to activate a service trial or to use your existing

subscription with your site.

+ Internal Only: Select this option if no other configuration is needed.
If Add Existing Gateway is selected, perform the following actions:

1. Select Edit and enter the public URL of the Citrix Gateway.

2. Verify that Citrix Gateway is configured to use your Cloud Connectors as the STA servers,
described in CTX232640.

3. Select Test STA and then, when the test is successful, Continue. If the test isn't successful,
refer to CTX232517 for troubleshooting.

If Citrix Gateway service is selected, but the service isn't enabled for your Citrix Cloud account as
a service trial or as a purchase, you can select Start a 60-day trial. Citrix Cloud enables the
service as a trial for you. If the service was enabled at an earlier time, Citrix Cloud detects the

service and displays any remaining trial days.

After completing the preceding tasks, select Continue.

Step 4: Confirm site aggregation

In this step, you confirm site aggregation, which involves reviewing the XML port, XML servers,

Active Directory domains, and the connectivity type you chose earlier.

Citrix Cloud displays up to five XML servers it can connect to. If you have more than one XML
server in your site but only one is shown, Citrix Cloud displays an alert. To troubleshoot this issue,
refer to CTX232516.

1. In Confirm Site Aggregation, review the XML port, XML servers, Active Directory domains,
and the connectivity type you chose earlier.
2. Select Save and Finish. The Sites page displays your newly added site.

If you want to specify different XML servers, you can then edit your site to change these values

after you select Save and Finish.
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Step 5: Manage service integrations

After adding your first site, you must enable the Service Integration for Virtual Apps and Desktops
on-premises sites, which is disabled by default. Users can't see resources from the site until you

enable it.
1. Navigate to StoreFront Cloud > Service Integrations > Virtual Apps and Desktops On-
Premises Sites and select the ellipsis to open the site actions menu.

2. Enable the service integration so that end users can sign in to their stores and see resources

from the site.

Change your site configuration

Rediscover your site

If you add Delivery Controllers to your site or change XML ports, you can verify that your site is still

reachable by Citrix® StoreFront Cloud with a rediscovery process.

1. Navigate to StoreFront Cloud > Sites, select the ellipsis for the site you want to update, and

then select Edit Site.

2. In Server Address, type the IP address or FQDN of a Delivery Controller in your site and

select Rediscover.

Add or modify XML servers

When you add a site to Citrix® StoreFront Cloud, Citrix Cloud automatically detects XML servers in
your site and displays up to five XML servers in your configuration. You can add and remove XML

servers as needed from your site configuration up to the display limit of five XML servers.

To add an XML server

1. Navigate to StoreFront Cloud > Sites, select the ellipsis for the site you want to update and

select Edit Site.
2. In the XML Servers section, enter the XML server port and select Use SSL if needed.

3. Select a connectivity method:

» Load balanced: This option allows Citrix Cloud to pick a random XML server from the list.

» Failover: This option allows Citrix Cloud to use the listed XML servers in the order that they
appear in the list. Only the first XML service in the list is used for launch unless it becomes
unavailable, then the second server is used. You can reorder the list by dragging and

dropping each server.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 229



Citrix® StoreFront Cloud

4. Select Save Changes.

If you experience an error when adding an XML server, refer to CTX232516 for troubleshooting

steps.

Add IP ranges for different connectivity options

If you have VDASs or session hosts in different subnets, you can specify IP ranges with a different
connectivity type for each one. Each IP range can also have a different resource location
associated with it. For example, you might have one IP range for machines in the EU where users
connect internally, one IP range for machines in the EU where users connect through your Citrix
Gateway, and one IP range for machines in the US where users connect through the Citrix

Gateway setrvice.

1. Navigate to StoreFront Cloud > Sites, select the ellipsis button for the site you want to update,
and select Edit Site.

2. In the Connectivity section, select Add an IP range with a different connectivity option and
enter an IP range in CIDR format.

To create a resource location for your IP range:

1. Select Add a new Resource Location and enter a user-friendly name.
2. In Select your connectivity, select whether you want to provide internal-only access or allow
external access using your Citrix Gateway or the Citrix Gateway service.

To assign an existing resource location to the IP range:

1. Choose Select an existing resource location
2. Select the resource location you want to use.

3. If you choose a resource location with only one Cloud Connector installed, select | understand

that high availability requires having two connectors are installed in a resource location.

4. Select Add.

Add more Active Directory domains

If you install Cloud Connectors in more domains with Active Directory users in your site, you can

check they're added to your site configuration in Citrix® StoreFront Cloud.

1. Navigate to StoreFront Cloud > Sites, select the ellipsis for the site you want to update, and
then select Edit Site.

2. Under Active Directory, select Refresh.
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Disable Sites

If you no longer want to make your on-premises site available to users in Citrix® StoreFront Cloud,
you can disable it. You can disable an individual on-premises site or all on-premises sites you've
added to Citrix® StoreFront Cloud.

When sites are disabled, users can't access the on-premises applications in those sites through
Citrix® StoreFront Cloud. However, the configuration for those sites is preserved. If you re-enable
a site later on, the site's default resource location, domain, XML server, and connectivity settings

are kept.

Disable an on-premises site

1. Navigate to StoreFront Cloud > Sites, select the ellipsis for the site you want to disable and

then select Disable.

2. A confirmation message appears. Select Disable again.

Disable all on-premises sites

To disable all sites on the Sites page, disable the Citrix Virtual Apps and Desktops service

integration. For instructions, see Disable services.

To re-enable an individual on-premises site or to add another site later on, you must first re-enable

the store service integration for all sites on the Service Integrations page.

Delete a site from Citrix® StoreFront Cloud

If you no longer want your on-premises site configuration in Citrix® StoreFront Cloud, you can
delete the site. When you delete a site, only the configuration for the site in Citrix® StoreFront

Cloud is removed. Citrix Cloud doesn't change your site.

To delete a site, navigate to StoreFront Cloud > Sites, select the ellipsis for the site you want to

remove, and then select Delete.

Service continuity

Service continuity allows users to connect to their DaaS apps and desktops when they are unable
to connect to Citrix® StoreFront Cloud or DaaS, for example, due to an outage or a network

connectivity problem.

Service continuity works by securely caching connection leases (long-lived authorization tokens)

on the local device. The first time a user signs in to their store, it saves connection lease files to the
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user profile for each resource published to the user. Connection lease files are signed and
encrypted and are associated with the user and the user's device. By default, the connection lease
allows users to access apps and desktops for seven days but you can change this to up to 30

days.

When users exit Citrix Workspace app, Citrix Workspace app closes but the connection leases are
retained. You can configure service continuity to delete or retain connection leases when users
explicitly logs out of their store by clicking the Log out button. By default, connection leases are

deleted from user devices when users log out by clicking the Log out button.

Service continuity is supported for double hop scenarios when Citrix Workspace app is installed on

a virtual desktop.

For an in-depth technical article about Citrix Cloud resiliency features, including service continuity,

see Citrix Cloud Resiliency.

NOTE:

The deprecated Citrix DaaS™ feature called "connection leasing" resembles connection
leases in that it improved connection resiliency during outages. Otherwise, that deprecated

feature is unrelated to service continuity.

User device setup
To access resources using Service Continuity during an outage, a user must have previously
signed in to the store using Citrix Workspace app or their web browser with Citrix web extension.

To use Citrix Workspace app, users must perform the following steps on their devices:

1. Download and install a supported version of Citrix Workspace app.

2. Add the store URL for your organization to Citrix Workspace app (for example, https://

example.cloud.com ).

3. Log in to the store.
When using a web browser:

1. Download and install a supported version of Citrix Workspace app.
2. Add Citrix web extensions to their browser.
3. Open the store URL in their browser.

4. Login.
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This video shows how to install and use service continuity in browser.

<iframe src="https://www.youtube.com/embed/AIGul03IF40" width="720px" height="480px"
frameborder="0" title="YouTube video player" allowfullscreen=""> </iframe>

When a user signs into a store for the first time, service continuity downloads connection leases to
the user device. Downloading connection leases might take up to 15 minutes for first-time sign-in.

Users can continue launching published resources during the download period.

User experience during an outage

When service continuity is enabled, the user experience during an outage varies depending on:

e The type of outage
» Whether the Citrix Workspace app is configured with domain pass-through authentication
» Whether session sharing is enabled for the app or desktop the user connects to
For some outages, users continue accessing their DaaS with no change to their user experience.

For other outages, user might see a change in how Workspace appears or be prompted to take

some action.

This table summarizes how service continuity helps users access apps and desktops during

different types of outages.

WHERE THE OUTAGE HOW SERVICE CONTINUITY USER EXPERIENCE DURING
OCCURS MAINTAINS USER ACCESS OUTAGE
Citrix® StoreFront Cloud Citrix Workspace app Icons for unavailable apps
enumerates apps and and desktops appear
desktops based on local dimmed. Users can still
cache on the user device. access apps and desktops

that have undimmed icons.
After clicking an undimmed
icon, users might be
prompted to reenter their
credentials at the VDA. To
regain access to all their apps
and desktops, users can try
to establish their connection
to store by clicking the
"Reconnect to store" link.
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WHERE THE OUTAGE
OCCURS

Identity provider

Citrix Cloud™ Broker Service

Secure Ticket Authority

Citrix Gateway service

Internet connection on the
LAN

HOW SERVICE CONTINUITY
MAINTAINS USER ACCESS

Citrix Workspace app
enumerates apps and
desktops based on local
cache on the user device.

For VDAs registered with
connectors, the High
Availability Service in the
Cloud Connector takes over
brokering. All VDAs that were
registered with the Cloud
Broker Service register with
the High Availability Service.
For connectorless VDASs, the
brokering of the session is
done through the Virtual
Delivery Agent (VDA).

Connection leases provide
access to virtual resources
when ICA® files can't.

Network traffic fails over to
the closest healthy Citrix
Gateway service point of
presence (POP).

Citrix Workspace app
enumerates apps and
desktops based on local
cache on the user device. If a
user has a direct network
connection to the resource
location, Citrix Workspace
app bypasses the Citrix
Gateway service when the
user clicks undimmed icons.

USER EXPERIENCE DURING
OUTAGE

Users might be unable to log
in to store. Users click the
"Use store offline" link to
access some apps and
desktops in an experience
identical to a store service
outage.

Some users might be unable
to access virtual resources
while VDAS register with the
High Availability Service.
Existing sessions aren't
affected. No user action
needed.

Sessions launches might take
a few seconds longer. No
user action needed.

Existing sessions might take
a few seconds to reconnect.
No user action needed.

Icons for unavailable apps
and desktops appear
dimmed. Users can still
access apps and desktops
that have undimmed icons.
After clicking an undimmed
icon, users might be
prompted to reenter their
credentials at the VDA. To
regain access to all their apps
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WHERE THE OUTAGE HOW SERVICE CONTINUITY USER EXPERIENCE DURING
OCCURS MAINTAINS USER ACCESS OUTAGE
Citrix Workspace app and desktops, users can try
contacts the Cloud Connector to establish their connection
over TCP 2598 and contacts to store by clicking the
VDAs over TCP 2598 or UDP "Reconnect to store" link.
2598.

Citrix® StoreFront Cloud outage

During a Citrix® StoreFront Cloud outage, users see this message at the top of the Citrix®
StoreFront Cloud home page: "Unable to connect to some of your resources. Some virtual apps
and desktop may still be available." Users see apps and desktops that they can connect to during

the outage. If the app or desktop isn't available, the icon appears dimmed.

n Unable to.connect to soms of your resources. Some virtual apps and desktops may stll be available. Brconnect to Worksoace

Good morning

Wedne=day, Movember 27, 2024

Home ApDS Deskiops

Guick access

& aen 4 , wuw
= i
MG Windows 11 550 Motepads#

Bepu DEV

To access available resources during an outage, users select a resource icon that isn't dimmed.

Launching resources

Depending on how Citrix Workspace app and VDAs are configured, during an outage the VDA
might prompt users to enter their credentials into the Windows Logon user interface. If this prompt
occurs, users enter their Active Directory (AD) credentials or smart card PIN to access the app or

desktop.
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Users can access resources without entering their AD credentials if Citrix Workspace app for
Windows is configured with domain pass-through authentication. For more information, see

Configure single sign-on using the graphical user interface.

If session sharing is enabled, users can access apps or desktops hosted on the same VDA after
they provide their credentials for one resource on that VDA. Session sharing is configured for the
application group containing the resource on the VDA. For information about configuring

application groups, see Create application groups.

In all other configurations, users are prompted to reenter their AD credentials at the VDA before

accessing resources.

Identity provider outages

During an outage in the identity provider for store authentication, users might be unable to log in to

their store through the store log in page.

When using Citrix Workspace app, after 40 seconds, this message appears at the top of the

window.
Citrix Workspace - *
@ i
Store 1
mywork «cloud.com
| @ Having trouble signing in? Use Workspace offline

© Workspace

This system contains Citrix Confidential Information. Your access and use of
Citrix Systems and technology resources is subject to Citrix policies, including
without limitation the Code of Business Conduct, the Information
Classification and Handling Policy and the Acceptable User Pelicy (AUP). Citrix
may monitor your use of systems and technology resources in accordance
with the AUP and will handle your information in a manner consistent with
the Citrix Internal Privacy Policy.

User name:

Password

If using a web browser, after 60 seconds the following pop-up appears.
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Citrix web extension X

Offline mode is available to access your
store if you have difficulty logging in.

(Use offline mc:de)

Afterward, the store home page appears. Users then access resources as they would during a

Citrix® StoreFront Cloud outage.

Exit and log out behavior
Regardless of the type of outage, users can continue to access resources if they exit and relaunch

Citrix Workspace app or browser including after restarting their devices.

In the default configuration of service continuity, users lose access to their resources if they
explicitly log out of the store. If you want users to retain access to their resources after signing out,

specify that connection leases are kept when users log out. See Configure service continuity.

Browser user experience during outages

To access available apps and desktops offline, users can click Use offline mode.

To manage the offline mode prompt, click the Citrix web extension in the browser on the user

device. The following screen appears:
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Citrix Workspace Web

Workspace App Detected
Version 24.3...

Login Timeout

Work Offline

Troubleshoot

Read More

ad Mor

Users can use the Work Offline option to manually switch to offline mode without waiting 60

seconds for the offline mode prompt.

During some outages, the warning window prompting users to work offline appears automatically
when the extension detects store-side issues. The user doesn’t need to take any action or wait

through the login timeout interval.

Service continuity readiness monitoring

After Service continuity is enabled for your site, administrators can proactively monitor the
readiness of users' devices through Service continuity monitoring dashboard, identify potential

gaps early, and take corrective actions to ensure users are prepared for service disruptions.

Requirements and limitations

Site requirements

e Supported in all editions of Citrix DaaS with Citrix® StoreFront Cloud.

» Not supported for Citrix® StoreFront Cloud with site aggregation to on-premises Virtual Apps

and Desktops.

» Not supported when on-premises Citrix Gateway is used as an ICA Proxy. (Using Citrix

Gateway Service as a store authentication method is supported.)

User device requirements

Minimum supported Citrix Workspace app versions:

» Citrix Workspace app for Windows 2106

» Citrix Workspace app for Linux 2106
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Citrix Workspace app for Mac 2106
Citrix Workspace app for Android 22.2.0
Citrix Workspace app for iOS 22.4.5

Citrix Workspace app for ChromeOS 2301

For users who access their apps and desktops using browsers:

Citrix Workspace app 2109 for Windows at a minimum. Supported with Google Chrome and

Microsoft Edge.
Citrix Workspace app for Mac version 2112 at a minimum for use with Google Chrome.

Citrix Workspace app for Windows (Store) is not supported.

If using connectorless VDASs:

Citrix Workspace app for Windows 2309 or later

Only one user per device is supported. Kiosk or "hot desk" user devices aren't supported.

Web browser requirements and limitations

When accessing a store through a web browser, users must use a browser supported by Citrix web

extensions.

If users clear cookies and other site data in their browsers during an outage, service continuity

doesn't work until they authenticate to store again.

Service continuity isn't supported in incognito or InPrivate mode.

Supported store authentication methods

Active Directory

Active Directory plus token

Microsoft Entra ID

Okta

Citrix Gateway (primary user claim must be from AD)
SAML 2.0

Conditional Authentication
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Authentication limitations

 Single sign-on with Citrix Federated Authentication Service (FAS) isn't supported. Users enter

their AD credentials into the Windows Logon user interface on the VDA.
 Single sign-on to VDA using cached Active Directory credentials isn't supported.
» Local mapped accounts aren't supported.
» VDAs can be Microsoft Entra ID joined, Microsoft Entra hybrid joined, or AD joined.

* If using Adaptive Authentication, the Adaptive Authentication or service must remain reachable

for service continuity to function.

* If using the Device Posture service, the Device Posture service must remain reachable for
service continuity to function. To maintain security, service continuity verifies the results of the
latest scan of the device's posture before launching a session. If the results of the scan are
unavailable or outdated, service continuity prevents session launch, ensuring compliance with

security policies.

» For connectorless VDAs, signing in with Windows Hello in the virtual desktop is not supported.
Only user name and password are currently supported. If users try to log in with any Windows
Hello method, they receive an error stating that they are not the brokered user, and the session

is disconnected. Associated methods include PIN, FIDO2 key, MFA, and so on.

Citrix Cloud Connector™ scale and size
e 4 vCPU or more

* 6 GB memory or more

Citrix Cloud Connector connectivity

Citrix Cloud Connector must be able to reach https://rootoftrust-ap-s.apps.cloud.com ,
https://rootoftrust-eu.apps.cloud.com ,and https://rootoftrust.apps.cloud.com .

For more information, see System and Connectivity Requirements in Citrix Cloud documentation.

Configure your firewall to allow this connection. For information about the Cloud Connector firewall,

see Cloud Connector Proxy and Firewall Configuration.

Connectivity optimization limitations

Advanced Endpoint Analysis (EPA) isn't supported.

Enlightened Data Transport (EDT) isn't supported during outages.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 240


https://docs.citrix.com/us/en/citrix-cloud/overview/requirements/internet-connectivity-requirements.html#allowed-fqdns-for-cloud-connector
https://docs.citrix.com/us/en/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/proxy-firewall-configuration.html

Citrix® StoreFront Cloud

VDA requirements and limitations

» VDAs registered with connectors: 7.15 LTSR or higher. For connectorless VDAs: 2402 or
higher.

» VDAs must be online for users to access VDA resources during an outage. Service continuity

does no protect against outages of platforms hosting the VDAs such as Azure or AWS.

» For VDAs registered with connectors, workloads supported during outages:

o

Hosted shared apps and desktops

o Random non-persistent desktops (pooled VDI desktop) with power management

o

Static non-persistent desktops

o

Static persistent desktops, including Remote PC Access

NOTE:

Assign on first use isn't support during outages. Random non-persistent desktops with

power management are unavailable by default if Cloud Connectors lose connectivity with
Citrix Cloud unless ReuseMachinesWithoutShutdownInOutage is configured for the

delivery group. Review Application and desktop support for more details.

» For connectorless VDAs using Rendezvous V2, workloads supported during outages:
o Static persistent desktops

For more information about available VDA functions during outages, see VDA management during

outages.

Local keyboard mapping requirements and limitations

The Windows Logon user interface that prompts users to reauthenticate on the VDA does not
support local keyboard language mapping. To allow users to reauthenticate during an outage if
they have local keyboard language mapping on their devices, preload the keyboard layouts these

users require.
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Editing the registry incorrectly can cause serious problems that might require you to reinstall

your operating system. Citrix can't guarantee that problems resulting from the incorrect use of
the Registry Editor can be solved. Use the Registry Editor at your own risk. Be sure to back

up the registry before you edit it.

\

Edit this registry key in the VDA image:
HKEY_USERS\ .DEFAULT\Keyboard Layout\Preload
The corresponding language pack in the virtual desktop image must be installed.

For a list of keyboard identifiers associated with keyboard languages, see Keyboard Identifiers and

Input Method Editors for Windows.

Configure resource location network connectivity for service continuity

You can configure your resource location to accept connections from inside your LAN, outside your

LAN, or both.

Configure for connections inside your LAN

1. From the Citrix Cloud menu, go to StoreFront Cloud > Access.
2. Select Configure Connectivity.

3. Select Internal Only as your connectivity type.

4. Click Save.

Configure your Citrix Cloud Connector and VDA firewalls to accept connections over Common

Gateway Protocol (CGP) TCP port 2598. This configuration is the default setting.

Configure for connections from outside your LAN

1. From the Citrix Cloud menu, go to StoreFront Cloud > Access.
2. Select Configure Connectivity.

3. Select Gateway Service as your connectivity type.

4. Click Save.
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Configure service continuity

To enable service continuity for your site:

1. From the Citrix Cloud menu, go to StoreFront Cloud > Service Continuity.

2. Set Connection leasing for the store to Enable.

Access  Authentication  Customize  Service Integrations  Sites  Service Continuity

Service Continuity

Connection Leasin
9 Enabled
Allow offl Workspac earn more

ine access to Virtual Apps and Desktops service resources through Workspace apy

Connection lease period: @

3. Set Connection lease period to the number of days a connection lease can be used to
maintain a connection. The connection lease period applies to all connection leases through
your site. The connection lease period starts the first time a user signs in to the store.
Connection leases are refreshed each time the user signs in, up to once a day. The connection

lease period can be from one day to 30 days. The default is seven days.

4. Click Save.

When you enable service continuity, it is enabled for all delivery groups in your site. To disable

service continuity for a delivery group, use the following PowerShell command:
Set-BrokerDesktopGroup -name <deliverygroup> -ResourcelLeasingEnabled $false
Replace deliverygroup with the name of the delivery group.

By default, connection leases are deleted from the user device if the user logs out of their store
during an outage. If you want connection leases to remain on user devices after users log out, use

the following PowerShell command:

Set-BrokerSite -DeleteResourcelLeasesOnLogOff $false
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NOTES:

» Connection leases can't be set to remain on user devices after users log out for users

connecting with Citrix Workspace app for Mac. Citrix Workspace app for Mac is unable to

read the value of the DeleteResourceLeaseOnLogOff property.

* It might take up to 12 hours for Workspace app clients to update after the setting is
configured.

Configure Service Continuity for connectorless workloads

Service Continuity for connectorless workloads must be configured per resource location.
1. Install VDA 2402 for Microsoft Entra ID joined VDAs.

a. Enable the CLXMTP service on the VDAS by configuring the following registry key, then
reboot the VDA:

[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\C1lxMtpService]
"C1xMtpSvcEnabled"=dword: 00000001
"C1lxMtpTimeoutInMilliSeconds"=dword: 00035000

"C1lxMtpFsmLogLevel"=dword: 00000003

For MCS provisioned VDASs, consider setting these registry keys on the master image

2. Create a Microsoft Entra ID joined catalog.

3. Create a Delivery Group.

Only dedicated desktops are supported. Assign the desktop to a user.

4. Enable Service Continuity.
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5. Enable Service Continuity for connectorless workloads on the connectorless resource location

by running the following PowerShell.

powershell

Set-ConfigZone -Name <zoneName> -EnableVdaConnectivityForResourcelLeases
$true

How service continuity works

If there's no outage, users access virtual apps and desktops using ICA files. Citrix® StoreFront
Cloud generates a unique ICA file each time a user selects a virtual app or desktop icon. Each ICA
file contains a Secure Ticket Authority (STA) ticket and a logon ticket that can be redeemed only
once to gain authorized access to virtual resources. The tickets in each ICA file expire after about
90 seconds. After the ticket in an ICA file is used or expires, the user needs another ICA file from
Citrix® StoreFront Cloud to access resources. When service continuity isn't enabled, outages can

prevent users from accessing resources if Citrix® StoreFront Cloud can't generate an ICA file.

Citrix® StoreFront Cloud generates ICA files when users launch virtual apps and desktops
regardless of whether service continuity is enabled. When service continuity is enabled, Citrix®
StoreFront Cloud also generates the unique set of files that make up a connection lease. Unlike
ICA files, connection lease files are generated when the user signs into their store, not when the
user launches the resource. When a user signs in to their store, connection lease files are
generated for every resource published to that user. Connection leases contain information that
gives the user access to virtual resources. If an outage prevents a user from signing in to their
store or accessing resources using an ICA file, the connection lease provides authorized access to

the resource.

How sessions launch during outages

When users click an icon for an app or desktop during an outage, Citrix Workspace app finds the
corresponding connection lease on the user device. Citrix Workspace app then opens a
connection. If connectivity to the resource location that hosts the app or desktop is configured to
accept connections from outside your LAN, a connection opens to Citrix Gateway Service. If you
configure connectivity to the resource location that hosts the app or desktop to accept connections

from inside your LAN only, a connection opens to the Cloud Connector.

When opening the store in a web browser, the browser uses Citrix web extension to communicate

with Citrix Workspace app using the native messaging host protocol for browser extensions.
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When the Citrix Cloud broker is online, the Cloud Connector uses the Citrix Cloud broker to resolve
which VDA is available. When the Citrix Cloud broker is offline, the secondary broker for the Cloud
Connector (also known as the High Availability service) listens for and processes connection

requests.

Users who are connected when an outage occurs can continue working uninterrupted.
Reconnections and new connections experience minimal connection delays. This functionality is

similar to Local Host Cache, but does not require an on-premises StoreFront.

When a user launches a session during an outage, this window appears indicating that connection

leases were used for the session launch:

@ Shield-FTL-VDA-NGS_WordPad — e

Starting...
I

r.s : :
(A iLess information: Cancel

Connection leases are being resolved

After the user has finished signing into the session, these properties appear in the store

Connection Center:
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@ Citrix Wo ace Connection Cente — b g
Connections Session
E'"' f'_fﬂ""e Disconnect
i @ Accourts - \\Remote Eill Soreen
: [-_Zﬁ Microsoft Outlook cannot connect to t -
Client Connection Status >
Version: 216025
Connected to server: T
as user: CITRITE i—
Encryption level: 256bit TLSv1.2 in use.
Session reliability: Enabled
SpeedScreen latency reduction:  Off
SpeedScreen: Off
Compliance mode: OPEM
Transport encryption: TLSw1.2
Cipher Suite: ECDHE-RSA-AES256-GCM-SHAIE4
Launch Mode: Connection Leasing with Gateway
{l= ==
Incoming Cutgoing
Bytes: 660819 Bytes: 46810
Frames: 1420 Frames: 1188
Bytes/Frame: 465 Bytes/Frame: 35
Frame emors: 0 Frame emors: 0
Receive: Send:
Fesc

The launch mode property provides information about the connection leases used to launch the

session.

On devices running Citrix Workspace app for Mac, Citrix Viewer displays information showing that

connection leases were used for the session launch:

@

Citrix Viewer

Version: 21.06.0.19 (2108)
Server: Mot connected
Launch Mode : Connectlon Leasing with Gateway

Connected to global-5.g.nssve.net using TLSV1.Z with cipher
Sulte ECDHE-R5A-AESZ56-GCM-5HAIBA

& view Certif
Third Party Mc

@ 2021 Citrix Systems, Inc. All Rights Reserid.

LS

cate

otices
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What makes it secure

All sensitive information in the connection lease files is encrypted with the AES-256 cipher.
Connection leases are bound to a public/private key pair uniquely associated with the specific
client device and can't be used on a different device. A built-in cryptographic mechanism enforces

use of the unique key pair on each device.

Connection leases are stored on the user device in

AppData\Local\Citrix\SelfService\ConnectionLeases.

The security architecture of service continuity is built on public-key cryptography, similarly to a
public key infrastructure (PKI), but without certificate chains and certificate authorities. Instead, all
the components establish transitive trust by relying on a new Citrix Cloud service called the root of

trust that acts like a certificate authority.

Block connection leases

If a user device is lost or stolen, or a user account is closed or compromised, you can block
connection leases. When you block connection leases associated with a user, the user can't
connect to resources. Citrix Cloud no longer generates or synchronizes connection leases for the

user.

When you block connection leases associated with a user account, you block connections to that
account on all devices associated with it. You can block connection leases for a user or for all

users in a user group.
To revoke connection leases for a single user or user group, use this PowerShell command:

Set-BrokerConnectionLeaseRevocationDate -Name username -LeaseRevocationDays

Days

Replace username with the user associated with the account you want to block from connecting.
Replace username with a user group to block connection from all accounts in the user group.

Replace Days with the number of days connections are blocked.

For example, to block connections for xd.local/userl for the next 7 days, type:

Set-BrokerConnectionlLeaseRevocationDate -Name xd.local/userl
-LeaseRevocationDays 7

To view the time period for which connection leases are revoked, use this PowerShell command:
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Get-BrokerConnectionLeaseRevocationDate -Name username
Replace username with the user or user group you want to view the time period for.

For example, to view the time period for which connection leases are revoked for xd.local/userl,

type:

Get-BrokerConnectionLeaseRevocationDate -Name xd.local/user2

This information appears:

FullName

Name : XD\user2

UPN

Sid : S-1-5-21-nnnnnn
LeaseRevocationDays 12
LeaseRevocationDateTimeInUtc 1 2020-12-17T17:34:25Z
LastUpdateDateTimeInUtc 1 2020-12-19T17:34:25Z

From this output, you can see that user xd.local/user2 has connection leases revoked for two days,
from December 17, 2020, through December 19, 2020, at 17:34:25 UTC on each day.

To allow a user account that has connection leases revoked to receive connection again, remove

the block using this PowerShell command:
Remove-BrokerConnectionlLeaseRevocationDate -Name username

Replace username with the blocked user or user group you want to receive connection. To allow

all blocked user account to receive connections, leave out the Name option.

Double hop scenarios

Service continuity can allow users to access virtual resources during outages in double hop

scenarios if they're signed in to their store before the outage occurs. In a double hop scenario, a
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physical user device connects to a virtual desktop that has Citrix Workspace app installed. The

virtual desktop then connects to another virtual resource.

In the double hop scenario, service continuity can allow users to access virtual resources during an
outage regardless of the type of virtual desktop. If the virtual desktop retains user changes, service
continuity can also provide access to virtual resources during outages that occur while the user

isn't signed in.

Service continuity treats the physical user device and the virtual device in a double hop scenario as
individual client endpoints. Each device has its own set of connection leases. When a user signs in
to a store on a physical device, connection lease files are downloaded and saved to the user
profile on the physical device. The user then accesses a virtual desktop and signs in to a store on
the virtual desktop. At this point, a different set of connection leases is downloaded and saved the
user profile on the virtual desktop. Connection lease files are associated with the device they're
downloaded to. Connection lease files can't be copied to another device and reused, even by the
same user. Thus, service continuity can't provide access to resources during outages that occur
after the session ends if the virtual desktop discards changes made during a user session. For this

type of virtual desktop, connection leases are among the changes discarded.

Here's how service continuity works in double hop scenarios with each type of supported virtual

desktop.

SERVICE CONTINUITY CAN PROVIDE
ACCESS TO VIRTUAL RESOURCES DURING
OUTAGES...

FOR DOUBLE HOPS THAT INCLUDE...

Hosted shared desktops

Random non-persistent desktops (pooled VDI

desktop)

Static non-persistent desktops

Static persistent desktops

If the outage occurs while the user is signed in
to the virtual desktop.

If the outage occurs while the user is signed in
to the virtual desktop.

If the virtual desktop hasn't restarted since the
user last logged in.

Anytime an outage occurs.

VDA management during outages

For VDASs registered with connectors, service continuity uses the Local Host Cache function within

the Citrix Cloud Connector. Local Host Cache allows connection brokering to continue on a site
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when the connection between the Cloud Delivery Controller and the Cloud Connector fails.
Because service continuity relies on Local Host Cache, it shares some limitations with Local Host

Cache.

Although service continuity uses Local Host Cache within the Cloud Connector, unlike Local

Host Cache, service continuity isn't supported with on-premises StoreFront.

Service Continuity for connectorless workloads differs from Service Continuity in that the brokering
of the session is done through the Virtual Delivery Agent (VDA) rather than Cloud Connectors. The
VDA communicates with the Citrix Cloud back end services to broker the session for the user
through either a direct connection or the Gateway Service, depending on the settings configured
for that resource location. More information regarding how resource location network connectivity
can be configured for Service Continuity can be found in Configure resource location network

connectivity for service continuity.

Power management of VDAs during outages

If Cloud Connectors lose connectivity to Citrix Cloud, Connectors are unable to receive hypervisor

credentials from Citrix Cloud. This means:

» During an outage, all machines are in the unknown power state and no power operations can
be issued. However, VMs on the host that are powered-on can be used for connection

requests.

By default, power-managed desktop VDAs in pooled delivery groups that have the
ShutdownDesktopsAfterUse property enabled are not available for new connections if Cloud
Connectors lose connectivity with Citrix Cloud. You can change this setting to allow those desktops
to be used if Cloud Connectors lose connectivity with Citrix Cloud by configuring the
ReuseMachineswithoutShutdownInOutage flag on your delivery groups. Changing the
ReuseMachineswithoutShutdownInOutage parameter to $true can result in data from previous

user sessions to be present on the VDA until it is restarted.

Power management resumes when normal operations resume after an outage.

Machine assighment and automatic enroliment

An assigned machine can be used only if the assignment occurred during normal operations. New

assignments cannot be made during an outage.
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Automatic enrollment and configuration of Remote PC Access machines isn't possible. However,

machines that were enrolled and configured during normal operation are usable.

VDA resources in different zones

Server-hosted applications and desktop users might use more sessions than their configured

session limits, if the resources are in different zones.

Unlike Local Host Cache, service continuity can launch apps and desktops from registered VDAs
in different zones, providing the resource is published in more than one zone. Citrix Workspace
app might take longer to find a healthy zone as it cycles sequentially through all the zones in the

connection lease.

Monitoring and troubleshooting

Service continuity performs two main actions:

» Download connection leases to the user device. connection leases are generated and synced

with the Citrix Workspace app.

» Launch virtual desktops and apps using connection leases.

Troubleshooting downloading connection leases

You can view connection leases at this location on the user device.
On Windows devices:

C:\Users\Username\AppData\Local\Citrix\SelfService\ConnectionLeases\Store

GUID\User GUID\leases

Username is the user name.

Store GUID is the global unique identifier of the store.

User GUID is the global unique identifier of the user.

On Mac devices:

$HOME/Library/Application Support/Citrix Receiver/CLSyncRoot

For example, open /Users/luca/Library/Application Support/Citrix Receiver/

CLSyncRoot

On Linux:;
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$HOME/ .ICAClient/cache/ConnectionLease
For example, open /home/userl/.ICAClient/cache/ConnectionLease

Connection leases are generated when the Citrix Workspace app connects to the store. View
registry key values on the user device to determine whether the Citrix Workspace app has

successfully contacted the connection lease service in Citrix Cloud.
Open regedit on the user device and view this key:
HKCU\Software\Citrix\Dazzle\Sites\store-xxxx

If these values appear in the registry key, the Citrix Workspace app contacted or attempted to
contact the connection lease service:

e JleaselLastCallHomeTime

e leaselLastSyncStatus

If the Citrix Workspace app tried unsuccessfully to contact the connection lease service,

leaselLastCallHomeTime shows an error with an invalid time stamp:
leaselLastCallHomeTime REG_SZ 1/1/0001 12:00:00 AM

If leaseLastCallHomeTime is uninitialized, the Citrix Workspace app never attempted to contact
the connection lease service. To resolve this issue, remove the account from the Citrix Workspace

app and add it again.

Citrix Workspace app error codes for connection leases

When a service continuity error occurs on the user device, an error code appears in the error

message. Common errors include:

ERROR CODE DESCRIPTION
3000 No connection lease files present
3002 Connection lease cannot be read or found
3003 No resource location found
3004 Connection details missing in the leases
3005 ICA file is empty
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ERROR CODE DESCRIPTION

3006 Connection lease expired. Log back into store.

3007 Connection lease is invalid

3008 Connection lease validation result: empty

3009 Connection lease validation result: invalid

3010 Parameter missing

3020 Connection lease validation failed

3021 No resource location found where the app is
published

3022 Connection lease validation result: deny

3023 Citrix Workspace app timed out

3024 User canceled the lease-based launch while in
progress

3025 Number of launch-retry count exceeded

3026 Negotiated resource (app or desktop) can not
be launched

Access selfservice.txt

To access the selfservice.txt file for self-service troubleshooting, perform the following steps:

1. Create a blank text file and name it enableshieldandlogging.reg .

2. Copy the following text into the file and save:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle]

"Tracing"="True"

© 1997-2026 Citrix Systems, Inc. All rights reserved. 254



Citrix® StoreFront Cloud

"AuxTracing"="True"

"DefaultTracingConfiguration"="global all -detail"

"ConnectionLeasingEnabled"="True"

[HKEY_CURRENT_USER\Software\Citrix\Dazzle]

"RemoteDebuggingPort"="8088"

3. Place your saved file into your client endpoint.

4. The selfservice.txt file is now discoverable at the following path: %LocalAppData%

\Citrix\SelfService .

Troubleshooting for browser users

In the Advanced menu of the store account settings, ensure the current method for app and
desktop launch preference is set to Use Citrix Workspace App. If this option is set to Use Web

Browser, service continuity isn't supported in the browser.

Ensure that the extension icon in the browser appears green after the browser loads the store
URL.

To download logs, click the extension icon in the browser. Then click Download Logs.

Enable single sign-on with Citrix Federated Authentication
Service

Citrix Federated Authentication Service (FAS) enables single sign-on (SSO) to resources hosted
on Active Directory joined VDAS. This ensures that once users have logged on to their store, they

can launch virtual apps and desktops without being prompted to re-enter their credentials.

FAS is typically adopted if you're using one of the following identity providers for authentication:

Microsoft Entra ID

e Okta

SAML 2.0

* Citrix Gateway
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» Google Cloud Identity

FAS isn't needed for SSO to resources if you're using Active Directory (AD), AD plus Token, or
specific configurations of Citrix Gateway. For more information on configuring Citrix Gateway, visit

Create an OAuth IdP palicy on the on-premises Citrix Gateway.

For single sign-on to Entra joined VDAS, instead see Entra ID SSO to VDAs.

FAS servers

Within each resource location, you can connect multiple FAS servers to Citrix Cloud™ for load

balancing and failover purposes.
Citrix Cloud supports using FAS servers in the following scenarios.

In both scenarios, end users signing in to their stores through a federated identity provider enter

their credentials only once to access apps and desktops.

FAS servers connected with a single resource location

If your resource locations contain varied infrastructure (for example, different resource locations
contain different AD forests), deploy FAS servers to the resource location where your VDAS are.

SSO is active only in resource locations where one or more FAS servers are connected.

FAS servers connected with multiple resource locations

If you have network connectivity between your resource locations and they contain similar
infrastructure, you can connect your FAS servers with multiple resource locations. SSO is active for
store end users who connect to apps and desktops in those resource locations. In this scenario,

there's no need to connect separate FAS servers to each resource location.

When end users launch a virtual app or desktop, Citrix Cloud selects a FAS server in the same
resource location as the app or desktop that is being launched. Citrix Cloud contacts the selected
FAS server to obtain a ticket that grants access to a user certificate stored on the FAS server. To

authenticate the end user, the VDA connects to the FAS server and presents the ticket.

You can use the same FAS server for both on-premises and Citrix Cloud with proper rule

configuration.
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i ~ certificate ﬂcemfcate.FSPrepare

Resource Location

Failover priority for multiple resource locations

When using FAS servers with multiple resource locations, FAS servers in one resource location
can provide failover to FAS servers in other resource locations. When you add FAS servers to
other resource locations, you designate each server as primary or secondary. When end users
launch a virtual app or desktop, Citrix Cloud uses this designation in the following manner to select

a FAS server:

e FAS servers that are designated as primary in the given resource location are considered first.

« If no primary servers are available, FAS servers that are designated as secondary are

considered.

« If no secondary servers are available, the launch continues but single sign-on doesn't occur.

Video overview

For an overview of the Federated Authentication Service for Citrix® StoreFront Cloud, view this

Tech Insight video:
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Citrix Tech Insight

Citrix Workspace

with
Federated Authentication Service

Requirements

Connectivity requirements

Use the FAS administration console to connect a FAS server to Citrix Cloud. You can use this
console to configure a local or remote FAS server. To enable SSO for stores with FAS, the FAS
administration console and FAS service access the following addresses using the console user's

account and Network Service account, respectively.
* FAS administration console, using the console user's account:

o  *.,cloud.com
o *,citrixworkspacesapi.net

o Addresses required by a third party identity provider, if one is used in your environment
e FAS service, using the Network Service account:

o *,citrixworkspacesapi.net
o https://*.citrixnetworkapi.net/
If your environment includes proxy servers, configure the user proxy with the addresses for the

FAS administration console. Also, ensure that the address for the Network Service Account is

configured as appropriate for your environment.
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FAS system requirements

You must deploy Federated Authentication Service 2003 (Version 10.1) or later in each of the
resource locations where you wish to enable single sign-on. Complete system requirements for the

FAS server are described in the System Requirements section of the FAS product documentation.

Citrix DaaS™

You must have Citrix DaaS provisioned and enabled in Service integrations.

Cloud Connectors
Citrix Cloud Connectors enable communication between your resource location (where the VDAs
are) and Citrix Cloud. Deploy at least two Cloud Connectors to ensure high availability. The servers
on which you install the Cloud Connector software must meet the following requirements:

e System requirements as described in Cloud Connector Technical Details

» No other Citrix components are installed, the server isn't an Active Directory domain controller,

and isn't a machine critical to your resource location infrastructure.

 Joined to the domain where your VDAs are.
For more information about deploying Cloud Connectors, refer to the following articles:

» Cloud Connector Proxy and Firewall Configuration

e Cloud Connector Installation

Setup overview

1. If you're deploying new FAS servers, review the Requirements and follow the instructions in

Install and configure FAS in this article.

2. Connect your FAS server to Citrix Cloud as described in Connect a FAS server to Citrix Cloud

in this article. Completing this task connects your FAS server to a single resource location.

3. If you plan to connect your FAS server to multiple resource locations, follow the instructions in

Add a FAS server to multiple resource locations in this article.

Install and configure FAS

Follow the FAS installation and configuration process described in the FAS product documentation.

The configuration steps for StoreFront and the Delivery Controller aren't required.
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You can also download the Federated Authentication Service installer from the Citrix Cloud

console:

1. From the Citrix Cloud menu, select Resource Locations.

2. Select the FAS Servers tile and then click Download.

Connect FAS servers to Citrix Cloud
Use the FAS administration console to connect your FAS server to Citrix Cloud as described in

Install and configure in the FAS product documentation.

After you complete the Connect to Citrix Cloud configuration step, Citrix Cloud registers the FAS

server and displays it on the Resource Locations page in your Citrix Cloud account.

« Resource Locations
+ Resource Location & Refresh All
Acme Worldwide -East  ® Monday 2:00 AM-(UTC-05:00) Eastern Time (US & Canada) “ee
+ -+ + + 1
Cloud Connectors Connector Appliances Gateway Gateway Connectors FAS Servers

If you already have the Resource Locations page loaded in your browser, refresh the page to

display the registered FAS server.

Support for Cloud notifications
FAS now supports Cloud notifications. With the new Cloud notifications for FAS servers, you
receive notifications in the following instances:

* AFAS server is down or unavailable.

» A FAS server's Registry Authority (RA) certificate has expired or is about to expire.

e A new version of FAS is available to download.
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Raising notifications

A periodic check for new notifications is done and raised in the Citrix Cloud management console.
The notifications appear under the bell icon on the upper right corner of the Citrix Cloud
management console. Select View All on the notification icon to view all the notifications. For more

information, see Notifications.

FAS Server RA certificate

expired. f' \
. 3

e Car

New FAS Server version is
available.

=4
Notifications
( ViewAl )

FacServer

FAS Server unavailable.

View all notufications

Once a notification is raised, it will be raised again periodically only if the issue is not

resolved.

All notifications contain the FQDN of the impacted FAS server. The RA certificate expiry notification

is displayed only for the FAS servers with version 10.10.0.14 and later.

Add a FAS server to multiple resource locations
1. From the Citrix Cloud menu, select Resource Locations and then select the FAS Servers tab.

2. Locate the FAS server you want to manage, click the ellipsis (...) at the right side of the entry,

and then select Manage Server.
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« Resource Locations

Overview  FAS Servers

+ FASServer | C Refresh

My Resource Location Ev3

A To maintain high availability, we recommend installing at least two FAS servers per resource location

L]

Run Health Check

Manage server

Remove FAS Server

L I G — Primary

3. Select Add to a resource location and then select the resource locations that you want.

Manage FAS Server X
Add or remove the FAS server in an existing resource location or change the FAS server's failover ranking.
Connected resource locations:
My Resource Location Primary v X
Secondary A X

Resource Location 3

<+ Add to aresource location

4. Select Primary or Secondary for the FAS server's failover priority in each selected resource

location.

5. Select Save Changes.

To view the added FAS server, select Resource Locations from the Citrix Cloud menu and then
select the FAS Servers tab. A list of all FAS servers for all connected resource locations appears.

To display FAS servers for a specific resource location, select the resource location from the drop-

down list.
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Change a FAS server's failover priority

1. From the Resource Locations page, select the FAS Servers tile for the resource location you

want to manage.
2. Select the FAS Servers tab.

3. Locate the FAS server you want to manage, click the ellipsis at the right side of the entry, and

then select Manage server.

4. Locate the resource location with the priority you want to change and select the new priority

from the drop-down list.

Manage FAS Server X

Add or remove the FAS server in an existing resource location or change the FAS server's failover ranking.

Connected resource locations:

My Resource Location Primary W X

Resource Location 3 Secondary W X

< Add to aresource location

Cancel

5. Select Save Changes.

Enable federated authentication for stores
1. From the Citrix Cloud menu, select StoreFront Cloud and then select Authentication.

2. Click Enable FAS. This change might take up to five minutes to be applied to end user

sessions.
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« Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace Authentication

Select how subscribers will authenticate to sign in 1o their workspace,

Active Directory

Active Directory + Token
. Azure Active Directory

Okta

Citrix Gateway

Configure Authentication with the Federated Authentication Service

O FAS is disabled Enable FAS

Afterward, the Federated Authentication Service is active for all virtual app and desktop launches
from Citrix® StoreFront Cloud.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 264



Citrix® StoreFront Cloud

< Workspace Configuration

Access  Authentication Customize  Service Integrations — Sites

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.

Active Directory

Active Directory + Token
. Azure Active Directory

Okta

Citrix Gateway

Configure Authentication with the Federated Authentication Service

@ FASisenabled | Disable FAS

When end users sign in to their store and launch a virtual app or desktop in the same resource

location as the FAS server, the app or desktop starts without prompting for credentials.

NOTE:

If all FAS servers in a resource location are down or in maintenance mode, application
launches succeed, but single sign-on isn't active. End users are prompted for their AD

credentials to access each application or desktop.

Remove a FAS server

To remove a FAS server from a single resource location:

1. From the Resource Locations page, select the FAS Servers tile for the resource location you
want to manage.

2. Select the FAS Servers tab.
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3. Locate the FAS server you want to manage, click the ellipsis at the right side of the entry, and
then select Manage server.

4. Locate the resource location you want to remove and then click the X icon.

Manage FAS Server X

Add or remove the FAS server in an existing resource location or change the FAS server's failover ranking.

Connected resource locations:
My Resource Location Primary v X
Resource Location 3 Secondary v X

+ Add to a resource location

To remove a FAS server from all connected resource locations:

1. From the Citrix Cloud menu, select Resource Locations.
2. Locate the resource location you want to manage and then select the FAS Servers tile.

3. Locate the FAS server you want to remove, click the ellipsis at the right side of the entry, and

then select Remove FAS Server.

« Resource Locations

Overview FAS Servers

+ FASServer | C Refresh

My Resource Location ~

A To maintain high availability, we recommend installing at least two FAS servers per resource location

T R ——— Primary El

Run Health Check

Manage server

Remove FAS Server

4. On the FAS administration console (on your on-premises FAS server), in Connect to Citrix

Cloud, select Disconnect. Alternatively, you can uninstall FAS.
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Initial setup | Rules | Advanced | Connect to snother server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Configure manually

The required templates are deployed in Active Directory

\/ Set up a certificate authority Configure manually Publish
The authorization templates are published on: ca-1.citrixtest.net\citnctest-CA-1-CA

Click “publish™ to publish the templates on another certificate authority

Authorize this service Read documentation [T Tetyris

An authorization certificate is configured

De-authorze this service

Create a rule Riead documentation
You have a rule configured: Default

Connect to Citrix Cloud Connect

Connected to customer: dandavxac -

Status: Connected to Citrix Cloud and available for use

Citrix Cloud is configured to use the rule:  Default - Change

Troubleshooting

If the FAS server isn't available, a warning message appears on the FAS Servers page.

@ .acme.net e

Last known server status: Unavailable

Please check your FAS server for more information and the latest availability status.

To diagnose the problem, open the FAS administration console on your on-premises FAS server
and inspect the status. For example, the FAS server isn't present in the FAS server GPO:
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Initial SE“.IP |RI..I|ES |Ad'u"al'n:ed | Connect to anather server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Configure manually Deploy
The required templates are deployed in Active Directary

\/ Set up a certificate authority Configure manually Publish

The authorization templates are published on: ca-1.citrixtest. net\citrictest-CA-1-CA

Click “publish® to publish the templates on another certificate authority

J Authorize this service Read documentation Re-authorize

An authorization certificate is configured

De-authanze this service

/ Create a rule Read documentation
You have a rule configured: Default

A Connect to Citrix Cloud Connect
Connected to customer: dandavieae - Disconnect

Status: Connected to the cloud but NOT available for use

The cloud is configured to use the rule:  Default - Use a different rule

I Active Directory & not configured with a GPO for this sennce I

If the FAS administration console indicates that the server is operating properly, but there are still

VDA logon problems, consult the FAS Troubleshooting Guide.

More information

Configuring Single sign-on to Workspace app

Resource filtering
In Studio you can create resource filters to conditionally hide certain resources based on
SmartAccess tags. You can apply resource filters to:

e All resources in a delivery group.

« All resources of a type (app or desktop).

« All resources with a specific tag.

Citrix® StoreFront Cloud generates the following SmartAccess tags that you can include in your

filter rules:
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FILTER VALUE DESCRIPTION

Citrix.store.UsingDomain example.cloud.com Allows filtering of delivery
group resources by store
URL. The value is the fully
qualified domain name of the
cloud.com store URL,
even when users access
store using a custom domain.

Citrix-Via-Workspace True Indicates that the end user is
using Citrix® StoreFront
Cloud, rather than an on-
premises StoreFront™
deployment.

These can be used in conjunction with SmartAccess tags from other services such as the user's

network location.

The Delivery Controller™ applies delivery group access policies first, followed by other resource
filters. Each filter can remove further resources and cannot reinstate resources that were removed

by a previous filter.

Apply filters to a delivery group

To apply a resource filter to a Delivery Group, edit the delivery group's Access policy to either
modify the existing rules or add additional rules. For more information, see Manage delivery

groups.

NOTE:

If Adaptive Access is enabled then DaasS treats requests from Citrix® StoreFront Cloud as

being through Citrix Gateway so you must specify the behavior as Via Access Gateway. If

Adaptive Access is disabled then you specify the behavior as Not Via Access Gateway.
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Add Policy

Add inclusion and exclusion criteria to filter user connections based on the Smart Access filter and value.

Policy name: Policy state:

Allow access via Main URL @

Specify the behavior of the include filter:

() Filtered (default)
@ Via Access Gateway

() Not Via Access Gateway

ﬂ Include connections that meet the criteria:

() Matchall (@ Matchany
Filter: Value:
Citrix.Workspace.UsingDomain acmemain.cloud.com If_;I

~+ Add criteria

D Exclude connections that meet the criteria;

Mo criteria added
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Edit Delivery Group >
MCSMultiURLMain

Users Access Policy

Desktops You can restrict access for users through Smart Access policy expressions that filter user connections
made through Citrix Gateway. For example, you can restrict machine access to a subset of users and

Application Prelaunch specify allowed user devices.

o ) Policy | Status

Application Lingering

Citrix Gateway connections Default Enabled &
User Settings Non-Citrix Gateway connections Default Enabled &
StoreFront Allow access via Main URL Enabled & E’
App Protection
Scopes
Access Policy
Restart Schedule
License Assignment

Add

Apply filters to all resources of a type

To display only resources of a specific type:

1. Add a resource filter with resource type set to App or Desktop.

2. Enter the SmartAccess filter conditions.

For example, to hide all apps from external users
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Add resource filter rule

Name Enable

Hide apps from external connections

Description (Optional)

Resource type

Select the type of resource this rule applies to.
'@' Application
") Desktap

") Both

Tag (optional)

Apply this rule only to resources (applications or desktops) that have the selected tag. Learn more

‘ Select a tag 7

Smart access filter

Define criteria to filter the resources based on connection's context (such as network location and store). Learn how
to add smart access filter

Include connections that meet the criteria:

@® Match all () Match any
Filter: Value:
Workspace LOCATION_INTERNAL @

+ Add criteria

| | Exclude connections that meet the criteria:

-

Mo criteria added

Apply filters to resources with a tag

If you wish to hide a subset of the apps or desktops within a delivery group, you can do this using

Tags.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 272


https://docs.citrix.com/us/en/citrix-daas/manage-deployment/tags.html

Citrix® StoreFront Cloud

NOTE:

You must tag all of the resources you wish to hide. There is no option to use tags to indicate

the resources that you wish to show (i.e. to hide all resources that do not have a specific tag).
If you wish to hide newly created resources by default consider using auto tags to
automatically tag resources.

1. Apply a Tag to the apps and desktops you wish to hide.
2. Create a resource filter applying to that tag.

3. Enter the SmartAccess filter conditions.

For example, to hide certain apps except from one specific URL:
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Add resource filter rule

Name Enable
Hide special apps except from special URL

Description (Optional)

Resource type

Select the type of resource this rule applies to.
@ Application

() Desktop

() Both

Tag (optional)

Apply this rule only to resources (applications or desktops) that have the selected tag. Learn more

| Special apps x

View resources with selected tag

Smart access filter

Define criteria to filter the resources based on connection's context (such as network location and store). Learn how to
add smart access filter

Include connections that meet the criteria:

(@ Match all () Match any
Filter: Value:
Citrix.Workspace.UsingDomain specialdomain.cloud.com IT_;I

-|— Add criteria

I:] Exclude connections that meet the criteria;

Mo criteria added

To hide the apps from one specific URL, you must have an Include rule that covers all URLS,

along with an Exclude rule for the specific URL for which you wish to hide the resources:
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Add resource filter rule

Name

Hide special apps from special URL

Description (Optional)

Resource type

Select the type of resource this rule applies to.

@ Application
() Desktop
() Both

Tag (optional)

Apply this rule only to resources (applications or desktops) that have the selected tag. Learn more

| Special apps

H

View resources with selected tag

Smart access filter

Enable

Define criteria to filter the resources based on connection's context (such as network location and store). Learn how fo

add smart access filter

Include connections that meet the criteria:

() Matechall (@ Matchany

+ Add criteria

n Exclude connections that meet the criteria:

Match any

Filter:

Citrix.Workspace.UsingDomain

+ Add criteria

Value:

specialdomain.cloud.com
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Configure Citrix Workspace™ app using
Global App Configuration service

You can configure Citrix Workspace app using Global App Configuration service (GACS). It helps
you manage the app settings for end users on both managed and unmanaged devices. Settings
can be configured for both cloud (Citrix® StoreFront Cloud) and on-premises (Citrix StoreFront)

environments using one of the following methods:
» Global App Configuration service User Interface (Ul):

o Configure settings for cloud stores

o Configure settings for on-premises stores
» API: To configure settings using APIs, see Citrix Developer.

This service is supported on Windows, Mac, Linux (cloud store only), Android, iOS, HTML5, and

ChromeQOS platforms.

Key benefits

The Global App Configuration service lets you perform the following functions from a centralized
interface:

» Configure settings for both managed and unmanaged devices (Bring Your Own Devices)

» Configure settings for multiple stores

» Update and manage client app agents (for example, Endpoint Analysis, ZTNA) and third-party

agents (for example, Zoom, Webex)
e Automatically update and manage the Citrix Workspace app version for end users

 Test the configuration before rolling it out to your end-users

How does the Global App Configuration service work?

The Global App Configuration service is a Citrix IP solution used to configure and manage client
app settings. It uses the following services and settings to provide a seamless experience to your

end-users.
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» AutoDiscovery services: It maps domains to store URLs, enabling your end users to sign in
using their email addresses. End users aren’t required to provide their store URLSs at the time of
sign-in.

e Auto-update service and Agent management: Automatically updates Citrix Workspace app
to the specified version for your end users. You have the flexibility to configure different app

versions for different platforms.

e Client app settings and policies: All end-user settings on Citrix Workspace app can be
configured and set centrally. It includes settings such as login experience, security,

authentication options, virtual app, desktop settings.

O Global app configuration services ~

Client app settings & policies

Enterprise
browser

Peripherals- Login & Data collection App

App protection audio & display authentication & monitoring preferences

Auto update service (app version)

Agent Management
ZTNA | EPA 3RP party agents - Zoom, Webex

o Auto discovery services
(for email discovery & storefront url connection establishment)
NOTE:

With the release of Citrix Workspace app version 2402 for Windows and Mac, GACS serves

settings in two stages. Citrix Workspace app initially fetches certain settings that need to be
applied before user authentication, and the rest of the settings are applied after the

successful authentication.

Prerequisites

Before you configure the app settings, verify that the Citrix Workspace app version is equal to or

higher than the specified versions. For more information, refer to the following table.

CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Windows Current Release - 2106, LTSR - 2203.1
Mac 2203.1
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CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Linux 2408
i0S 2104
HTML5 2111
ChromeOS 2203

Android 2104

How to use the Global App Configuration service?

To configure settings:

1. Signin the Citrix Cloud portal and navigate to StoreFront Cloud > App configuration.

2. From the list of configured store URLS, select the store for which you want to map settings and

then click Configure.
3. Modify the app settings as per your organization’s policies.

4. Click Publish Drafts to save and publish your settings.

= cilnx ¥ e v
Home > Workspace Ce > App > URL Ce
Workspace URL Production v

AR Manage configuration profiles Preview <@ View configured changes ) Clone Settings

&) Submit Feedback

‘ Search Configuration Settings a O Android O chvomeos O Hus 0O os O Mac O Windows

Security and Authentication > App Protection
Updates and Plug-ins
AntiKey Logging

0 Conf
>
App Experience —
+ Security and Authentication
App Protection
Mac Enabled Unsaved
Authentication
Security Preferences
Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories
Anti Screen Capture

Reset all to default Enables that from

Anti-DLL Injection

0 Configured, 0 Unsaved v/
Protects the Citrix Workspace app from certain unauthorised dynamic-link libraries (DLL) or untrusted modules.If such untrusted modules are injected. the Citrix
Worksnare an dafects thase infervantians and stan the modillss from laadine:

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes )
A to Workspace for your end users Review 2 unsaved setting(s) Discard

The user interface also provides the following options for a simplified user experience.
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View a summary of configured settings

You can view a summary of the current configuration by clicking the View configured changes

button. It eliminates the need to expand and review each setting separately. A consolidated list of

all the configured settings allows you to perform a comprehensive review of the current

configuration and gauge the user impact.

= cilnx

Home > Workspace C > App

Workspace URL

> URLC

Production v

AR Manage configuration profiles  Preview | <© View configured changes | |1 Clone Settings

‘ Search Configuration Settings

Undates and Plug-ins
> App Experience
~ Security and Authentication
App Protection
Authentication
Security Preferences
> Session Experience
> HDX and Multimedia
> Enterprise Browser

> Accessories

Resetall to default

Security and Authentication > App Protection

Anti Key Logging

Enables anti- that from capturing

Mac

Windows

Anti Screen Capture

O Android O Chrome0s

Enabled

Enabled

Enables that from taking

Anti-DLL Injection

nd screens

P o &

&) submit Feadback

O HMLS 0 ios 0O Mec O Windows

0 Configured, 2 Unsaved A

Unsaved

Unsaved

0 Configured, 0 Unsaved v/

0 Configured, 0 Unsaved

Protects the Citrix Workspace app from certain unauthorised dynamic-link libraries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
Worksnace ann detects thess interventions and stan the modiles from laadine.

A\ Youhave saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes

to Workspace for your end users

Review unsaved changes

Review 2 unsaved seting(s) m

Perform a final review of your unsaved changes before publishing the configuration. The number of

unsaved settings is displayed on the Ul and you can access this list by clicking the Review

unsaved setting(s) option. It enables you to make informed changes and maintain data accuracy.

= cilnx

Home > Workspace C

> URLC

Workspace URL

Production v

AR Manage configuration profiles Preview <@ View configured changes ) Clone Settings

Updates and Plug-ins

> App Experience

v Security and Authentication
App Protection
Authentication
Security Preferences

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Resetall to default

Security and Authentication > App Protection

AntiKey Logging

Enables anti-key! that

Mac

Windows

Anti Screen Capture

O Android O Chrome0s

Enabled

Enabled

Enables that

Anti-DLL Injection

screens.

" e v

3 Submit Feedback

O HMLS 0 ios O Mec O Windows

0 Configured, 2 Unsaved ~ A

Unsaved

Unsaved

0 Configured, 0 Unsaved v/

0 Configured, 0 Unsaved

Protects the Citrix Workspace app from certain unauthorised dynamic-link libraries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
Warkenare ann detects thasa interventians and stons the modiles from lnadine.

A\ Youhave saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes

to Workspace for your end users
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You can also navigate to an unsaved setting by clicking the arrow.

Enhanced user interface

(€]

(€]

Review unsaved settings X

You've configured the following 2 setting(s):

Previous Settings Current
Anti Key Logging > Windows N
oot et Enabled
Anti Screen Capture > Mac N
et Enabled

View the status of each setting without expanding it. The following tags are now displayed to

facilitate informed decision making at every step.

« Configured: Displays the number of platforms (client OS) for which the setting has already

been configured.

¢ Unsaved: Displays the number of settings that are configured but not yet saved

Home > Workspace Ct >

Workspace URL

CStorewide ~) R

> URLC

Production v

profiles Preview <O View configured changes |[) Clone Settings

Search Configuration Settings Q O Android O chromeos
Security and Authentication > App Protection
Updates and Plug-ins
AntiKey Logging
> App Experience s
+ Security and Authentication
App Protection
Mac Enabled
Authentication
Security Preferences
Windows Enabled
> Session Experience
> HDX and Multimedia
> Enterprise Browser
> Accessories
Anti Screen Capture
Reset al to default Enables screens.
Anti-DLL Injection
Lor

A\ You have saved drats that are notyet published in Production. You may continue editing or publish now to apply changes

to Workspace for your end users

& submit Feedback

O HMLS 0 ios O Mac O Windows

0 Configured, 2 Unsaved A

Unsaved

0 Configured, 0 Unsaved v/

0 Configured, 0 Unsaved /'

. the Citrix
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Enhanced search option

The search experience has been enhanced to provide a robust and seamless experience. Admins
can now sign in to the cloud portal and locate the required settings on the App Configuration page

with ease. They can use the following search methods.
» Search using setting description

You can locate settings by entering keywords found within the setting's description. It allows for a

more flexible search approach, using relevant terms associated with the desired setting.
» Search using API setting name

You can search for settings by entering the corresponding API setting name. This method allows
for a more precise and targeted search, enabling users to quickly find the specific setting they

require.

View applicable platforms for each setting

Each setting now dynamically displays only those platforms to which it's relevant and applicable.

This approach ensures that users are presented with a concise and tailored list of options.

= citrix " e v

Home > Workspace C > App > URLC

Workspace URL Production v

R, Manage configuration profiles  Preview <> View configured changes ) Clone Settings

& submit Feedback

‘ Search Configuration Settings Q O Android (O Chrome0S O HMLS 0 ios O Mac (O Windows
Security and Authentication > App Protection
Updates and Plugins
AntiKey Logging N
> App B> 0 Configured, 2 Unsaved A
pp Experience Enables
~ Security and Authentication
App Protection
Mac Enabled Unsaved
Authentication
Security Preferences
Windows Enabled Unsaved
> Session Experience
> HDX and Multimedia

> Enterprise Browser

> Accessories
Anti Screen Capture
0 Configured, 0 Unsaved v/

Resetall to default Enables from taking

Anti-DLL Injection

Protects the Citrix Works
Wor

You have saved drafts that are not yet published in Production. You may continue editing or publis! ’ ) :
A Y e et e Review 2 unsaved setting(s) Discard Publish Drafts

s (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix

Frequency of fetching updated settings

Once the configuration is published, it might take a few hours for the settings to be updated on the

client side.

* In the same session, settings are updated as follows.
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MAXIMUM TIME REQUIRED TO UPDATE

PLATFORM
Citrix Workspace app for Windows up to 6 hours
Citrix Workspace app for macOS up to 6 hours

Citrix Workspace app for Linux

up to 6 hours

Citrix Workspace app for HTML5 up to 3 hours

Citrix Workspace app for ChromeOS up to 3 hours

Citrix Workspace app for iOS

up to 6 hours

Citrix Workspace app for Android up to 6 hours

SETTINGS

» For Windows and macQOS, settings can be updated immediately if the end users exit and restart

their Citrix Workspace app.

* When an end user adds a store to their Citrix Workspace app, the settings for that store are

updated automatically.

Order of precedence for application of settings

In addition to the Global App Configuration service, there are platform specific tools, such as GPO

for Windows, that can be used to configure end-user settings. In the event of a conflict between

settings configured through the Global App Configuration service and other platform tools, the

settings are applied in the following order.

PLATFORM

Citrix Workspace app for
Windows

Citrix Workspace app for Mac

Citrix Workspace app for
Linux

STORE TYPE

StoreFront and Cloud

StoreFront and Cloud

Cloud

ORDER OF PRECEDENCE

Group Policy Object (GPO)
or MDM > Global App
Configuration service

MDM > Global App
Configuration service >
UserDefaults

MDM > Global App
Configuration service
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PLATFORM STORE TYPE ORDER OF PRECEDENCE
Citrix Workspace app for StoreFront Global App Configuration
HTML5 service > Configuration.js
Cloud Global App Configuration
service
Citrix Workspace app for StoreFront Google Admin Policy >
ChromeOS Global App Configuration

service > Configuration.js

Cloud Google Admin Policy >
Global App Configuration
service

Citrix Workspace app for iOS StoreFront and Cloud Global App Configuration
service

Citrix Workspace app for StoreFront and Cloud Global App Configuration
Android service

Limitations

Only the first Global App Configuration service-enabled store can fetch the setting.

Additional Resources

Technical Brief on Global App Configuration service

FAQs: Global App Configuration service settings and behaviors

» Webinar recording: How to use Global App Configuration service

Citrix Features Explained: Global App Configuration Service

What's new in Global App Configuration service

The following sections list the new features in current and earlier releases for the Global App

Configuration service.
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Aug 06, 2025

GACS supports hybrid launch

Starting with version 2503, Citrix Workspace™ app for Windows and Mac enables its management

via Global App Configuration service (GACS) for hybrid launch.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon

selecting an app or desktop within the browser interface, the Citrix StoreFront™ server generates
an ICA file containing specific instructions for opening that resource. The native Citrix Workspace
app reads the ICAfile's contents and initiates the connection to the remote application or desktop.
With support for hybrid launch, GACS now allows you to provide a consistent experience for your

users, regardless of whether they access the store through the native app or a browser.

To learn more about the feature, see Manage settings for hybrid launch.

July 08, 2025

Configure settings for custom domain

The Global App Configuration service (GACS) allows you to assign settings to both custom
domains and the cloud.com domain. Administrators can configure a custom domain for their default
Workspace URL, and the settings applied to that Workspace URL extends to the linked custom

domain.

For more information, see Configure settings for custom domain.

May 09, 2025

ControlUp's RemoteDX Plug-in Management

ControlUp's RemoteDX is a monitoring and troubleshooting solution designed to improve the end-
user experience for remote workers. The key features include Endpoint Monitoring, Network
Insights, Session Visibility, and Proactive Alerts. With Global App Configuration service, you can

manage the ControlUp's RemoteDX Plug-in manager.

For more information, see ControlUp's RemoteDX Plug-in Management.
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Apr 03, 2025

GACS supports hybrid launch (Technical Preview)

Starting with version 2503, Citrix Workspace app for Windows and Mac enables its management

via Global App Configuration service (GACS) for hybrid launch.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon
selecting an app or desktop within the browser interface, the Citrix StoreFront server generates an
ICA® file containing specific instructions for opening that resource. The native Citrix Workspace
app reads the ICAfile's contents and initiates the connection to the remote application or desktop.
With support for hybrid launch, GACS now allows you to provide a consistent experience for your

users, regardless of whether they access the store through the native app or a browser.

To learn more about the feature, see Manage settings for hybrid launch.

Dec 20, 2024

Configuration profile feature is available for on-premises store users

The configuration profiles feature in Global App Configuration service allows the administrators to
configure settings for user groups. This feature is now available for on-premises stores as well. For
more information on compatible Citrix Workspace app versions that support this feature, see Verify

Citrix Workspace app version.

For more information, see Manage settings for user group using configuration profiles.

Dec 12, 2024

Define timeframe for automatic update

Administrators can now schedule automatic updates for Citrix products at any preferred time on
their Mac devices. During this specified time, software updates automatically or users receive

notifications on available updates.

For more information, see Automatic update timeframe.

Manage automatic update version and rollout period for Citrix Workspace app

Administrators can schedule convenient date ranges during which an automatic update of Citrix
Workspace app should roll out to their end users. This capability allows them to determine the

rollout dates, minimizing disruption to end users and improving the user experience.
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For more information, see Citrix Workspace app version.

Automatic update management settings supports configuration profiles
The automatic update management settings such as Automatic update timeframe and Citrix

Workspace app version are applicable for different user groups through configuration profiles.

For more information, see Automatic update management settings supports configuration profiles.

Oct 09, 2024

Configuration profile feature is available on Linux and Android for cloud store users

The configuration profiles feature in Global App Configuration service allows the administrators to
configure settings for user groups. Starting with the release of Citrix Workspace app version 2408
for Linux and version 24.9.0 for Android, this feature is available on Linux and Android for cloud

store users.

For more information, see Release note: Citrix Workspace app for Linux and Release note: Citrix

Workspace app for Android

Learn more about the feature in Manage settings for user group using configuration profile.

Sep 24, 2024

Configuration profile feature is available on iOS for cloud store users

The configuration profiles feature in Global App Configuration service allows the administrators to
configure settings for user groups. Starting with the release of Citrix Workspace app version 24.9.0

for iOS, this feature is available on iOS for cloud store users.
For more information, see Release note: Citrix Workspace app for iOS

Learn more about the feature in Manage settings for user group using configuration profile.

Jul 02, 2024

Plug-in Manager is available for Microsoft Teams

Starting with Citrix Workspace app for Windows version 2405, administrators can now optimize the
audio and video for calls and meetings using the Microsoft Teams VDI plug-in manager. This
enhancement provides improved performance and user experience during virtual meetings. The

installation and configuration of the Microsoft Teams VDI plug-in manager can be managed
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through the Global App Configuration service. This Plug-in Manager, in turn, installs and manages

the Microsoft Teams Optimization plug-in (VDI 2.0 or Slimcore engine) on the end-user’s device.

For more information, see Microsoft Teams VDI Plug-in Management.

Jun 04, 2024

Clone settings across stores, channels, and configuration profiles

Administrators can now clone settings across stores, channels, and configuration profiles through
Global App Configuration service using a new feature called Clone Settings. This feature allows
you to duplicate existing settings instead of going through the entire configuration process again.
Consequently, it saves a lot of time and effort, resulting in better productivity and streamlined

workflows.

For more information on configuring this feature, see Clone settings across stores, channels, and

configuration profiles.

May 29, 2024

Applying GACS settings on first-time use of Citrix Workspace app for HTML5

Starting with Citrix Workspace app for HTML5 version 2404.1 and later, Global App Configuration
service (GACS) settings are applied when end users start a Workspace session for the first time.

End users might also be prompted to restart their session to ensure compliance.

For more information, see Citrix Workspace app for HTML5 product documentation.

May 07, 2024

Manage settings for user groups using configuration profile (Preview)

With the release of Citrix Workspace app version 2402 for Mac and Windows, you now can
manage settings for user groups using Configuration profile in Global App Configuration service
(GACS). A configuration profile is used to identify a collection of user groups. It allows you to
manage settings for user groups rather than applying them to all users accessing the store. To do
S0, you can create a configuration profile and add the desired user groups to it. You can then
choose the configuration profile, assign settings, and publish them to apply specific experiences to

different user groups..

For more information on configuring settings for configuration profile , see Manage settings for user

group using configuration profile.
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This feature is currently applicable for cloud stores on the Windows and Mac platforms. The

support for other platforms will soon be available.

Apr 11, 2024

Improvements in Global App Configuration service

With the release of Citrix Workspace app version 2402 for Windows and Mac, we have enhanced

Global App Configuration service (GACS) in the following areas:

Settings are secured with user authentication

GACS now serves settings in two stages. Citrix Workspace app initially fetches certain settings that
need to be applied before user authentication, and the rest of the settings are applied after the

successful authentication.

This capability paves the way for an upcoming GACS feature that gives you the ability to configure

settings for a user based on the user group to which that user belongs.

The authenticated GACS is currently available only for Workspace stores. The support for

StoreFront stores will soon be available.

Discovery improvements

Citrix Workspace app now has the improved ability to discover and configure settings for various
user inputs. Users can now start using the app with either an email address, domain name or store

URL. Based on the user input, GACS discovers the associated store URLs and adds all of them.

Previously, when you map multiple store URLs to a domain and configure GACS settings for more
than one of the store URLS, users were unable to add any store to Citrix Workspace app because it

discovers multiple stores. However, starting with the 2402 release, this limitation is removed.
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NOTE:

Starting with Citrix workspace app for Windows 2402 and Mac 2402, you can add more than

one GACS-enabled store. The store that you add first takes the precedence in assigning
value to the settings, and subsequent stores inherit the behavior determined by the first store.
In the upcoming release, we're introducing a setting for administrators that allows you to
manage whether a store can be added to Citrix Workspace app as a single store or as part of

multiple stores. In the meantime, if you wish to enable this setting, contact Citrix Support.

Full StoreFront URL support

GACS has the added flexibility to configure different settings for StoreFront URLs with a common
FQDN. Let’s take the examples of the stores https://mywork.acme.com/Citrix/StoreFTE
and https://mywork.acme.com/Citrix/StorePartner . Previously, you could configure
settings only at https://mywork.acme.com (FQDN) level, which didn’'t provide the flexibility to

configure different settings for each of the stores: StoreFTE and StorePartner .

Mar 18, 2024

Additional settings for Citrix Enterprise Browser™

Global App Configuration service (GACS) has new settings to configure Citrix Enterprise Browser

that allow you to manage the following actions:

Autofill suggestions for the addresses
* Autofill suggestions for credit card information
e Launch an external application without prompting the user

 Display the security warnings when potentially dangerous command-line flags are used to

launch the browser.
e Manage the default cookie setting
* Manage the default pop-up setting
* Install the extensions, apps, and themes to the browser
e Suppress the warnings for any suspected lookalike domains in the browser
 Allows the websites to check saved payment methods
» Manage the saving of the browser history

* Manage the search suggestion in the browser’s address bar
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» Export a bookmark
» Create an ephemeral profile when users sign in to the Enterprise Browser

For more information about the settings, see Manage Citrix Enterprise Browser through Global App

Configuration service in the Citrix Enterprise Browser product documentation.

Jan 18, 2024

Manage plug-ins using Global App Configuration service

The Global App Configuration service provides a centralized platform that helps you configure
installation and update settings for plug-ins. You can distribute plug-in settings across both
managed and unmanaged devices. To configure plug-in settings, navigate to the Updates and
Plug-ins category under Workspace Configuration > App Configuration on the cloud portal. For

more information, see Plug-in management.

= cifnx 2 @ v
|Home > Workspace Confij > App Configt > URLC .l
Workspace URL Production v

< View configured changes

Search Configuration Settings Q O Android [ chrome0s O HMs 0 ios (O Mac () Windows

i Auto Update Architecture
Updates and Plug-ins P 1 Configured, 0 Unsaved V'

Allows admin way to configure which architecture of build should user upgrade using Auto Update.
Enterprise Browser

> App Experience

Auto Update Check
1Configured, 0 Unsaved V'
> Security and Authentication Specifies if the update check must be manual or automatic.
> Session Experience
Auto Update Defer Count 10 aved
> HDX and Multimedia 0 Configured, 0 Unsaved v

Specifies the number of times that user can defer the natifications for the release updates.
> Accessories

Auto Update Rollout Priority
Reset all to default 0 Configured, 0 Unsaved Vv

Controls when the app must be updated on the client device.

Auto Update To LTSR Only

0 Configured, 0 Unsaved

Enables Auto update for Workspace App LTSR

You can configure the following plug-ins:

Citrix Endpoint Analysis Plug-in

Citrix Secure Access Agent

Webex VDI AutoUpgrade Plug-in

Zoom VDI Plug-in Management
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Nov 21, 2023

Manage Citrix Workspace app version

As an admin, you can now manage auto-update or version settings for Citrix Workspace app from
a centralized platform. You can customize your settings for both CR (Current Release) and LTSR
(Long Term Service Release) versions. You can set up a rule that updates your end users
automatically to the latest version, whenever a new version is available. If you do not want to
update to the latest version, you can also specify a preferred version that the end users must

update to for optimal results.

The Citrix Workspace App Version setting can be customized for Windows and Mac platforms
from the Updates and Plug-Ins section. For more information, see Manage Citrix Workspace app

versions.

Manage settings for Windows

Citrix Workspace app version

Current configured version
2391104

@ Use default settings
Automatically update to atest in version at the beginning of delivery period.
Automatically update to the latest version
Latest version: 2391104

Update type

Current Release (CR) v l

Maximum allowed version

‘ 2391104 v ‘

Delay group
St the preferance when the update s rolled out o the end users
Q Fast
Available updates are rolled out to the users at the beginning of delivery period.
@ Medium
Available updates are rolled out to the users at mid-delivery period
O Sslow
Available updates are rolled out to the users at the end of delivery period

Oct 30, 2023

Configure settings for on-premises stores

You can now use the Global App Configuration service Ul to configure settings for on-premises
stores. Sign in to your Citrix Cloud™ account and navigate to Workspace Configuration > App

Configuration to get started.

If you don't have a Citrix Cloud account yet, go to the Citrix Onboarding page to create one.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 291


https://onboarding.cloud.com/

Citrix® StoreFront Cloud

Before proceeding, verify that you've established a claim to your StoreFront URL. If you've claimed

your StoreFront URL, see the Configure settings section for more information.

Homa » ‘Weorkepacs Configuration » App Configuration

Workspace Configuration

Ape Configueytion Add Warkspace

About App Configuration

Got started

oo
LT

Configure settings for on-premises stores

Claim a StoreFront URL 1o configune sottings for on-premises stores. Refresh this page once the
StoreFront URL iscinimed. Learn Morg

Cantralize your cliont sop management acrois ol plathorms sad endpoings for manaped and unmanaged dirices. Configure, st and roll out end-uier BHLREE 1o On-premises shd cloud slones fram one lecation,
e Mo

'.-\.l

E =
Configure sattings for clowd stores

Create a Workspace URL to-configure settings for cloud stores. Refresh this page once the
‘Workspace UAL is crested. Lgarn Morn

If you haven't claimed your StoreFront URL yet, you can claim it. For that, click Claim URL under

the App Configuration section to claim your URL. For more information, see Get started with

configuration.

Homa » ‘Weorkepacs Configuration » App Configuration

Workspace Configuration

Ape Configueytion Add Warkspace

About App Configuration

Got started

T
oeg

Configure settings for on-premises stores

Claim a StoreFront URL 1o configune sottings for on-premises stores. Refresh this page once the
StoreFront URL iscinimed. Learn Morg

Cantralize your cliont sop management acrois ol plathorms sad endpoings for manaped and unmanaged dirices. Configure, st and roll out end-uier BHLREE 1o On-premises shd cloud slones fram one lecation,
e Mo

]
I

Configure sattings for cloud stores

Create a Workspace URL to-configure settings for cloud stores. Refresh this page once the
‘Workspace UAL is crested. Lgarn Morn
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Sep 28, 2023

Simplified settings categorization for easy navigation

The Global App Configuration service Ul has been enhanced to deliver a user-friendly
categorization of settings. The settings have been categorized based on end-user workflows and
topics, comprising seven primary folders and multiple subfolders. This clutter-free organization

makes it easier for admins to navigate among 300+ settings.

= cinx a2 @ v
Home > Workspace Confi > AppC > URLC
Workspace URL Production v

@ View configured changes

Search Configuration Settings a O Androia O chromeos O Himis O os 0 Mae O Windows

Security and Authentication > App Protection

Updates and Plug-ins
Anti Key Logging

0 Configured, 0 Unsaved v
Enterprise Browser Enables that its keyl s keystrokes.
> App Experience
Anti Screen Capture
+ Security and Authentication e 0 Configured, 0 Unsaved \/

Enables anti-screen capture that prevents users from taking hots and sharing and pace app Ul screens.
App Protection

Authentication .
Anti-DLL Injection

Security Preferences 0 Configured, 0 Unsaved /'

If such untrusted

Protects the Gitrix Workspace app
modules are injected, the Citrix Workspace app detects these intervs

> Session Experience

> HDX and Multimedia DLL Injection Exception List

0 Configured, 0 Unsaved '
> Accessories Allows including specific DLLs as exceptions to the anti-DLL injection control. We recommend to use this with care while fully
the {0 f the DLL added as

Reset all to default

Local App Protection

Jul 28, 2023

View summary of configured settings

Admins can now view a summary of the current configuration by clicking the View configured
settings button. This eliminates the need to expand and review each setting separately. A
consolidated list of all the configured settings allows admins to perform a comprehensive review of

the current configuration and gauge the user impact.
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cifrix

Home > Workspace C

> URL

o

> App Ce

Workspace URL

R, Manase configurotonrofes | Previow

Production v

(D clone settings

‘ Search Configuration Set

Undates and Plug-ins

> App Experience

v Security and Authentication
App Protection
Authentication
Security Preferences

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Resetall to default

Security and Authentication > App Protection

AntiKey Logging

Enables anti-key! that K

Mac

Windows

Anti Screen Capture

O Android O Chrome0s

Enabled

Enabled

Enables that from taking

Anti-DLL Injection

Protects the Citrix Workspace app from certain unauthorised dynamic-|
oo a0 detects thasa interventions and stons the modiles from

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes

A to Workspace for your end users

Jun 07, 2023

Review unsaved changes

I screens.

Review 2 unsaved setting(s)

O HMLS

Unsaved

Unsaved

ink libraries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
Inadine

& Submit Feadback

O ios 0O Mec O Windows

0 Configured, 2 Unsaved = A

0 Configured, 0 Unsaved v/

0 Configured, 0 Unsaved

With this enhancement, admins can perform a final review of their unsaved changes before

publishing the configuration. The number of unsaved settings is displayed on the Ul and admins

can access this list by clicking the Review unsaved setting(s) option. This enables admins to

make informed changes and maintain data accuracy.

citrix

Home > Workspace C > App

> URLC

Workspace URL

Production v

AR Manage configuration profiles  Preview <> View configured changes ) Clone Settings

‘ Search Configuration S

Undates and Plug-ins

> App Experience

v Security and Authentication

App Protection

Authentication

Security Preferences

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Resetall to default

Security and Authentication > App Protection

AntiKey Logging

Enables that

Mac

Windows

Anti Screen Capture

O Android O Chrome0s
Enabled
Enabled
nd screens.

Enables that from taking

Anti-DLL Injection

Protects the Citrix Workspace app from certain unauthorised dynamic-in
Worksnace ann dstects thess inferventions and stans the modiles from Lo

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes

to Workspace for your end users

O HMLS

Unsaved

Unsaved

k liraries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
adine.

& submit Feedback

0 ios 0O Mec O Windows

0 Configured, 2 Unsaved A

0 Configured, 0 Unsaved v/

0 Configured, 0 Unsaved

Review 2 unsaved setting(s) Publish Drafts

Admins can also navigate to an unsaved setting by clicking the arrow.
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Review unsaved settings X

You've configured the following 2 setting(s):

Previous Settings Current
@  AntiKey Logging > Windows N
et Enabled
@  AntiScreen Capture > Mac >
e Enabled

Enhanced user interface
Admins can now view the status of each setting without expanding it.The following tags are now
displayed to facilitate informed decision making at every step.
e Configured: Displays the number of platforms (client OS) for which the setting has already
been configured.

« Unsaved: Displays the number of settings that are configured but not yet saved

Home > Workspace C ion > i > URLC

Workspace URL Production v

Manage configuration profiles  Previ View configured changes Clone Settings

— I & & pr Eiey] © & & Q & & submit Feedback
‘ Search Configuration Settings Q O Android O Chrome0s O HTMLS 0 ios O Mac O Windows

Security and Authentication > App Protection

AntiKey Log
¥ Logging. 0 Configured, 2 Unsaved A
Enables

Updates and Plug-ins

> App Experience

~ Security and Authentication
App Protection
Mac Enabled Unsaved
Authentication
Securiy Preferences
Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Anti Screen Capture
0 Configured, 0 Unsaved v/

Reset all to default Enables screens.

Anti-DLL Injection
0 Configured, 0 Unsaved /'

he Citrix (DLL) or the Citrix

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes
A to Workspace for your end users Review 2 unsaved setting(s) Publish Drafts
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May 23, 2023

Enhanced search capabilities

With this enhancement, the search experience has been enhanced to provide a robust and
seamless experience. Admins can now sign in to the cloud portal and locate the required settings

on the App Configuration page with ease. They can use the following search methods.

e Search using setting description Admins can also locate settings by entering keywords
found within the setting's description. This allows for a more flexible search approach, utilizing

relevant terms associated with the desired setting.

» Search using API setting nhame Admins have the option to search for settings by entering the
corresponding API setting name. This method allows for a more precise and targeted search,

enabling users to quickly find the specific setting they require.

View applicable platforms for each setting

Each setting now dynamically displays only those platforms to which it is relevant and applicable.
This intelligent filtering ensures that users are presented with a concise and tailored list of options,

eliminating unnecessary clutter and confusion.

= citnx % o v B

Home > Workspace C > App C > URLC

Workspace URL Production v

AR Manage configuration profiles Preview <@ View configured changes | Clone Settings

&) Submit Feedback

‘ Search Configuration Settings Q O Android O Chromeos O HMLS 0 ios O Mac O Windows

Security and Authentication > App Protection
Updates and Plug-ins
AntiKey Logging

» Aok 0 Configu
PP Experience Enables s from Keystrokes,

~ Security and Authentication

App Protection

Mac Enabled Unsaved
Authentication
Security Preferences

Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories
Anti Screen Capture

Reset all to default Enables that

Anti-DLL Injection

0 Configured, 0 Unsaved v/
Protects the Citrix Workspace app from
Warkenare ann defects thase interventi

uthorised dynamic-link libraries (DLL) or untrusted modules. If such untrusted modules are injected, the Citrix
i dine

s the modiles from 0
Review 2 unsaved setting(s) Discard Publish Drafts

A\ Youhave saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes
to Workspace for your end users

Configure settings for cloud stores

Overview

You can configure Citrix Workspace™ app settings for cloud stores using the Global App

Configuration service (GACS). It helps admins configure and manage Citrix Workspace app for end
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users on both managed and unmanaged devices. This service is supported on Windows, Mac,
Android, iOS, HTML5, and ChromeQOS platforms.

Prerequisites

* The addresses <https://discovery.cem.cloud.us> , <https://gacs-
discovery.cloud.com> , and <https://gacs-config.cloud.com> must be contactable.

It's required for the functioning of email-based discovery and Global App Configuration service.

+ Verify that you have access to a Citrix Cloud account. If not, you can create an account from

<https://onboarding.cloud.com/> . For more information, refer to Sign up for Citrix Cloud.

Create a Citrix Cloud account

Create a Citrix Cloud account with your existing Citrix account credentials, or sign up for a Citrix account to get started. If your
organizaticn already has a Citrix Cloud account, please contact your Citrix administrator to add you to the account.

Sign up

Call or chat with a customer service representative to
sign up for a Citrix account.

@, Contact customer service

 Verify that you have a Citrix® StoreFront Cloud subscription.

Get started with configuration

You can sign in to your Citrix Cloud™ account and configure settings from StoreFront Cloud >

App configuration. Before proceeding, verify if you have the following permissions.

» store subscription: The Citrix® StoreFront Cloud subscription is required to create a store
URL. If you don't have a subscription, you can't add and configure cloud stores. You'll only be

presented with an option to configure on-premises stores.

» store URL: If you have a Citrix® StoreFront Cloud subscription but haven't added your URL

yet, you are presented with the following screen.
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Homa 3 Workepsos Configurstion > App Condigurstion

Workspace Configuration

App Configupation|  Aud Workapace

About App Configuration
Canaralize your cliont spp management scross sl platiorms snd endpeints for managed and unmanaged deicos. Configure, 10st, and roll out and-user Iings 1o an-premises and cioud stores from one location.
sarn Mocp

Got started
& S
-
Configura sattings for on-premises stores Configure sattings for cloud stores
Claim a StoreFront WAL 1o configure settings for on-premises stores. Refresh this page once the Create & Weekspace URL to configure settings for cloud stores. Rofresh this page once the
StoreFrent URL i claimed.  Learn Mors Workspaoe UAL iscreated. Learn More

Configure settings

You can configure settings for Citrix Workspace app from the Citrix Cloud portal. If multiple stores

have been configured for your organization, you can configure each of the stores separately.
1. Sign in to Citrix Cloud.

2. Navigate to StoreFront Cloud > App configuration.

3. From the list of configured store URLS, select the store for which you want to map settings and

then click Configure.
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Home > Workspace Configuration > App I:',onhga,;latlun

Workspace configuration

Acoess Authentication Customize Senace Integrations App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll
cut end-user settings to en-premises and cloud stores from one location. Learn more

m 22 Manage configuration profiles

e i + Hame Configuration profiles
Workspace 2

Workspace 0

Workspace Q

‘Workspace 1

Workspace 0

StoreFront Setup

Don't see your Storefront URL listed? T
([ Claim URL
You must claim a StoreFront URL before you can configure settings. Learn more -

4. Modify the settings for your preferred platforms as per your requirement.

B workspace Configuration » Apg Configuraticn ¥ LiRtL Configuration

e Storewide ~ Production ~ i
[E submit Fesdback

(@ citrix Workspace App @& Citrix Entorprise Browser

< View configured changes LD Clone Settings

Search Configuration Seitings Q O andreid [ eteomens Dowmas Cws O mee
) windows () winex
Updates and plug-ins
Autematic update check
'
* App expedience Spacity i the wrsion update check will be automatic or manual
* Security and authertication
Automatic update timeframe
* Session experience O Canfigurad. 0 [ b
Spacily the tima of day for users 1o recene rotdications about
available updstes.
* HDX aned multimadia
* Accessories
Cltrix Endpoint Analysis plug:-in
v
Resat all to default Ircitill e Citrin Endigaint Anahosi plul-in and ulomateally -

5. Click Publish Drafts to save the settings.
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It might take a few hours for the settings to be updated to the Citrix Workspace app clients.

For more information, see Frequency of fetching updated settings.

Manage settings for user group using configuration profiles

This section explains how administrators can use the configuration profile feature in the Global App
Configuration service (GACS) to configure settings for user groups who use cloud stores of Citrix

Workspace app.

To get started with this feature, administrators need to verify that their Citrix Workspace app

version is compatible, as shown in the following table:

CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Windows 2405
Mac 2405.11

Configuration

For instructions on leveraging configuration profile to assign settings to a user group, see Manage

settings for user group using configuration profile.

Configure settings for on-premises stores

Overview

You can configure the Citrix Workspace™ app settings for on-premises stores using the Global
App Configuration service (GACS). It helps you configure and manage Citrix Workspace app for
end users on both managed and unmanaged devices. The Global App Configuration service is
supported on Windows, Mac, Android, iOS, HTML5, and ChromeQOS platforms.

Prerequisites

e The addresses <https://discovery.cem.cloud.us> , <https://gacs-
discovery.cloud.com> , and <https://gacs-config.cloud.com> must be contactable.
It's required for the functioning of the email-based discovery and Global App Configuration

service.
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 Verify that you have access to a Citrix Cloud account. If you don’t already have an account, you
can create one from <https://onboarding.cloud.com/> . For more information, refer to

Sign up for Citrix Cloud.

 In an on-premises environment, you must claim a URL before you can configure settings. For

more information, see Claim a URL.

Get started with configuration

To configure settings for an on-premises store, sign in to your Citrix Cloud account and navigate to
StoreFront Cloud > App configuration. If you have claimed ownership for your StoreFront URL,

see the Configure settings section for more information.

If you haven't claimed your StoreFront™ URL yet, you can claim it. For that, click Claim
StoreFront URL under the App configuration section to claim your URL. For more information,

see the Claim a URL for on-premises stores section.

Claim a URL for on-premises stores

It's mandatory to establish a claim to your URL before you start configuring the settings for it.
To claim a URL:

1. Sign in to Citrix Cloud.
2. Navigate to StoreFront Cloud > App configuration.

3. Click Claim StoreFront URL.

= cifrix Workspace configuration

rfj-l fecess B Workspace Configuration » App Configuration
&) Auhentcain App configuration

r__"ly Customize

o s About App Configuration

Centralize your client app management across all platforms and endpoints for manag

ﬁ‘; App configuration . h N
and roll out end-user settings to on-premises and cloud stores from one location. Lea

'_:':1 Email

22 Manage configuration profiles | <~ Claim StoreFront URL

T;rpeo + Nama
Workspace https://shreyvauitestz2.cloudburrito.com
Wnrlbong bt d il el toctinog ~loydbyirrite snen
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4. Select either Add a NetScaler® Gateway URL or Add an internal StoreFront URL based on

your organization setup.

¢ If you have a NetScaler Gateway installed in your on-premises setup, you can verify your

URL using the following steps:

a. Select Add a NetScaler Gateway URL.

Claim StoreFront URL p 4

Mumber of additional URLs you can claim: 3

Select what type of URL vou want to claim:

@ Add a NetScaler Gateway URL

Add one StoreFront URL using the NetScaler Gateway installed in your on-premises setup to claim
the URL.

(O Add an internal StoreFront URL

You will enter your Customer ID and the URL that you want to claim. We will manually verify URL
ownership.

Enter the URL you want to claim:

[ https://cce.goldenstate.com ‘

b. Enter the URL in the given text field.
c. Click Claim.

The URL is added, and it is in the ‘Verification not started’ state.

 |f you want to claim a URL that is not NetScaler-based, do the following:
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a. Select Add an internal StoreFront URL.

b. Enter your Customer ID (CCID) and the URL you want to claim.

Claim StoreFront URL 4

Mumber of additional URLs vou can claim: 1
Select what type of URL you want to claim:

() Add a NetScaler Gateway URL

Add one StoreFront URL using the MetScaler Gateway installed in your on-premises setup to claim the LURL

@ Add an internal StoreFront URL

You will enter your Customer 1D and the URL that you want to claim. W will manualty venfy URL cwnershap.

CCID

Enter the URL you want to claim

c. Click Claim.

5. To verify the URL, select the URL and click Verify URL.

T 22 manage configuration profiles - Claim StoreFront URL | 48 Verify URL | Ti] Delete

Type o + Mare Configuration profiles

StoreFront hittps:ffece. goldenstate.com A St up

6. The Verify URL screen contains the steps that guide you to create and configure a responder

action and responder policy within your NetScaler.
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Verify URL X

Before you claim your URL, we must verify that you own it. Follow the steps below to verify and claim the URL.
€ Tokens below expiring in 7 days.

1. Log on to NetScaler Gateway and configure a responder action using the GUI. Select Respond with as
the action type and configure the expression with the following token:

"HTTP/1.0 200 OK™ + "\r\n\r\n" + "{\"urlClaim\"\"GwUQ00QhSchuBGZaVL!

2. Configure a responder policy for the action. Select the action created in Step 1 Action, select NOOP as
the Undefined-Result action, and then configure the Expression with the following token:

Token  HTTPREQ.URL.PATH.EQ("/vpn/CitrixClaims”)

3. Bind the responder policy globally.

a. Bind your responder policy globally.

b. Goto https://<customergatewayurl>/vpn/CitrixClaims to verify if your responder

policy is configured correctly.

c. Navigate back to StoreFront Cloud > App configuration, and locate the URL that you
added.

d. Select the URL and click Verify URL.

e. Click Verify URL to start the verification process.

The URL verification process is initiated once you click Verify URL and takes

approximately 15 minutes to complete.
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Configure settings

You can configure settings for Citrix Workspace app, once you've claimed the URL. If multiple
stores have been configured for your company, you can configure the settings for each of them
separately.

1. Go to the Citrix Cloud portal and sign in using your credentials.

2. Navigate to StoreFront Cloud > App configuration.

3. From the list of configured StoreFront URLS, select the one for which you want to map settings,

and then click Configure.

Workspace configuration ot ® L

Workspace
Werkspace
Wierkspace
Workspace

E2 Appcontigumbion
= Werkspace

3 &

Werkspace

Workspace

StoreFroat

StoreFront

StoreFront

StereFront

StoreFront

4. Modify the settings for your preferred platforms as per your requirement.

nfiguration

B werkspsco Configurstion » Apo Confipuration 3 URL Configueation

w Storawide Praduction -~

= submit Faedback

@ Citrix Workspace App @) Citrix Entarprise Browser

I View conligured changes LD Clone Settings

3 Acecontieundon

e Seavch Configuration Settings Q O andreid [0 ctwomeos ODonmas Cws O mee
0 windows ) winux
Updates and plug-ing
Autemalic update check
v
* ADP ExpeTiEnce Spacily if the wrsion updste chick will be sutomatic o manusl
¥ Secwrity and authentication
Automatic update timeframe
* Bession experience 0 Confizured. 0L v
Specily the tima of day Tor ubers 1o recee notificaticns about
* HOX and multimedia eslabin e
* Accessories
Cltrix Endpoint Analysis plug:in
o
Reset all to default Irtall the Citrix Endpsint Analysis plug-in and pulematically -

5. Click Publish Drafts to save the settings.
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It might take a few hours for the settings to be updated to the Citrix Workspace app clients.

For more information, see Frequency of fetching updated settings.

Manage settings for user group using configuration profiles

This section explains how administrators can use the configuration profile feature in the Global App
Configuration service (GACS) to configure settings for user groups who use on-premise stores of

Citrix Workspace app.

Prerequisites

To get started with this feature, the administrators need to meet the following prerequisites:

Verify Citrix Workspace app version

» StoreFront server requirement

Configure Cloud Connector or Connector Appliance for Active Directory Management

» Configure registration tool

Verify Citrix Workspace app version

Verify your Citrix Workspace app version is equal to or higher than the versions specified in the

following table.

CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Windows 2405
Mac 2405.11

StoreFront server requirement

The minimum required version of the StoreFront server is 2203.0.3000.14.

Configure Cloud Connector or Connector Appliance for Active Directory Management

The Citrix Cloud Connector™ and Connector Appliance are citrix components that serve as a
channel for communication between Citrix Cloud and your resource locations. It enables the use of
Active Directory forests and domains within resource locations, thereby allowing administrators to

access the AD group information for managing configuration profiles.
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To learn more about Citrix Cloud Connector, see Citrix Cloud Connector in the Citrix Cloud product

documentation.

To learn more about Connector Appliance, see Connector Appliance for Cloud Services in the Citrix

Cloud product documentation.

Configure registration tool

Administrators need to download and run a registration tool on the StoreFront server. The
registration tool installs a certificate that establishes trust between the StoreFront server and
GACS. As a result, GACS can collect information about the AD group they belong to for managing

configuration profiles.
The process involves the following steps:

1. Generate registration tool.
2. Download and run the registration tool.
3. Validate the registration tool.

GENERATE REGISTRATION TOOL

The registration tool is an executable file that needs to be run on the StoreFront server hosted

within the organization. This registers GACS as a trusted service to access AD group information.
To generate the registration tool, do the following:

1. Navigate to StoreFront Cloud > App configuration.

2. Select your StoreFront URL, and click Manage configuration profiles.

Home * Workspace Configuration * App Configuration

Workspace configuration

ACCESS Autheniscation Customize Service Integrations App Configuration

About App Configuration

Cantralize vour client app management across all platforms and endpoints for managed and unn
premizes and cloud stores from one lecation. Learm more

ST | 52 Manage configuration profiles

Tipe il 4 Harme
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3. On the Manage configuration profiles screen, click Generate to generate the registration

tool.

Manage configuration profiles
StoreFront URL

Set up user set management for this StoreFront LRL by downloading and running a registration tool. The
registration tool allows App Configuration to be trusted to talk to your StoreFront server.

(D Generate registration tool

It may take sevaral minutes to complate the process of generating this tool. The zipped bundle
will include a .exe file and a README file.

{:2} Download

Download and run the registration tool to install a certificate on your StoraFront server. This
cartificata will allow the server to trust App Configuration for user set management.

@ Validate registration tool

Follow the registration tool steps, and then paste the acknowledgment text o test if the
certificate registration was succassful,

Click om the icon or drag and drop to upload an application/octet-stream
fila here.

DOWNLOAD AND RUN THE REGISTRATION TOOL
Download the registration tool: When the registration tool is generated, the Download option
becomes enabled, allowing the administrator to download the tool. When the administrator clicks

the Download option, the registration tool is downloaded in an executable format.
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@ Generate registration tool

It may take several minutes to complete the process of generating this tool. The zipped bundle
will include a exe file and & README file,

(2) Download

Download and run the registration tael to install a certificate on your StoreFront server, This
certificate will allow the server to trust App Configuration for user set management.

The registration tool is downloaded as a .zip file bundled with a README file. The README

file provides detailed instructions to download and run the registration tool.

Run the executable file: Once the registration tool is downloaded, the administrator can then run
the registration tool to install a certificate on the StoreFront server hosted within the organization.

This certificate allows the server to trust GACS for the configuration profile management.

When you run the registration tool, you can decide whether to run the tool on a single store or all

stores of the StoreFront server. Once you run the tool, it modifies the web.config file of the

StoreFront store’s authentication service, which registers GACS as a trusted service.

The IIS restarts when the web.config file is modified due to the successful execution of the

registration tool.

VALIDATE REGISTRATION TOOL

Following the successful execution of the registration tool, a .zip file is downloaded containing an
acknowledgment file and a text file. The text file provides the following information extracted from

the StoreFront server:
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» Public Certificate: The public certificate enables GACS to process incoming secondary tokens
issued by the StoreFront server in order to provide authenticated, group-based settings to the

client endpoint devices running Citrix Workspace app.

e Configuration Values: Various configuration values related to the store are extracted to
maintain consistency and ensure that the store operates correctly after any changes or

recovery steps.

@ Validate registration tool

Follow the registration tool steps, and then paste the acknowledgment text to test if the
coertificate registration was successful,

Click on the icon or drag and drop to upload an application/octet-stream
file here.

A\ Please upload file to enable validate button

The administrator has to validate whether the certificate registration is successful by following

these steps:

1. Upload the acknowledgment file.

2. Click Validate.

Once the validation of certificate registration is successful, the Registration validated message

appears.

1. Click the Close button, and you can see the Manage configuration profiles screen.

Configuration

For instructions on leveraging configuration profile to assign settings to a user group, see Manage

settings for user group using configuration profile.

Email based discovery

Email based discovery service allows end users to sign in automatically to the store on their Citrix

Workspace™ app using their email addresses. Thus, users don't need to enter their store URLS.
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Setup email based discovery for cloud stores

To enable email based discovery for cloud stores, do the following steps:

1. Claim a domain

2. Create a domain to URL mapping

Claim a domain

To claim a domain:

1. Sign in to Citrix Cloud.
2. Navigate to StoreFront Cloud > Email Discovery.
3. Click Add Domain.

4. Enter the domain that you want to claim (For example, ace.example.com ).

Add domain

Enter the domain you want to claim

ace.example.com x

Cancel

5. Click Add.
You can see the domain is added on the Email Discovery page.

The domain claim status is shown as Not Started. You need to verify the domain as shown in

the following steps:

6. Click the ellipsis menu (...), and then select Verify domain.
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O  valid-domain.com A Failed ;33 geh 18 06:10:08 UTC
0O  whatadomain.com Verified g[‘];g“hm 05:4815 UTC
O ace.example.com A Mot Started m

Verify domain

Delete

7. Copy the DNS token displayed on the screen, and click Start Check.

Verify domain

Before you claim your domain, we must verify that you own it. Follow the steps below to verify
and claim the domain.

1. Copy the DNS token that appears below, Click Copy to copy it.
2. Create a DNS TXT record in the zone file for your domain.
3. Paste the token you copied to the DNS TXT record.

4, Return here to start DNS check,

o Token expiring in 7 days

DNS Token:  wsDQPd7gk9Z4TOkbwG3N

Start Check

The status of your domain changes to Pending.

Once the verification is completed, the status of your domain changes from Pending to Verified.
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You can claim a maximum of 10 domains. If you want to claim more than 10 domains, contact

Citrix Support and provide your Customer ID.

Create a domain to URL mapping

Once the domain is verified, you can map URLs as shown in the following steps:

1. Navigate to StoreFront Cloud > Email Discovery.

2. Go to the domain that you have added and click the mapped store URL.

(] Domain 4 Dromain Claim Status Last Verification Attempt Mapped Store URL

integration.ga Werified Fri Jan 24 131048 UTC 2025 1

3. Select the claimed URLs from the dropdown menu.

Map with store URLs p. 4

| Select from verified URLs

| Select a URL v J

Enter a URL manually

Mapped URLs O selected
O URL 4
a https:/fawddc1-lusoj.bvt.local:443/Citrix/Store W
a https://e2etestingdonotmeodify.cloudburrito.com:443 W
4. Click Save.

Alternatively, you can map a URL manually using the Enter a URL manually option. For that:

1. Click the Enter a URL manually option.
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Map with store URLs X

Select from verified URLs

Select a URL v }

Enter a URL manually

Mapped URLs 0 selected

O urL ¢
O  nhttps/awddel-lusoj.bvt.local:443/Citrix/Store w
D https://e2etestingdonotmodify.cloudburrito.com:443 T.EI

2. Enter the store URL that you want to map to this domain.

3. Click Add.

It is mandatory to include port number 443 in the store URL. For example, https://

example.cloud.com:443 .

Setup email-based discovery for on-premises stores

To enable email-based discovery for on-premises stores, you need to perform the following steps:

1. Claim a domain

2. Create a domain to URL mapping

Claim a domain

To claim a domain:

1. Go to the AutoDiscovery service.

2. Navigate to Claims > Domains > Add Domain.

3. Enter the domain that you want to claim (for example, ace.example.com).
4. Click Confirm.

5. Copy the DNS token that appears on the screen to the clipboard.
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6. To create a DNS TXT record, go to the service-provider portal and add the DNS token.

7. To start the verification process:

a. Navigate to Claims > Domains.
b. Go to the domain that you added and click the ellipsis menu.
c. Select Verify Domain.

d. Click Start DNS Check.

Once the verification is completed, the status of your domain changes from pending to verified.

You can claim a maximum of 10 domains. If you want to claim more than 10 domains, contact

Citrix Support and provide your Customer ID and URL.

Create a domain to URL mapping

To create a domain to URL mapping:

1. Navigate to Claims > Domains.
2. Go to the domain that you added and click the ellipsis menu.
3. Click Add Another Server URL.

4. Enter the store URL that you want to map to this domain and save.

It is mandatory to include port number 443 in the store URL. For example, https://

storefront.example.com:443 .

Test channel configuration

You can test your configuration before enabling it for the end users. It helps you detect and resolve
any issues that might arise post deployment. The testing capability significantly reduces the
likelihood of disruptions or errors during the deployment process and increases overall user

satisfaction. To test your configuration:

1. Go to the cloud portal and sign in with your Citrix Cloud credentials.

2. On the main menu, navigate to Client app management.
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3. From the list of configured store URLS, select the store for which you want to map settings and

then click Configure.

4. Click the drop-down option and select Test Channel. It is set to Production by default.

= | cifnx 4 o v
Home > Workspace C > > URL Configurat
Workspace URL Production ~
82 Manage configuration pre_roduction @ View configured changes [ Clone Settings ) SubmitFodback

Test Channel

Search Configuration Settings Q O Android O Chromeos O HTMLS Oios O Mec O Windows

Updates and Plug-ins Auto Update Architecture

Allows admin way to Update.

> App Experience

> Security and Authentication
Auto Update Check

> Session Experience Specifies f the update check must be manual or automtic.

> HDX and Multimedia

> Enterprise Browser 0 Configured, 0 Unsaved v/

s that user can defer the notifications for the release pdates.
> Accessories

Auto Update Rollout Priority
Reset all to default 0 Configured, 0 Unsaved

Controls when the aap must be updated on the client device.

Auto Update To LTSR Only 0 Configured, 0 Unsaved

Enables Auto update for Workspace App LTSR

Citrix Endpoint Analysis Plug-In
0 Configured, 0 Unsaved

Installthe Citrix Endpoint

Citrix Workspace App Version
0 Configured, 0 Unsaved

5. Modify the settings for your preferred platforms as per your requirement.

6. You can then click Publish Drafts to publish your settings in the test channel.

The Global App Configuration service supports only two channels per store, one production

(default) and one test channel.

Configure channel support on end-user devices

Windows

To test the configuration defined by admins on a Windows device, users need to create the

following registry.

Path- HKEY_CURRENT_USER\SOFTWARE\Citrix\Receiver
Name- AppConfigChannelName

Type- REG_SZ
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Value- testrolloutchannell

Mac

To test the configuration defined by the admin on a Mac device, users need to perform the

following steps.

1. Set the name of the Global App Configuration service test channel using the following

command:

defaults write com.citrix.receiver.nomas GACSChannelName
testrolloutchannell

2. Restart the Citrix Workspace Helper, using the following commands:

launchctl unload /Library/LaunchAgents/com.citrix.ReceiverHelper.plist

launchctl load /Library/LaunchAgents/com.citrix.ReceiverHelper.plist

Once the device restarts, the configuration for the test channel is fetched automatically.

I0S

To test the configuration defined by the admin on an iOS device, proceed as follows.

=

. Sign in to the Citrix Workspace App.

2. Go to Settings > Advanced > App configuration.

w

. Select the test channel.

4. You can now test the configuration defined by the admin.
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5:20 - @
< Advanced
Default v

Test Channel

Settings

Android

To test the configuration defined by the admin on an Android device, proceed as follows.

1. Signin to Citrix Workspace app.
2. Go to Settings > Advanced > App Configuration.
3. Select the test channel.

4. You can now test the configuration defined by the admin.
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App configuration

® Default

()  Test channel

CAMCEL

Manage Citrix Workspace app versions

Overview

You can use the Citrix Workspace App Version setting to specify which Citrix Workspace app
version must be used by your end users for optimal results. You can set up a rule that updates the
app to the latest CR (Current Release) or LTSR(Long Term Service Release) version. You can also

specify if the upgrade must occur automatically or if the end user can update the app manually.
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This setting can be configured only for macOS and Windows OS.

To manage the app version settings, sign in to your Citrix Cloud™ console.

1. Navigate to StoreFront Cloud > App Configuration.
2. Go to the Updates and Plug-ins category.

3. Expand the Citrix Workspace app Version setting.

0 Auto Update Architecture
| (s P | 0 Configured, 0 Unsaved v/

Allows admin way to configure which architecture of build should user upgrade using Auto Update.
Enterprise Browser

> App Experience Auto Update Check
0 Configured, 0 Unsaved Vv

> Security and Authentication Specifies f the update check must be manual or automatic.

> Session Experience

Auto Update Defer Count
> HDX and Multimedia 0 Configured, 0 Unsaved W'

Specifies the number of times that user can defer the notifications for the release updates.

> Accessories

Auto Update Rollout Priority
Resetall to default 0 Configured, 0 Unsaved W'

Controls when the app must be updated on the client device.

Auto Update To LTSR Only 0 Configured, 0 Unsaved
. 0 Unsave

Enables Auto update for Workspace App LTSR

Citrix Endpoint Analysis Plug-In
0 Configured, 0 Unsaved

Install the Citrix Endpoint Analysis plug-in and automatically updats to the latest version.

Citrix Workspace App Version
0 Configured, 0 Unsaved

Specify the Citrix Workspace app version required for the end user's device and automatically update to the latest version.

Secure Access Plug-In
0 Configured, 0 Unsaved

Install the Secure Access plug-in and automatically update to the latest version.

WebEx VDI AutoUpgrade Plug-In
0 Configured, 0 Unsaved

4. Select the Windows or Mac checkbox and then click Edit.

> Accessories

Auto Update Rollout Priority
Reset all to default % 0 Configured, 0 Unsaved v

Controls when the app must be updated on the client device.

Auto Update To LTSR Only
> 0 Configured, 0 Unsaved v/

Enables Auto update for Workspace App LTSR

Citrix Endpoint Analysis Plug-In
0 Configured, 0 Unsaved v/

Install the Citrix Endpoint Analysis plug-in and automatically update to the latest version.

Citrix Workspace App Version
0 Configured, 0 Unsaved A

Specify the Citrix Workspace app version required for the end user's device and automatically update to the latest version.

[ ™ac

Secure Access Plug-In
0 Configured, 0 Unsaved v/

Install the Secure Access plug-in and automatically update to the latest version.

WebEx VDI AutoUpgrade Plug-In
0 Configured, 0 Unsaved v/
Install the Webex plug-in and automatically update to the latest version.

5. You can now customize the settings as explained in the Manage version settings section.
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6. Save your settings.

Manage version settings

You can customize the Citrix Workspace app version settings to cover one of the following use

cases.

Upgrade your end users automatically to the latest CR version

If you select the Use default settings checkbox, your end users are updated to the latest CR
version. The upgrade happens automatically at the beginning of the Delivery period, that is, as

soon as a new CR version is rolled out. For more information on Delivery period, see Delay Group.

Manage settings for Windows
Citrix Workspace app version

Current configured version
2391104

Use default settings
Automatically update to latest in version at the beginning of delivery period.

y update to the latest version
301104

Upgrade your end users automatically to the latest LTSR or CR version

The Automatically update to the latest version setting enables you to upgrade your end users to
the latest version. However, you must select the delivery period for the upgrade under Delay

group settings.

To use this option, you must first clear the Use default settings checkbox. Only then, you'll be
able to select the Automatically update to the latest version setting. In the Update Type field,
select LTSR or CR.

The upgrade occurs as per your Delay group settings. For example, if you have selected Fast
under Delay group, the app is updated automatically as soon as a new version is rolled out. For
more information on delivery period, see Delay group.
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Manage settings for Windows
Citrix Workspace app version

Current configured version
2391104

() Use default settings

Automatically update to Latest in version at the beginning of delivery period.

Automatically update to the latest version
Latest version: 2301104

Update type

Current Release (CR) ~ |

Current Release (CR)

Long Term Service Release (LTSR) j

Delay group
Set the preference when the update s rolled out to the end users.
O Fast
Available updates are rolled out to the users at the beginning of delivery period.
@ Medium
Available updates e rolled out to the users at mid-dlivery period
QO Slow

Available updates are rolled out to the users at the end of delivery period

As the app is updated automatically to the latest version, the Maximum allowed version field is
automatically disabled.

Upgrade your end users to a specified CR or LTSR version

If you want to select a specific version that the end user must update to, proceed as follows.

1. Clear(disable) the Use default settings checkbox.
2. Clear(disable) the Automatically update to the latest version checkbox.
3. In the Update type field, select your preferred release type.

4. In the Maximum allowed version, select the version that you want to upgrade your end users

to. You can select the appropriate version from a list of 3 previous versions.

Manage settings for Windows
Citrix Workspace app version

Current configured version
23.9.1.104

() Use default settings

Automatically update to latest in version at the beginning of delivery period.

[ Automatically update to the latest version
Latest version: 2391104

Update type

Current Release (CR) v ]

Maximum allowed version

| 237118

23.9.1104

237118

237015

e
Available updates are rolled out to the users at mid-delivery period
@ Slow

Available updates are rolled out to the users at the end of delivery period
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5. Under the Delay Group section, select the preferred delivery period. For more information on

delivery period, see Delay Group.

Delay Group
When a new version of the Citrix Workspace app is available, Citrix rolls out the update during a
specific delivery period. With this option, you can control at what stage during the delivery period
you can receive the update.

e Fast: Update rollout happens at the beginning of the delivery period.

¢ Medium: Update rollout happens at the mid-delivery period.

e Slow: Update rollout happens at the end of the delivery period.

Manage settings for Windows

Citrix Workspace app version

Current configured version
2391104

(O Usedefault settings
Automatically update to latest in version at the beginning of delivery period.
O Automatically update to the latest version
Latest version: 23.9.1104

Update type

Current Release (CR) v l

Maximum allowed version

l 237118 v l

Delay group
Set the preference when the updateis rolled out to the end users:
O Fast
Available pdates are rolled out to the users at the beginning of delivery period.
@ Medium
Available pdates are rolled out o the usars at mid-delivery period

O Slow
Available updates are rolled out to the users at the end of delivery period.

Automatic update timeframe

Administrators can now schedule automatic updates for Citrix® products at any preferred time on
their Windows and Mac devices. During this specified time, software updates automatically or
users receive notifications on available updates. This feature is applicable for all Citrix updates on
Windows and Mac platforms. The aim is to minimize disruption to end users during their working

hours, thereby providing an enhanced user experience.

To enable this feature, do the following:

The feature is currently available only on the Windows and Mac platforms.
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1. Navigate to StoreFront Cloud > App Configuration in Citrix Cloud.

2. Select the required store URL from the list.

3. Navigate to Configure > Updates and Plug-ins, and click the Automatic update timeframe

setting.

Automatic Update Timeframe

Specify the time of day for users to receive
notifications about available updates.

Mac Edit

0 Configured, 0 Unsaved

AN

4. Select the appropriate operating system, and click Edit to define the time window within which

automatic update occurs.

Manage settings for Macos

Update between

| 0o || 0o H 02 || 00 | user time zone

Defer day count &)

B

Update between: In this field, add the start time and end time between which you prefer to

execute the automatic update.
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The difference between start and end time should be at least 1 hour and should be on the

same day.

Defer day count: In this field, mention the number of times users can postpone the automatic
update. When a user runs out of the allocated defer count, the automatic update occurs during the

time frame defined in the Update between fields.

Citrix Workspace app version

Administrators can schedule convenient date ranges during which an automatic update of Citrix
Workspace app should roll out to their end users. This capability allows them to determine the

rollout dates, minimizing disruption to end users and improving the user experience.
To enable this feature, do the following:
Note: The feature is currently available only for Citrix Workspace app on the Mac platform.

1. Navigate to StoreFront Cloud > App Configuration in Citrix Cloud.
2. Select the required store URL from the list.

3. Navigate to Configure > Updates and Plug-ins, and click the Citrix Workspace app version

setting.

4. Select the appropriate operating system, and click Edit to configure the setting
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LManage settings for Macos

Citrix Weorkspace app version

Current configured version

Mone

() Automatically update to the latest version
Latest version: 24.11.0.54

Update type

Current Releaze (CR) '

Maximum allowed version

‘ 24.11.0.54 -

Scheduling

Latest version: 24.11.0.54 release date
December 4, 2024

Roll out start date

| December 11, 2024 B

Delivery period

{ 30 days e

Maximum allowed version: Define the maximum software version you want to allow for the

automatic update.

Roll out start date: Define the start date at which you prefer to start the automatic update of your
Citrix Workspace app. Once you set a date, the app doesn’t get updated even if a newer version of

the app is available.

Delivery period: Enter the number of days up to which the automatic update rolls out. The
automatic update process will complete within the specified delivery period. The delivery period is

an increment of 15.

Automatic updates occurs only after user sign in to Citrix Workspace app.
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Automatic update management settings supports configuration profiles

The automatic update management settings such as Automatic update timeframe and Citrix

Workspace app version are applicable for different user groups through configuration profiles.

To enable this feature, do the following:

The feature is currently available only on the Mac platform.

1. Navigate to StoreFront Cloud > App Configuration in Citrix Cloud.

2. Select the required store URL from the list.

w

Navigate to Configure.

4. Select a configuration profile from the list.

Home » Workspace Configuration » App Configuration > URL Configuration

! v Early Adopters ~

Configuration profiles or all users with this URL.

2000 3 User group(s) |

| @ Citrix Workspace App I @/ Citrix En - Early Adopters 3000 1 User group(s)

Storewide
0> View configured changes LD Clone Setti

22 Manage configuration profiles

5. Configure the settings Automatic update timeframe or Citrix Workspace app version as

mentioned in Automatic update timeframe and Citrix Workspace app version.

Manage plug-ins using Global App Configuration service

Overview

With Global App Configuration service, you can configure installation and update settings for plug-
ins from a centralized platform. These plug-ins must be built either by Citrix or its partners. The
Global App Configuration service Ul provides admins a centralized platform to distribute plug-ins

across managed and personal devices.
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Plug-in installation or upgrade is supported on the following Citrix Workspace™ app versions:

 Citrix Workspace app for Windows 2212 (Current Release) or later
» Citrix Workspace app for Windows 2402 (LTSR)

» Citrix Workspace app for Mac 2409 or later

If your store is GACS configured and end users have already added it to their Citrix Workspace
app, any change in the plug-in setting is reflected as per the duration specified here. This means
that after you publish your changes, it might take a few hours for the settings to be updated on the

client side, depending on the platform.

After the configuration has been fetched on the client side, the Citrix Auto-Update service installs

the plug-in as per your Delay Group settings or within 24 hours, whichever is sooner.

NOTE:

End users can manually update to the latest version of the plug-ins using the Check for
updates option in their system tray. This overrides any delay group settings. However, this
option also updates the Citrix Workspace app, either to the latest version or to the version

specified by the admins.

Supported plug-ins can be found under the Updates and plug-ins section on the GACS UL.

= cilrix A @ ©
|Home > Workspace Configuration > App C > URLC: .|
Workspace URL Production v

<@ View configured changes

Search Configuration Settings Q O Android [ chrome0S O HTMLs 0 ios (O Mac () Windows

i Auto Update Architecture
Updates and Plug-ins P 1 Configured, 0 Unsaved V'

Allows admin way to configure which architecture of build should user upgrade using Auto Update.
Enterprise Browser

>
G s Auto Update Check
1 Configured, 0 Unsaved

> Security and Authentication Specifies if the update check must be manual or automatic.

> Session Experience

Auto Update Defer Count U
> HDX and Multimedia 0 Configured, 0 Unsaved v

Specifies the number of times that user can defer the natifications for the release updates.
> Accessories

Auto Update Rollout Priority
Reset all to default 0Configured, 0 Unsaved Vv

Controls when the app must be updated on the client device.

Auto Update To LTSR Only 0 Configured, 0 Unsaved Vv

Enables Auto update for Workspace App LTSR
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Citrix Endpoint Analysis Plug-in

This setting helps you install and update the Citrix Endpoint Analysis plug-in to the latest version

for your end users.

| search Coniguration settings Q 0 Androit ) onromeos 0 rmas Oos ) ec ) windows

B Auto Update Architecture
e vd 1 Configured, 0 Unsaved v/

Allows admin way to configure which architecture of build should user upgrade using Auto Update.
Enterprise Browser

> App Experience Avto Undate Gheck
uto Update Chec
2 Configured, 0 Unsaved /.

> Security and Authentication Specifies if the updite check must be manuslor automtic

> Session Experience

Auto Update Defer Count . )
> HDX and Multimedia 2Configured, 0 Unsaved \/

Specifies the number of times that user can defer the notifications for the release updates.

> Accessories

Reset all to default Auto Update Rollout Priority 2 Configured, 0 Unsaved "/

Cantrols when the app must be updated on the client device.

Auto Update To LTSR Only 1Configured, 0 Unsaved

Ensbles Auto update for Workspace App LTSR

Citrix Endpoint Analysis Plug-In i
2 Configured, 0 Unsaved A

Install he Anclysis plugin and othe latest version.
Mac Edit | Configured
Windows Edit | Configured

Citri Warksnaca Ann e

The Citrix Endpoint Analysis plug-in enables you to run device-posture checks on end-user
devices. Citrix Device Posture service is a cloud-based solution that helps admins to enforce
certain requirements that the end devices must meet to gain access to Citrix DaaS (virtual apps

and desktops) or Citrix Secure Private Access™ resources (SaaS, Web apps, TCP, and UDP

apps).

You can configure your plug-in settings as described in the Deployment mode settings section.

This plug-in is available only on Windows and Mac platforms.

For more information, see Manage Citrix Endpoint Analysis client for Device Posture service.

Citrix Secure Access™ Agent

End users can easily access all their sanctioned private apps by installing the Citrix Secure Access

agent on their client devices.

With the additional support of client-server apps within Citrix Secure Private Access, you can now
eliminate the dependency on a traditional VPN solution to provide access to all private apps for

remote users.
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You can configure your plug-in settings as described in the Deployment mode settings section.

Auto Update To LTSR Only 1 Configured, 0 Unsaved

Enables Auto update for Workspace App LTSR

Citrix Endpoint Analysis Plug-In .
2 Configured, 0 Unsaved

Install the Citrix Endpoint Analysis plug-in and automatically update to the latest version.

Citrix Workspace App Version

2 Configured, 0 Unsaved
Specify the Citrix Workspace app version required for the end user's device and
automatically update to the latest version.

Secure Access Plug-In 7
1 Configured, 0 Unsaved /\

Install the Secure Access plug-in and automatically update to the latest version.

Windows Edit Configured

WebEx VDI AutoUpgrade Plug-In
1 Configured, 0 Unsaved

Install the Webex plug-in and automaticallv undate to the latest version.

Webex VDI AutoUpgrade Plug-in

The Webex App VDI solution optimizes the audio and video for calls and meetings. With GACS,
you can manage the Webex VDI Plug-in manager. The Webex VDI Plug-in manager, in turn,

installs and manages the Webex plug-in installed on the end-user’s device.

This plug-in is available only on the Windows platform.

The Webex VDI plug-in installer engine is installed during the regular auto update of the Citrix

Workspace app or when you check for updates manually.

IMPORTANT:

Citrix only manages the installation and update of the Webex VDI Plug-in manager. The

Webex plug-in that is installed on the end-user’s device is managed by Webex itself.
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Configure plug-in settings
Before proceeding, you must ensure that you've completed the steps listed in the Prerequisites

section below. You can then configure your plug-in settings as described in the Deployment mode

section.

Prerequisites

The following steps must be followed for configuring the Virtual Channel:

1. Either disable or configure the Virtual Channel List policy on the Broker to allow Webex to use

the VC as documented here.

2. Enable Autoupgrade for the VDI plug-in on the Virtual Desktop where the Webex App for VDI is
installed using the following registry key HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Spark
Native, set AutoUpgradeVDIPluginEnabled=1

You can now sign in to your Citrix Cloud™ account and configure your plug-in settings as

described in the Deployment mode settings section.

INSTall tne LITriX ENApOINT ANalysis plug-in ana automatically upaate 1o e latest version.

Citrix Workspace App Version

2 Configured, 0 Unsaved WV
Specify the Citrix Workspace app version required for the end user's device and
automatically update to the latest version.

Secure Access Plug-In
1Configured, 1 Unsaved W

Install the Secure Access plug-in and automatically update to the latest version.

WebEx VDI AutoUpgrade Plug-In .
1 Configured, 0 Unsaved A

Install the Webex plug-in and automatically update to the latest version.

Windows Edit Configured

Webex VDI plug-in compatibility with Webex app

Once the configuration is done, a refresh option appears in the menu on the Webex app running in
the VDI. Click the refresh option, the Webex app closes and the Webex VDI plug-in is installed on

the user's endpoint.

The Webex VDI plug-in does not appear in the list of programs on Windows even after installation.

To check if the plug-in is installed, you can run a Health Check on the Webex app running in the
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VDI. Check the VDI section to verify if the plug-in is installed. You can also verify if the plug-in

version is compatible with the Webex app version.

The Webex VDI Plug-in manager automatically installs the latest Webex plug-in version which is
compatible with the end user’'s Webex app. For more information on compatible versions, refer to

Webex Version support.

If the versions don't match, check if you've disabled the Compatibility check on the VDI using the

steps below:

1. Goto HKEY_LOCAL_MACHINE\Software\Cisco Spark Native\ .

2. Create a DWORD (32-bit) registry key named VvDIDisableCompatibilityVersionCheck

and give it one of these values:

- 0— enables the version compatibility check (default)

- 1- disables the version compatibility check

Zoom VDI Plug-in Management

With GACS, you can manage the Zoom VDI Plug-in manager. The Zoom VDI Plug-in manager, in

turn, installs and manages the Zoom plug-in installed on the end-user’s device.

IMPORTANT:

Citrix only manages the installation and update of the Zoom VDI Plug-in manager. The Zoom

plug-in that is installed on the end-user’s device is managed by Zoom itself.
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aﬂtomatically update to {he latggt version. N

Secure Access Plug-In
0 Configured, 0 Unsaved ~

Install the Secure Access plug-in and automatically update to the latest version.

WebEx VDI AutoUpgrade Plug-In
0 Configured, 0 Unsaved W

Install the Webex plug-in and automatically update to the latest version.

Zoom VDI Plug-In Management
0 Configured, 0 Unsaved A\

Install the Zoom VDI Plug-in Management and automatically update to the latest version.

[:] Mac

D Windows

Configure plug-in settings

Before proceeding, you must ensure that you've completed the steps listed in the Prerequisites
section below. You can then configure your plug-in settings as described in the Deployment mode

settings section.

Prerequisites

The following steps must be followed for configuring the Virtual Channel:

1. Either disable or configure the Virtual Channel List policy on the Broker to allow Zoom to use

the Virtual Channel as documented here.

2. Enable the virtual desktop for Zoom VDI plug-in Management with registry key as documented

here.
You can configure your plug-in settings as described in the Deployment mode settings section.

Once the configurations are done, open the Zoom app and keep it running on the VDI. The user
should see a pop up (prompt) after sometime (once the Zoom VDI plug-in installer is downloaded
on the user's endpoint) letting them know that the session will be disconnected to install the VDI
plugin on the endpoint. Upon clicking OK, Zoom would close the Citrix Session and proceed to

install the plug-in on the user's endpoint.
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Microsoft Teams VDI Plug-in Management

The Microsoft Teams VDI Plug-in Manager optimizes the audio and video for calls and meetings.
With Global App Configuration service, you can manage the installation of Microsoft Teams Plug-in
Manager. This Plug-in Manager, in turn, installs and manages the Microsoft Teams Optimization

plug-in (VDI 2.0 or Slimcore engine) on the end-user’s device.

Configure plug-in settings

Before proceeding, you must ensure that you’ve completed the steps listed in the following

Prerequisites section.

Prerequisites

Administrators are required to configure a new registry setting in the VDA to enable the new
Microsoft Teams to access the Citrix virtual channel. For more information, see the Note given in
Optimization for Microsoft Teams. This registry setting is not required if you're using CVAD 2402
LTSR and above (or) 2203 LTSR CU5 and above.

You can now sign in to your Citrix Cloud account and configure your plug-in settings as described

in the Deployment mode settings section.

Citrix Endpoint Analysis Plug-In
0 Configured, 0 Unsaved

Install the Citrix Endpoint Analysis plug-in and automatically update to the latest version

Citrix Workspace App Version

0 Configured, 0 Unsaved
Specify the Citrix Workspace app version required for the end user’s device and automatically update to the latest
version.

Microsoft Teams 2.1 VDI Plug-In Management )
0 Configured, 0 Unsaved A

Install the MS Teams plug-in and automatically update to the latest version.

Windows Edit

For more information, see New VDI solution for Teams.
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NOTE:

» Reconnect the session after the successful installation of the plug-in on the end-user

device. After that, Microsoft Teams VDI app needs to be restarted twice to enter VDI 2.0

mode.

 This plug-in is available only on the Windows platform, and it is applicable starting with

Citrix Workspace app for Windows version 2405.

 This plug-in is only applicable to New Teams (Teams 2.x) and not Classic Teams.

ControlUp's RemoteDX Plug-in Management

ControlUp's RemoteDX is a monitoring and troubleshooting solution designed to improve the end-
user experience for remote workers. The key features include Endpoint Monitoring, Network
Insights, Session Visibility, and Proactive Alerts. With Global App Configuration service, you can

manage the ControlUp's RemoteDX Plug-in manager.

IMPORTANT:

Citrix only manages the installation and update of the RemoteDX Plug-in manager. ControlUp
directly manages the RemoteDx plug-in installed on the end-user's device. Telemetry data
collection by the RemoteDX plug-in from an end-user's device, if any, is also managed by

ControlUp.
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Citrix Secure Access client

0 Configured, 0 Unsaved
Install the Secure Access plug-in and
automatically update to the latest version.

Citrix Workspace app version

Specify the Citrix Workspace app version 0 Configured, 0 Unsaved
required for the end user's device and push

automatic update notifications when an update is

available.

ControlUp Remote DX plug-in

Install the Remote DX plug-in on end user 0 Configured, 0 Unsaved
devices using Citrix Workspace app and choose

to update to the latest version. ControlUp

manages the Remote DX plug-in and any

telemetry data collected from end-user devices.

Windows Edit

Deployment mode settings

Sign in to your Citrix Cloud account and navigate to StoreFront Cloud > App Configuration.
From the list of configured URLS, select the one for which you want to map settings, and click
Configure. Under the Updates and Plug-ins section, navigate to the desired plug-in and click the
expand icon to view the applicable platforms. Select the platform that you want to configure the

settings for and click Edit.

* Install and update: Installs the latest version of the plug-in on the end-user’s device. It

automatically updates the plug-in to the latest version.
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Manage settings for Windows

Citrix Endpoint Analysis plug-in

D Use default settings

Automatically update to latest in version at the beginning of delivery period.

Latest version: 23.11.1.20

Update type

‘ Current Release (CR) v

Deployment mode
@ Install and update

Plugin can be freshly installed and updated with the new version.
O Install only

Only install should be allowed, no further update should happen.

Install the plug-in silently after the end user adds the store.

([ Install the plug-in before the end user logs in.

* Install only: Installs the latest version of the plug-in on the end-user’s device. It does not auto-

update.

Manage settings for Windows

Citrix Endpoint Analysis plug-in

D Use default settings

Automatically update to latest in version at the beginning of delivery period.

Latest version: 23.11.1.20

Update type

‘ Current Release (CR) v

Deployment mode
O Install and update

Plugin can be freshly installed and updated with the new version.
Install only
Only install should be allowed, no further update should happen.

Install the plug-in silently after the end user adds the store.

[:] Install the plug-in before the end user logsin.

After you've selected the deployment mode, you must specify if the plug-in installation or update

must require the end-user’s intervention. You can select one of the following options.
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Manage settings for Windows

Citrix Endpoint Analysis plug-in

D Use default settings

Automatically update to latest in version at the beginning of delivery period.

Latest version: 23.11.1.20

Update type

Current Release (CR) v

Deployment mode
@ Install and update

Plugin can be freshly installed and updated with the new version.
O Install only

Only install should be allowed, no further update should happen.

Install the plug-in silently after the end user adds the store.

([ Install the plug-in before the end user logs in.

* Install the plug-in silently after the end-user adds the store: The plug-in is installed or
updated to the latest version after the end user has added the store. The installation is
completed in the background and end users receive a notification once the installation or

update is completed. They can sign in and access their stores as usual.

« Install the plug-in before the end user logs in: The end user will be unable to sign in to their
Citrix store until the installation is completed. Once the installation is completed, the end users
receive a notification. End users are then redirected to authenticate and access the store.

Upgrade occurs in regular auto update cycle.

Delay Group
e Fast: Update rollout happens at the beginning of the delivery period.
e Medium: Update rollout happens at the mid-delivery period.

« Slow: Update rollout happens at the end of the delivery period.

Manage settings for user group using configuration profile

This section explains how to configure settings for user groups using the configuration profile

feature in Global App Configuration service (GACS).

This feature is currently available for cloud stores on Windows, Mac, Linux, Android, and iOS

platforms.
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Introduction to user group and configuration profile

A user group is a collection of users that are created and managed by administrators. Configuring
settings for a user group ensures that all users within the user group have the same experience
simultaneously. You can create a user group through your organization’s identity provider (IdP) by
leveraging the AD group information stored in the IdP. For more information on the list of supported

identity providers, see Configure Authentication.

A configuration profile is used to identify a collection of user groups and it represents a higher-level
abstraction of user groups, with each configuration profile capable of containing multiple user
groups. If you need to configure some settings for a particular user groups, you can create a
configuration profile and add those user groups to it. You can choose any configuration profile and
assign settings to it, so that the experience is applied to all user groups within the configuration

profile.

NOTE:

* You can create up to 20 configuration profiles.

* You can add up to 10 user groups in a configuration profile.

T Q
—D

GACS

Admin can configure
settings to users

l l

00 000
Configuration profile Storewide
To identify a collection of user groups. Storewide includes all users who are part of

configuration profile and other users.

Workflow of Storewide and Configuration profiles

Administrators can configure a setting for users either through Storewide or Configuration profiles.
This section explains how the configuration process works in both Storewide and Configuration

profiles.
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Storewide

When you configure a setting for Storewide, it takes effect in the following two ways, depending on

the context of that setting:

» For settings available only for Storewide: Some settings are available only for Storewide.
For example, "the web browser for authentication" setting. When you configure such settings,

they are applicable to all users, including those within Configuration profiles.

» For settings available for both Storewide and Configuration profiles: Some settings are
available for both Storewide and Configuration profiles. For example, the "Reconnect apps and
desktops" setting. When you configure such settings for Storewide, they are not applied to
users assigned to a profile by default. Such settings must also be configured in individual

profiles for those settings to take effect.

For more information on configuring a setting for Storewide, see Configure settings for storewide.

Configuration profiles

When you configure a setting for a Configuration profile, it applies to all users within that

Configuration profile.

For more information on configuring a setting for Configuration profiles, see Configure settings for

configuration profiles.

Set Priority

When a user group belongs to multiple configuration profiles, settings from the configuration profile
with the highest priority will be applied to that user or user group. The lower the value, the higher
the priority. For more information about setting a priority, see Create a configuration profile and Edit

priority.

NOTE:

We recommend leaving sufficient gaps between the priority of configuration profiles, such as
1000, 2000, 3000, etc. This makes it easier to insert new priority values later during the

creation of other configuration profiles without needing to edit the existing values.

Create a configuration profile

You can create a configuration profile in two different ways. Either from the App Configuration

page or from App Configuration > URL Configuration page.
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Create configuration profile from Citrix® StoreFront Cloud page

1. Signin to your Citrix Cloud™ account and navigate to StoreFront Cloud > App

Configuration.
2. Click Manage configuration profiles.
3. Click Create to create a configuration profile.

4. Enter the name, description, and priority of the configuration profile in the Name, Description,

and Priority fields respectively.

5. In the Search for user groups field, enter a keyword and search the user groups that you
want to add into this configuration profile. You can add the desired user groups by clicking the

user group from the search list.

6. Click Save.

Home * Warkspace Configuration * App Configuration

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises
and cloud stores from one location. Learn more

27, Manage configuration profiles  Preview

Tirs @ 4 Nams Canfiguration profiles
‘Workzpace =

‘Workzpace

Workspace H

Workspace 17

‘Workzpace 2

Workspace H

‘Workzpace

‘Workzpace 5

‘Workzpace 18

Name and Priority are mandatory fields.

Create configuration profile from URL configuration page

1. Signin to your Citrix Cloud account and navigate to StoreFront Cloud > App Configuration >
URL configuration. You can navigate to the URL configuration page by clicking on the

Configure button.
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2.

Home » Workspace Configuration » App Configuration

Workspace Configuration

Access Authentication Customize Service Integrations App Confi

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises
and cloud stores from one location. Learn more

B3 Manage configuration profiles  Preview

Typ= @ 3 Mame Cenfiguration profiles
Workspace 2

Workspace 0

‘Workspace 2

‘Workspace 17

‘Workspace 2

Workspace 2

Workspace 1

Workspace 5

Workspace 18

Click Manage configuration profiles, and then click Create.

For further instructions, see steps 3 — 7 given in Create configuration profile from Citrix®

StoreFront Cloud page.

Edit a configuration profile

1.

2.

Navigate to StoreFront Cloud > App Configuration.

Click Manage configuration profiles.

Select the configuration profile you want to delete from the given list.
Click Edit.

Update the relevant fields, and then click Save.

Edit priority of a configuration profile

1.

2.

Navigate to StoreFront Cloud > App Configuration.

Click Manage configuration profiles.

Select the configuration profile you want to delete from the given list.

Click Edit priority.

Update the priority value, and click v/ to update the value or click %8 to cancel the changes.

Click Close.
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Delete a configuration profile

To delete a configuration profile, you must reset all configured settings within the configuration
profile. The detailed steps are as follows:

1. Navigate to StoreFront Cloud > App Configuration.

2. Click the Configure button, and select the appropriate configuration profile from the drop-down
list.

3. Click Reset all to default.

4. Check the declaration, and click Reset all.

Home * Workspace Configuration » App Configuration » URL Configuration

Workspace URL Production +

23 Manage configurationprofiles  Preview <G> View configured changes

Updates and Plug-ins Feset all to detault

Enterprise Browser lunderstand that this action will immediately reset everything on Storewide Production to their default settings. This action cannot be

undone.
* App Experiencs

* Security and Authentication m

» Sadsian Experience
* HDX and Multimedia

¥ Accessories

[Resat oll 1o default

If you haven’t configured any settings for the configuration profile, you don’t have to reset

the settings. So, you can skip steps 2 — 4 in that case.

5. Click Manage configuration profiles.

6. Select the configuration profile you want to delete from the given list.

7. Click Delete.
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You can use the Edit, Delete, and Edit priority options from both StoreFront Cloud page

and URL Configuration page.

Configure settings for configuration profiles

1. Signin to your Citrix Cloud account and navigate to StoreFront Cloud > App Configuration >

URL configuration.

2. Select the appropriate configuration profile from the drop-down list.

3. Configure relevant settings for the configuration profile.

Configure settings for storewide

This section describes two scenarios where you have to configure settings only for storewide.

Use case 1: Settings that can be configured only for storewide

Some settings cannot have a custom value for user groups. These settings are covered as part of
Storewide and appear inactive when accessed within the configuration profile. You can see a

warning message with an option to switch to the Storewide configuration page.

|
Alternatively, you can configure the settings for storewide using the following instructions.

1. Navigate to StoreFront Cloud > App Configuration > URL configuration.

2. Select Storewide from the drop-down list.

3. Configure relevant settings.

Use case 2: Configure settings for remaining users

If you haven't grouped any users under a configuration profile, those remaining users are covered
by Storewide. To configure settings for such users, see steps 1 — 3 given in Use case 1: Settings

that can be configured only for storewide.
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When you configure a setting for both Storewide and a configuration profile, the configuration

profile holds the highest priority at the time of applying settings.

Clone settings across stores, channels, and configuration profiles

Clone settings refers to the ability to duplicate settings which are already configured through Global
App Configuration service. Instead of going through the entire configuration process again,
administrators can simply clone the existing settings to save time and effort. This feature

streamlines the workflow, improves productivity, and maintains consistency.
GACS allows cloning of settings in the following scenerios:

« Between channels: Clone the configured settings from one channel to the other.

« Between configuration profiles: Clone the configured settings between configuration profiles

created within the store.

* From store to a configuration profile: Clone the configured settings in storewide to a

configuration profile.

» Between stores: Clone the configured settings from the current store to another store.

NOTE:

» Cloned settings overwrite the existing settings at the destination.

» Certain storewide-only settings can’t be cloned to the configuration profile with From store

to a configuration profile option.

» Cloning between stores is possible only with stores of the same type. Both the source and

destination stores need to be either cloud or on-premises stores.

\

To use this feature, you need to:

1. Navigate to StoreFront Cloud > App Configuration in your Citrix Cloud™ account.

2. Select the desired store from the given store list, and click the Clone Settings option.
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Home > Workspace Configuration > App Configuration

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out:

82 Manage configuration profiles Preview @ Clone Settings

Tyee @ & MName

Workspace S ——— W — -
Workspace

Workspace

Workspace

Workspace

Workspace

3. Select a cloning type from the Clone Settings window, and click Next.

4. Select Cloning to and from information by selecting the appropriate details from the drop-

down list.
See the following sections for more information about steps 3 and 4.
Clone settings between channels:

You can clone the settings between Production and Test Channel in Storewide.

Clone Settings b4
Workspace URL

@ Cloning type Cloning type

Select a cloning type
@ Cloning to and from gp

@ Betweenchannels
@ Summary Clone configured settings from one channel to the other.

(O Between configuration profiles
Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile

Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

(O Between stores

Clone configured settings from current store to another store.
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Clone Settings
Workspace URL

0 Cloning type

Select clone to / from:

@ Cloning to and from

@ Summary

Clone Settings
Workspace URL

o Cloning type

0 Cloning to and from

@ Summary

Channel to clone from:
Test Channel ~
)b Switch
Channel to clone to:
Production ~ ‘
Summary
Cloning type Between channels
From Test Channel
To Production

Setting(s) to be cloned 1

Clone settings between configuration profiles:

You can clone the settings between two configuration profiles.
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Clone Settings X
Workspace URL

@ Cloning type Cloning type

Select a cloning type
@ Cloning to and from 8P

() Between channels
@ Summary Clone configured settings from one channel to the other.

@ Between configuration profiles
Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile
Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

() Between stores
Clone configured settings from current store to another store.

Clone Settings X
Workspace URL
@& cloning type Select clone to / from:
@ Cloning to and from Configuration profile to clone from:
@ Summary _ fest v
Jb Switch

Configuration profile to clone to:

Testing MFE '
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Clone Settings X
Workspace URL

0 Cloning type Summary
o Cloning to and from Cloning type Between configuration profiles
@ From Test
Summary
To Testing MFE

Setting(s) to be cloned 1

Clone settings from store to configuration profiles:

You can clone the settings from a store to a configuration profile.

Clone Settings X
Workspace URL

@ Cloning type Cloning type

Select a cloning type
@ Cloning to and from sHP

(O Between channels
@ Summary Clone configured settings from one channel to the other.

(O Between configuration profiles
Clone configured settings between configuration profiles created in this store.

From store to a configuration profile

Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

(O Between stores
Clone configured settings from current store to another store.
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Clone Settings )¢
Workspace URL

0 Cloning type Select clone to / from:

Store to clone from:
@ Cloning to and from

Configuration profile to clone to:

@ Summary .

Testing Cloning 2 ~ ‘
Clone Settings )¢
Waorkspace URL
o Cloning type Summary
0 Cloning to and from Cloning type From store to a configuration profile
@ Summary From —

To Testing Cloning 2

Setting(s) to be cloned 2

Settings not applicable  Auto update
for cloning architecture

Clone settings between stores:

You can clone the settings between stores.
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Clone Settings ) 4
Workspace URL

@ Cloning type Cloning type

Select a cloning type
@ Cloning to and from gHp

(O Betweenchannels
@ Summary Clone configured settings from one channel to the other.

() Between configuration profiles
Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile

Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

Between stores

Clone configured settings from current store to another store.

Clone Settings X
Workspace URL https://

@ cloning type Select clone to / from:
Store to clone from:
@ Cloning to and from hitps:// —
Workspace store to clone to:
@ Summary - -
https:// w ‘
Clone Settings X
Workspace URL https://
0 Cloning type Summary
Q Cloning to and from Cloning type Between Workspace Stores
@ Summary From — .
To - -

Sefting(s) to becloned 3
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5. Click Next.

6. Verify the configured clone settings on the Summary page, and click Clone.

A\ Clone settings to https:// " ; ?

Cloning will overwrite the existing settings. This action cannot be undone.

@

You can see a notification following the successful cloning.

Q 3 setting(s) have been cloned from to X

Manage settings for hybrid launch

Citrix Workspace app enables its management via Global App Configuration service (GACS) for

hybrid launch scenarios.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon
selecting an app or desktop within the browser interface, the Citrix StoreFront™ server generates
an ICA file containing specific instructions for launching that resource. The native Citrix Workspace

app reads the ICA file's contents and initiates the connection to the remote application or desktop.

With support for hybrid launch, GACS now allows you to provide a consistent experience for your

users, regardless of whether they access the store through the native app or a browser.

Supported versions of Citrix Workspace app

CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Windows 2503
Mac 2503

© 1997-2026 Citrix Systems, Inc. All rights reserved. 352



Citrix® StoreFront Cloud

Verify the Citrix Workspace app behaviour

This section describes Citrix Workspace app behaviour in various use cases for hybrid mode.

SCENARIO

A user accesses a store via a web browser and
launches a session using client redirection.

A user adds a store in the app and then
accesses the same store via a web browser.

A user opens a session from Store 1 and then
opens another session from Store 2 via a web
browser.

A user opens a session and GACS settings are
changed during the active session.

BEHAVIOR

The in-session settings apply only from the
subsequent launch, while the remaining
settings become available for use.

Settings are retrieved and applied through the
natively added store.

The session launched from the most recently
accessed store applies its settings.

GACS settings are applied during the next
session launch.

NOTE:

session again.

Once a session launch is completed, GACS settings are fetched after the 6-hour time

window. If the settings are needed earlier, the user must go to Reset store and launch the

Cloud store support

To get started, administrators need to enable in-memory hybrid launches. This means you have to

disable ICA file download to manage Citrix Workspace app in the case of a hybrid launch. To

disable ICA file downloads for store, see store PowerShell documentation.

Hybrid launch via Citrix Web Extension isn't currently supported.

To enable this feature, submit a request using this enablement form.

On-Premises Support

To get started with this feature, the administrators need to meet the following prerequisites:
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Whitelist GACS endpoint
 Configure registration tool
» Enable in-memory hybrid launches

» Minimum supported version of StoreFront is 2503.

Hybrid launch via Citrix Web Extension isn’t currently supported.

Whitelist GACS endpoint

For more information, see Prerequisites.

Configure registration tool

For more information, see Configure registration tool.

Enable in-memory hybrid launches

To enable in-memory hybrid launches, do the following steps:

1. To allow hybrid launches using Citrix Workspace launcher, select the Allow users to
download HDX™ engine (plug-in) checkbox.
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Edit Receiver for Web site - /Citri/StoreWeb

StoreFront

Ul Experience

Category Settings
Customize Appearance
Featured App Groups
Authentication Methods

Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac 05 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
users cannot install Citrix Recerver/Workspace app, enable Recever for HTMLS.

Deployment option: [ Use Receiver for HTMLS if local Citrix Receiver/Workspace a.. ~ I

__| Launch applications in the same tab as Recewver for Web
) Show "Already Installed’ ink on client detection page (i ]

|| Prevent ICA downloads on all platforms (i ]

Website Shortcuts |

[+ Allow users to download HDX engine (plug in) (i ] I

Deploy Citrix Receiver/
Workspace app

Session Settings
Waorkspace Control
Client Interface Settings

Advanced Settings

[_] Upgrade plug-in at logon @
Source for Receivers/Workspace app

Windows source: [Lotalﬁ.lesonﬂ': StoreFront server ']
Windows Installer: @  No file available in the directory.
Mac source: ILot.llfiluoﬂhS.brean‘tscmr ']

Mac Installer: @ Mo file available in the directory.
R ( conce | [ eny |

2. Under Advanced Settings, select the Enable protocol handler checkbox.
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Edit Receiver for Web site - fCitrix/StoreWeb

StoreFront Advanced Settings
Configure advanced settings with caution.

R Ensble Fiddler tracing
Deploy Citrix Receiver/ Enable folder view v
Workspace app Enable loopback communication On
Category Settings ' [Enable protocol handier o
Customize Appearance | Enable strict transport security

ICA file cache expiry %0
Featured App Groups leon resolution 128
Authentication Methods Loopback port when using HTTP 80
Website Shortcuts Prompt for untrusted shortcuts v

Launch Preferences

Prompt to install Citrix Recenver/Workspace app after logon
Protocol handler siop double-hop check

Client Interface Settings
Pinned Links

Session Settings Resgurce details

Workspace Control Strict transport security policy duration S0.00:00-00

Default =4 |

Configure settings for custom domain

You can apply the Global App Configuration service (GACS) settings to custom domain URLs in

addition to cloud.com domain URLs . After you enable this setting in the GACS Ul, any user

accessing the store through a custom domain receives settings configured for the corresponding

cloud.com based store.

For more information about custom domains, see Configure a custom domain.

Workflow to enable settings for custom domain

To enable Global App Configuration service settings for custom domains, perform the following:

1. Navigate to StoreFront Cloud > App Configuration.

2. Locate the Linked Custom Domain option for each store URL.

3. Click refresh icon in the Linked Custom Domain column, if a custom domain is configured for

the store URL.
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About App Configuration

Centralize your client app across all and endpoints for d and d devices. Configure, test, and roll out end. gs to ises and cloud stores
from one location. Learn more

@D -2 Manage configuration profiles - Claim StoreFront URL C* Refresh
o @ + Name Linked Custom Domain Configuration profiles
Workspace https://acme.cloud.com None —’ ¢ o3

The system fetches and populates the mapping between your custom domain and the

cloud.com URL in the column.

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises and cloud stores
fram ene lecation. Learn mare

S22 Manage configuration profiles - Claim StoreFront URL ™ Refresh
Type @ + Hame Linked Custom Domain Configuration profiles
Workspace (mndmmaﬂmd:am workspate scme.com (] )- 13

Points to remember
For settings to take effect on custom domains:
e Settings might take up to 24 hours to apply for already logged-in users on the Citrix
Workspace™ app.

e Wait for 30 minutes after mapping the custom domain to the cloud.com URL in GACS.
Compatibility
The following Citrix Workspace app versions support this feature:

* Windows: Version 2503.10 or later

* Mac: Version 2503 or later
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Citrix® StoreFront Cloud security overview

User Authentication

Citrix® StoreFront Cloud can be configured to use a wide range of authentication methods. For

more details see Configure authentication.

To configure session timeouts, see Store access.

Client connectivity

Clients must connect to their store using HTTPS with TLS 1.2 or higher. For minimum client

versions and network connectivity requirements, see system requirements.

Store websites set HTTP Strict Transport Security headers to require that web browsers only use
HTTPS.

App protection

You can use App protection to prevent screen capture and screen loggers. When using a web

browser, this requires Citrix web extensions.

More information

e Secure Deployment Guide for the Citrix Cloud Platform: This guide provides an overview of
security best practices when using Citrix Cloud and describes the information Citrix Cloud
collects and manages. This guide also contains links to comprehensive information about the

Citrix Cloud Connector.
» Technical security overview for Citrix DaasS.

« Citrix Trust Center: Provides the latest information on our approach to security, privacy, and

compliance.
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Configure store using PowerShell

Configure store using PowerShell
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Citrix® StoreFront Cloud Document History

The following table describes important changes to the Citrix® StoreFront Cloud product

documentation. To receive notifications about these updates, subscribe to the RSS feed.

DATE

31 Aug 2026

14 Aug 2026

10 Jul 2026

28 Feb 2026

06 Aug 2025

08 Jul 2025

30 May 2025

21 May 2025

CHANGE

Detailed desktop tile

Deprecation of Global App
Configuration service docs

Citrix® StoreFront Cloud is
the new name for Citrix
Workspace

Enhanced App Protection
resource management and
Support for Client app

management in hybrid launch

scenarios using Citrix Web
Extensions

Manage settings for hybrid
launch

Configure GACS settings for

Custom Domains

Citrix Workspace Ul 25.19
release

Citrix Workspace Ul 25.11
release

DESCRIPTION

For more information, see
What's new.

For more information, see
Client app management.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.
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DATE

09 May 2025

03 Apr 2025

02 Apr 2025

20 Mar 2025

13 Feb 2025

20 Dec 2024

17 Dec 2024

04 Dec 2024

27 Nov 2024

27 Nov 2024

21 Nov 2024

14 Nov 2024

CHANGE

ControlUp’s RemoteDX Plug-
in Management

Manage settings for hybrid
launch

Citrix Workspace Ul 25.10
release

Citrix Workspace Ul 25.09
release

Citrix Workspace Ul 25.04
release

Configuration profile feature
for on-premises store

GACS settings for automatic
software updates

Citrix Workspace Ul 24.49
release

Configuration profile feature
is available on iOS for cloud
store users

Configuration profile feature
is available on Android for
cloud store users

Citrix Workspace Ul 24.47
release

Citrix Workspace Ul 24.46
release

DESCRIPTION

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
Configuration profile feature
on iOS.

For more information, see
Configuration profile feature
on Android.

For more information, see
What's new.

For more information, see
What's new.
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DATE

14 Nov 2024

14 Nov 2024

05 Nov 2024

23 Oct 2024

14 Oct 2024

01 Oct 2024

27 Sep 2024

12 Sep 2024

06 Sep 2024

14 Aug 2024

06 Aug 2024

30 Jul 2024

23 Jul 2024

CHANGE

Configuration profile feature

is available on Linux for cloud

store users

Applying GACS settings on
first-time use of Citrix
Workspace app for HTML5

Citrix Workspace Ul 24.45
release

Citrix Workspace Ul 24.43
release

Citrix Workspace Ul 24.41
release

Citrix Workspace Ul 24.40
release

Citrix Workspace Ul 24.39
release

Citrix Workspace Ul 24.37
release

Citrix Workspace Ul 24.36
release

Citrix Workspace Ul 24.33
release

Citrix Workspace Ul 24.32
release

Citrix Workspace Ul 24.31
release

Citrix Workspace Ul 24.30
release

DESCRIPTION

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.
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DATE

16 Jul 2024

09 Jul 2024

08 Jul 2024

02 Jul 2024

02 Jul 2024

05 Jun 2024

04 Jun 2024

28 May 2024

20 May 2024

16 May 2024

08 May 2024

07 May 2024

CHANGE

Citrix Workspace Ul 24.29
release

Citrix Workspace Ul 24.28
release

Configure store names for
your store URL

Microsoft Teams VDI Plug-in
Management

Citrix Workspace Ul 24.27
release

Citrix Workspace Ul 24.23
release

Clone settings across stores,
channels, and configuration
profiles

Citrix Workspace Ul 24.22
release

Citrix Workspace Ul 24.21
release

Citrix Workspace Ul 24.20
release

Citrix Workspace Ul 24.19
release

Manage settings for user
group using configuration
profile

DESCRIPTION

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Workspace
Platform.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.
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DATE

02 May 2024

30 Apr 2024

24 Apr 2024

11 Apr 2024

08 Apr 2024

01 Apr 2024

25 Mar 2024

18 Mar 2024

18 Mar 2024

11 Mar 2024

09 Mar 2024

CHANGE

Citrix Workspace Web
Extension 24.4.0 release

Citrix Workspace Ul 24.18
release

Citrix Workspace Ul 24.17
release

Improvements in Global App
Configuration service

Citrix Workspace Ul 24.15
release

Citrix Workspace Ul 24.14
release

Citrix Workspace Ul 24.13
release

Citrix Workspace Ul 24.12
release

Additional settings for Citrix
Enterprise Browser

Citrix Workspace Ul 24.11
release

Documentation enhancement

DESCRIPTION

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

Updated the feature View
username and profile picture
published during the release
23.48. Related feature
description is added in
Manage user’s display name
and profile picture.
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DATE

04 Mar 2024

26 Feb 2024

22 Feb 2024

20 Feb 2024

12 Feb 2024

05 Feb 2024

29 Jan 2024

22 Jan 2024

18 Jan 2024

05 Dec 2023

01 Dec 2023

21 Nov 2023

CHANGE

Citrix Workspace Ul 24.10
release

Citrix Workspace Ul 24.9
release

Multiple Workspace URLSs -
General Availability

Citrix Workspace Ul 24.8
release

Citrix Workspace Ul 24.7
release

Citrix Workspace Ul 24.6
release

Citrix Workspace Ul 24.5
release

Citrix Workspace Ul 24.4
release

Plug-in management using
Global App Configuration
service

Citrix Workspace Ul 23.49
release

Multiple Workspace URLs
(Technical Preview)

Citrix Workspace app version
management using Global
App Configuration Service

DESCRIPTION

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Workspace
Platform.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new.

For more information, see
What's new in Global App
Configuration service.

For more information, see
What's new.

For more information, see
What's new in Workspace
Platform.

For more information, see
What's new in Global App
Configuration service.
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DATE

16 Nov 2023

14 Nov 2023

08 Nov 2023

07 Nov 2023

06 Oct 2023

26 Sep 2023

19 Sep 2023

12 Sep 2023

21 Aug 2023

24 May 2023

CHANGE

Support for configuring a
Custom Domain - General
Availability

Citrix Workspace Ul 23.46
release

Citrix Workspace Ul 23.45
release

Updated the content that

ShutdownDesktopsAfterUs
e property is not available
for new connections if Cloud
Connectors lose connectivity
with Citrix Cloud.

Streamlined discovery of new
apps

Improved overall
performance and stability

Improved overall
performance and stability

New Workspace Ul and
Activity Manager GA release

Add your own TLS certificate
for custom domain (Preview)

Support for configuring a
custom domain for your
workspace (Preview)

DESCRIPTION

For more information, see
Configure a custom domain.

For more information, see
What's new

For more information, see
What's new

For more information, see
Power management of VDAs
during outages

Citrix Workspace Ul 23.40
release. For more
information, see What's new

Citrix Workspace Ul 23.38
release. For more
information, see What's new

Citrix Workspace Ul 23.37
release. For more
information, see What's new

For more information, see
What's new

For more information, see
Add your own TLS certificate
for custom domain.

For more information, see
Configure a custom domain.
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DATE

11 May 2023

07 Oct 2022

20 Jun 2022

13 May 2022

03 May 2022

02 May 2022

02 May 2022

CHANGE

New and enhanced Citrix
Workspace user experience
(Preview)

Removed references to end-
of-life product version.

Support for service continuity
with Safari is generally
available

Added Workspace session
section

Update for Citrix Workspace

Support for service continuity
on iOS is generally available

New error codes for service
continuity

DESCRIPTION

For more information, see
New Workspace user
experience.

For more information, see
Aggregate on-premises
virtual apps and desktops in
workspaces.

Service continuity is
supported for Citrix
Workspace app for Mac with
the Safari browser. For more
information, see Service
continuity.

Ability to enable and disable
login prompt for users is
generally available. For more
information, see Customize
workspace interactions.

Reauthentication periods for
Workspace app is generally
available: Reauthentication
period for Workspace app.

Service continuity is now
supported for Citrix
Workspace app for iOS in
general availability. For more
information, see Service
continuity

New error codes are now
available to aid in
troubleshooting failed service
continuity connections. For
more information, see
Service continuity.
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DATE

04 Apr 2022

02 Mar 2022

09 Feb 2022

09 Feb 2022

27 Jan 2022

26 Jan 2022

CHANGE

Renaming Citrix Virtual Apps
and Desktops to DaaS

Support for service continuity
is available on Android
(general availability) and iOS
(technical preview)

Custom sign-in policy
generally available

Send custom announcements
for Workspace generally
available

Added new default identity
provider information.

Added details about the
reauthentication period

DESCRIPTION

As part of the release of Citrix
DaaS (Desktops-as-a-
Service) all references to
Virtual Apps and Desktops
service are replaced with the
new name. All references to
on-prem Virtual Apps and
Desktops remain the same.
For more information, see
Get started

Service continuity is now
supported for Citrix
Workspace app for Android in
general availability and Citrix
Workspace app for iOS in
technical preview. For more
information, see Service
continuity

Create a custom sign-in
policy that displays when
signing in: Configure a sign-
in-policy.

Create custom messages
that are displayed as banners
for a specified time period:
Send custom
announcements.

AD plus Token is now the
default identity provider for
authenticating end users to
Citrix workspace. See
Authentication to
workspaces.

Included a note about the
experience for Citrix DaaS
customers. Added
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DATE

25 Jan 2022

12 Jan 2022

04 Jan 2022

04 Jan 2022

CHANGE

feature for Citrix Workspace
app

Added and updated identity

provider information for FAS.

Created child pages under
Manage your workspace
experience and Optimize
DaaS in Citrix Workspace.

Moved content about Citrix
Receiver to the new
"Configure workspace
access" page.

Separated the "Configure
workspaces" page into
separate pages.

DESCRIPTION

instructions for signing out
and back in after a password
change for the feature to
continue working. See Set a
reauthentication period for
Citrix Workspace app.

Which identity providers
require FAS for SSO to virtual
apps and desktops. Whether
you can have multiple identity
providers. Whether adding or
changing an identity provider
will break the production
environment. See
Authentication to workspaces
for an overview.

Grouped pages on
customization and pages
related specifically to DaaS
by making them child pages
of Manage your workspace
experience and Optimize
DaaS in Citrix Workspace,
respectively. Updated Table
of Contents and Redirects file
to account for these changes.

Find End of Life (EoL)
information for Citrix Receiver
in Configure workspace
access.

New pages include: Prepare
for Citrix Workspace,
Configure access to
workspaces, Integrate
services into workspaces,
Customize the appearance of
workspaces, Customize
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DATE

20 Dec 2021

13 Dec 2021

19 Nov 2021

08 Nov 2021

14 Oct 2021

CHANGE

Updates to overview pages

Support for service continuity
in browser is available with
Citrix Workspace app for Mac

Update for service continuity

Update for site aggregation

Update for FAS single sign-
on

DESCRIPTION

workspace interactions, and
Customize security and
privacy policies.

New content for Citrix
Workspace Overview, Get
started with Citrix Workspace,
and Manage your workspace
experience, reflected in the
site navigation.

Citrix Workspace Web
extensions make service
continuity available to users
who access their apps and
desktops through a browser.
This feature now is supported
on devices running Citrix
Workspace app for Mac. For
more information, see
Service continuity

Added table describing how
service continuity behaves
during different types of
outages: User experience
during an outage.

Revised steps and branding
details for aggregating on-
premises sites in Citrix
Workspace: Aggregate on-
premises virtual apps and
desktops in workspaces.

Support for using FAS
servers in multiple resource
locations is generally
available: Enable single sign-
on for workspaces with Citrix
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DATE

29 Sep 2021

21 Jul 2021

08 Jul 2021

07 Jul 2021

30 Jun 2021

CHANGE

Support for service continuity
in browser is generally
available

Update for Citrix Workspace

Update for Citrix Workspace

Update for Direct Workload
Connection

Update for FAS single sign-
on

DESCRIPTION

Federated Authentication
Service.

Citrix Workspace Web
extensions make service
continuity available to users
who access their apps and
desktops through a browser.
This technical feature is
supported for Google Chrome
and Microsoft Edge on
Windows devices: Service
continuity in browser.

New section for adding a
custom end user license
agreement policy: Configure
a sign-in policy.

Added support for
reauthentication periods
preview: Reauthentication
period for Workspace app.

Added support for using the
Citrix Cloud management
console to configure network
locations: Optimize
connectivity to workspaces
with Direct Workload
Connection.

Support for using FAS
servers in multiple resource
locations is available as a
preview: Enable single sign-
on for workspaces with Citrix
Federated Authentication
Service.
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DATE

22 Jun 2021

21 Jun 2021

12 May 2021

30 Apr 2021

14 Apr 2021

05 Feb 2021

CHANGE

Support for service continuity
in browser is available for
technical preview

Service continuity is generally
available

Custom themes available for
Technical Preview

New electronic signature
content

Update for Citrix Workspace

Update for Citrix Workspace

DESCRIPTION

Citrix Workspace Web
extensions make service
continuity available to users
who access their apps and
desktops through a browser.
This technical preview is for
Google Chrome and
Microsoft Edge on Windows
devices: Service continuity in
browser.

Service continuity allows
users to connect to their
virtual apps and desktops
even during outages in Citrix
Cloud components or in
public and private clouds:
Service continuity.

Added content for creating
and configuring multiple
custom themes for
Workspace: Customize the
appearance of workspaces.

Added a new section
detailing electronic signature
capabilities using
RightSignature: Electronic
signature.

Added new section for
enabling caching to increase
performance when using
Files: Allow caching.

End users can change their
domain password and
receive guidance for valid
passwords from within Citrix
Workspace: Allow end users
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DATE

17 Dec 2020

10 Nov 2020

30 Sep 2020

28 May 2020

12 Feb 2020

CHANGE

Service continuity is available
for technical preview

Update for Citrix Workspace

Update for Citrix Workspace

New article for Citrix
Workspace

Update for Site aggregation

DESCRIPTION

to change their account
password.

Service continuity allows
users to connect to their
virtual apps and desktops
even during outages in Citrix
Cloud components or in
public and private clouds:
Service continuity.

Added content describing the
end user experience when
both Mandatory and Auto
keywords are used for
favoriting an app: Allow
Favorites

Updated content for
preferences in Citrix
Workspace to reflect
renaming of options in the
user interface: Customize
workspace preferences.

Added article for getting up
and running quickly with Citrix
Workspace: Get Started with
Citrix Workspace.

Added requirements for using
Site aggregation with on-
premises deployments that
include Citrix Federated
Authentication Service (FAS):
Aggregate on-premises
virtual apps and desktops in
workspaces.
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DATE CHANGE DESCRIPTION
11 Dec 2019 New article for Citrix Added new article: Enable
Federated Authentication single sign-on for workspaces
Service for Workspace with Citrix Federated

Authentication Service
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